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IIpuMeyanus peaakropa:
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151 KOPPEKTHOCTH NepeBo/ia ObLJIM YOPaHbI CCHIVIKH HA OPUTMHAJIbHbIC HCTOYHNKH,
KOTOpbIe CMEIIMBAJIMCH C OCHOBHBIM TEKCTOM. 3HAYUTeIbHbIC IPUMEYAHHUS ObLIH
BCTPOEHBI B OCHOBHOM TekcT. IIpn HeoOxoaumocTu, B OyaymeM BO3MOKHO 100aBUTH
OnGanorpaduIo U CCbUIKM B CJeAYIOLIeH peJaKuuu;

B TekcTe coxpaHeHbI aHIJI0A3bIYHBIe 200peBUaTyphl opranos Biaactu CIIA;

HecmoTpsi Ha NONBITKY COXPAHUTH MAKCMMAJIbHO TOYHBIN NepPeBOj, B HEKOTOpPbIe
NpeaI0KeHUus1 100aBIeHbl, He HCKAMXKAKIMe CMbICJ, HO MI03BOJISIIOIINE MOHATH CMBICJ HA
PYCCKOM SI3BIKE.
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N CNOJHUTEJLHOE PE3IOME

[Tocne npesunenTckux BeIOOpoB 2016 rosa mosiBUIICS CEHCAITMOHHBINA HappaTUB, OyATO ObI
WHOCTpaHHas '"ne3mHdopManms" TOBNIHMSUIA HAa YECTHOCTh BBIOOPOB. ITH  YTBEPIKICHHUS,
MOJANUTAHHBIE JIEBBIM OTPULIAHUEM JIETUTUMHOCTH N00€/Ibl npe3uieHTa Tpamia, BeI3BaIM HOBOE
BHHUMAaHHE K POJIM COLMAIBHBIX MEeaUaraTgopM B pacCpOoCTPaHEHUH TaKOi MH(OPMAITHH.

beumn  co3manbl  "nmeswmH(pOpPMAIMOHHBIE" aHANMTHYECKHWE IEHTPhl H  "IKCrepTsl”,
MPaBUTEILCTBEHHBIC 1IE€JIEBbIC TPYIIBI M YHUBEPCUTETCKUE IEHTPHI. Bce 3TO i m3ydeHus u
00prOBI ¢ TpenarnonaraeMbiM poctoMm Ae3nHpopmaruu. Kak mokazan panee Komurter I[lamatsr
npeacraButenieil mo cyneOHoi cucreme W CHenuanbHBIA MOJKOMHTET IO BOOPYKEHHUIO
(dbenepanbHOrO MPABUTEIBCTBA, 3TH YCHUJIHUSA IO OOppOE C TaKk HA3BIBAEMBIM HHOCTPAHHBIM
BIIMSTHUEM M JIe3UHGOpMaIeil ObICTPO TpaHCHOPMHUPOBAIUCH B 00pb0y ¢ BHYTPEHHEH, TO CTh
aMEepUKaHCKOU, CBOOOIOH CIIOBA.

IlepBas nmonpaBka k KoHcTuTynuu cripaBeajiuBO OrpaHUYUBAET POJb IPAaBUTEILCTBA B
KOHTpPOJIE M IIEH3ype peud aMepHKaHIIeB, HO HCCie[oBaTeNu Je3uHpopManuu (4acto
¢buHAHCHUpYEMBIE, 110 KpalfHel Mepe YacTHUYHO, 33 CYET CPEJCTB HAIOTOILUIATENBIIMKOB) HE ObLIH
CTPOTO CBSA3aHbl 3TUMU KOHCTUTYLIMOHHBIMU paMKaMu. To, uyTo denepanbHOe NPaBUTEILCTBO HE
MOTJIO JeNIaTh HAMPSAMYI0, OHO (PAKTHUECKHU MepeaBaio Ha ayTCOPCUHT TOJIBKO YTO BO3HUKIIEMY
LIEH3YPHO-IIPOMBIIIJIEHHOMY KOMILIEKCY.

Election Integrity Partnership (EIP) - xoncopuuym "ne3nnhopMariioHHBIX" yYEHBIX BO
rmaBe co CroHdopackoit umaTepHET-00cepBaTopueir (SIO) Ct3H(OPACKOTO YHUBEPCUTETA,
KOTOPBIN HampsMylo COTpyIHHYan ¢ MUHHCTEPCTBOM BHYTpeHHEH Oe3zomacHoctd U LleHTpom
r100abHOTO  B3aMMOJICHCTBUS, MHOTOBEIOMCTBEHHOM CTPYKTYpOH, BXOISIIEH B COCTaB
I'ocaenapramenTa, Uisi MOHUTOPUHIA U LIEH3YPbl BbICKA3bIBaHUI aMepuKaHILleB B MIHTepHETE B
npeaaBepun npe3usieHTckux BeiOopoB 2020 roma. Co3mgannas jmerom 2020 roga "mo mpochoe”
ArenrcTBa KubOepbOezonmacHoctn u Oe3omacHoctH uHppacTpyktypsl (CISA), EIP nama
(benepaabHOMY NPaBUTEILCTBY BO3MOXXHOCTb OTMBITh CBOM ILIEH3YPHBIE NEWCTBUS B HaleXJe
oboiitu kak [lepByto momnpasky, Tak U OOIIECTBEHHBI KOHTPOJIb.

B mpennsepun BeiOGopoB 2020 roma, Ha ¢one mangemun COVID-19, amepukaHckas
OOIIECTBEHHOCTh W 3aKOHOJATeNu O0O0CYXJadl JIOCTOMHCTBA OECHpELECeHTHBIX H3MEHEHUil
n30MpaTeNbHBIX MPOLENyp B CEpeAUHE H30MpaTeNbHOrO LUKIA. DTH BONPOCH,, Kak M BCe
COBPEMEHHBIE JUCKYCCHHM IO BOMpPOCAM MOJUTHUYECKOW Ba)KHOCTH, aKTHBHO OOCYXJIalHCh Ha
KPYIHEHIINX B MHpE COLHMAIbHBIX Menuarmatrgopmax — OyATO OBl COBPEMEHHOH BepcHU
ropojckoil miomanu. Ho korja amepukaHCKHe Tpak[JaHe, BKJIIOYas KaHIUAATOB Ha 3TUX
BBIOOpAX, MBITAIMCH Peain30BaTh CBOU mpaBa mo [lepBoil mompaBke Ha ATHX MmiIaTdopmax, uX
peub, 3amuiieHHas KoHcTuTynmew, ObUta HAMEPEHHO TMOJaBJieHA BCJICJICTBHE TMPSIMOM
KOOpAMHAIMK (ellepalbHOTO MPABUTENBCTBA Co CTOPOHHUMM OpraHU3alMsIMH, B YacTHOCTHU
YHUBEPCHUTETaMU, U Tu1aTopMaMu colManbHbIX ceTeil. Peub, kacaromascs BbIOOPOB - mpoliecca,
MOCPEJICTBOM KOTOPOT'O aMEpPHKaHIIbI BBIOMPAIOT CBOMX IMPEICTaBUTENEH, - KOHEYHO )K€, UMEET
MPaBO HA HAJISKHYIO 3alIUTY B COOTBETCTBUHM ¢ [lepBoii monpaBkoi. ITOT OCHOBOIOJAralOIIHI
IpUHLMT erie 0ojiee BaxKeH, KOrja peub UIET O MOJMTHYECKUX KaHauaarax. Ho, kak mpu3HaoT
"skcrepThl" MO Ae3uH(OpPMAIMY, HABEIIMBAHUE SIPJIBIKOB HA JIIOOOW BHUJ peud MO CBOEH CyTH
SIBJISICTCS TTOJIMTUYECKUM" ¥ caMo TI0 cebe MpeicTaBseT coooit hopmy "tieH3yphI'.

B 3TOM mpOMEXyTOYHOM OT4YETE COTPYAHUKOB IMOAPOOHO paccKa3bpiBacTcs 00 aKTUBHOM



ydacTuu (pefepaibHOTO MpaBUTENbCTBA B co3gaHuu u padore EIP, xoropas cmocoOcTBOBana
LEH3ype IOJIUTUYECKUX BBICKA3BIBAHMNM AMEPUKAaHLEB B TEYCHHE HENCIb M MECALEB,
npenmecTBoBaBmux BblOopam 2020 roma. B 3TOM oTyere Takke BIEpBbIE IMyOIMYHO
PacKpbIBAalOTCS CEKpEeTHblE OT4YeThl O '"AesuHpopManuu" H3 LEHTPATU30BAaHHOW CHCTEMBI
oryetHoctu EIP, koTopble paHee ObUIM JOCTYNHBI TOJNBKO HM30paHHBIM JIMIAM, BKJIIOYas
(denepaibHBIE areHTCTBa, yHHBEpcUTeThl M Big Tech kommanumn. Komuter W crnenuaibHBINA
MOJIKOMMTET MOJIyYMIIHM 3TU HEeMyOaruHble 0T4eThl 13 CTI3H(OPACKOr0 YHUBEPCUTETA TOIBKO MO
yrpo3oil Haka3zaHusi 3a HeyBakeHue K Konrpeccy. DT OTYeThl O MpeAroyiaracMou
ne3uH(popMaluy ObUIM MCIIONIB30BaHbl Ul LIEH3YPbl aMEPUKAHIEB, 3aHUMAIOIUXCS OCHOBHOM
MOJIUTHYECKON Peublo B MpeaaBepuu BI00poB 2020 roaa.

Kak cnemyer u3 3Toii HOBOM MHGpOpMAaNKU, a TaKkkKe U3 JaHHOTO oTdera, (emepambHOE
IIPaBUTEJIBCTBO M YHUBEPCUTEThl OKa3blBAIM JABJICHUE HA MPEICTABUTENEH COLMAIbHBIX
ceTel, 3acTaBisisi HMX IEH3YpPHUpPOBaTh MPaBAMBYI0 HMH(OPMALMIO, MIYTKH U IOJUTHYECKHE
MHEHHUSA. OJTO [aBjieHHE ObUI0O HampaBiI€HO B OCHOBHOM B IIOJIb3y OJHOW CTOPOHBI
MOJUTHUYECKOTO TpOXoJa: IMpaBauBas HHGoOpMAIMs, pa3MelIeHHass peclnyOluKaHaMu |
KOHCEepBaTOpaMu, Oblla TMOMeYeHa Kak 'nesuHpopmamus', B TO BpeMs Kak JIOXKHAas
uHbopMalys, pa3MelleHHas JeMOKpatamMu M JubepajiaMH, OCTaBajach IMPaKTHYECKH
HE3aMEUEHHOM M He TpOHYyTOW meH3opamu. [lceBmoHayka ne3nH(popManuy celyac - U Bceraa
Obuta - He Oojee 4YeM NOJUTHYECKOM YJIOBKOHM, dYalle BCEro HaIpaBICHHOM IMPOTUB
COOOIIECTB W  OTHENBHBIX JIOJCH, TPUACPKUBAIOIIMXCA  B3IVIAZ0B, MPOTHBOPEYAIIUX
TOCIOJICTBYIOIIMM IPEACTaBICHUSIM.

[Tpunuun pa6otsl EIP Obu1 mpocT: "BHEIIHKME 3aMHTEPECOBAHHBIC CTOPOHBI", BKIIIOYAS
denepanbHble areHTCTBA M OpraHu3anuu, (pUHaHCHpyemble (eAepalTbHBIM IMPABUTEIBCTBOM,
MIPEICTABISLIN OTUeTHI 0 Ae3uHpopmaruu HenocpeacTBenHo B EIP. Jlanee "ananutuku" EIP mo
nesuHopManuy  MpOoCMaTpUBaIM HWHTEPHET B TMOUCKaX JOMOJHHUTENBHBIX IPHUMEPOB
ueH3ypsl. Eciau B mpeicTraBieHHOM oTUeTe oTMeuascs, Hanpumep, noct B Facebook, ananutuku
EIP uckanu ananoruuneiii kouteHT B Twitter, YouTube, TikTok, Reddit u apyrux kpymHbIX
COIMaNbHBIX ceTsX. [locime TOoro kKak Bce OCKOpOHWTENbHBIE CCHUIKH ObUTH coOpanbl, EIP
OTIIpaBisia Hanbojiee 3HaYMMble M3 HHUX HemocpeacTBeHHO B Big Tech ¢ xonxpemuvimu
PEKOMEHJAIMSIMH O TOM, KaK COLMAaIbHBIC MEAHa-TuIaT(opMbl JOJDKHBI IIEH3ypUPOBATH ITH
MOCTHI, HANMpUMEp, YMEHBIIUTh HUX "OOHAPY)KHMBAEMOCTh'", "TPHOCTAHOBUTH BO3MOYKHOCTH
aKKayHTa MpOAOJDKaTh TBUTHI B TeueHWe 12 dwacoB", "OTCHEKWBaTh, €CIM KakoW-ImOO U3
OTMEYEHHBIX AaKKAayHTOB BJIMSHHUS PETBUTHET' KOHKPETHOI'O MOJb30BaTeNs, M, KOHEYHO XK€,
YAQIATH THICSYU MIOCTOB aMEPUKAHIIEB.

Stanford

Internet Observatory

FEDERAL ELECTION INTEGRITY BIG TECH
GOVERNMENT PARTNERSHIP

[IpaBuTENbCTBEHHBIE Ar€HTCTBA U "IKCTIEpThI" MO Ae3UH(POpMaLuU OBICTPO CCHITIAIOTCS Ha
HEOOXOIUMOCTh  OOphOBI €  HMHOCTPAaHHBIMH  CyOBEKTaMH, TMBITAIONIUMHUCA TOJOPBATh



aMepUKaHCKHe BBIOOPHI, B KAYECTBE OMPABIAHUS STOrO PEKHMMA LEH3Yphl. XOTS WHOCTPAHHBIC
rocy/apcTBa JAEHCTBUTEIBHO NBITAIOTCA IPOBOAMTH OINEPALlMM IO OKA3aHWUIO BIIHMSHUA,
paccienoBanne Komurera n CrienuaibHOTO MOAKOMUTETA MTOKA3aJI0, YTO UCTUHHBIM (POKYCOM H
LEJIbI0 pabOTHI IEH30POB 10 00ECTIEYECHHUIO "UeCTHOCTH BHIOOPOB" OBLIN T€ CaMble aMEPUKAHIIBI,
KOTOPBIX OHH, KaK OHU YTBEPXKAAIOT, 3alUINAI0T. BMecTo TOro uTo0b 00POTHCS C HHOCTPAHHBIMU
WIN HEAyTeHTUUYHBIMU (npum. getikosvimu, Henacmoawumu) akkayHTamu, EIP nHanenunacs Ha
aMEpUKaHIIEB, B OCHOBHOM Ha KaHIUJAaTOB U KOMMEHTAaTOPOB C KOHCEPBAaTUBHBIMU B3IIsiiaMu. 1
HECMOTpPs. Ha 3asBICHHYIO Lenb OopsObl ¢ "mesundopmanmeii”, EIP corpynnuuana c
NPEJCTaBUTEIISIMU COLMATBHBIX CETeH ISl IIEH3Yphl MPaBAUBON MHPOPMALIUH, IIYTOK U CATHUPHI,

a TaK)Ke MOJUTUYCCKUX MHECHHI.

Kto noaBeprascst uensype?

e [Ipesunent Jlonanba Tpamm

e Cenarop Tom Tumnuc

e Cnukep Hotot I'unrpuu

e T'yGepnarop Maiik Xakabu

* Konrpeccmen Tomac Maccu

e Konrpeccsymen Mapmxopu
Tetnop I'pun

e Newsmax

e BaBwionckas maena (6iorep)

e [lloH X3HHUTH

e Mo XeMHUHTydi

e XapMmur [IXwioH

e Yapmu Kupk

e  Konnuc OyasHc

e Jxek [Tocobuen
Tom ®urron
Jlxeitme O'Kug

e bennu JbkoHCOH

e  Mumens Mankun

e [llon /I3BucC

e JI»iiB PyOun

e [lon Cneppu

e Tpeiicu buns

e [llanens Puon

e Heuncuucaumoe Konu4ecTBO
OOBIYHBIX AMEPUKAHIIEB BCEX
MIOJINTUYECKUX B3IJISI0B

r Thom Tillis
@ThomTillis

Thank you for this historic victory, North Carolina!

Looking forward to SIX MORE YEARS of fighting for you and your family
in the U.S. Senate. #ncsen #ncpol

12:05 AM - Nov 4, 2020

Donald J. Trump &
@realDonaldTrump
Georgia Counties Using Same Software as Michigan Counties Also

Encounter ‘Glitch’ breitbart.com/politics/2020/ ... via @BreithartNews
What a total mess this “election” has been!

breitbart.com

Georgia Counties Using Same Software as Michigan Counties Also Encounter...
Two Georgia counties using the same voting software as a Michigan county
that experienced a glitch have also reported encountering glitches.

10:23 AM - Nov 7, 2020




0 Gov. Mike Huckabee &
. @GovMikeHuckabee
Harmeet K. Dhillon & i

@pnjaban Stood in rain for hour to early vote today. When | got home | filled in my
stack of mail-in ballots and then voted the ballots of my deceased
parents and grandparents. They vote just like mel #Tru

Polling is going smoothly in many parts of Pennsylvania according to my
colleagues. Have spoken to multiple lawyers there. But Philadelphia has
rampant problems. Is the Democrat AG Shapiro - who is on the ballot —
giving them cover? We are documenting and handling this. VOTE! 2=

11:14 AM - Nov 3, 2020

Newt Gingrich &

@newtgingrich
Pennsylvania democrats are methodically changing the rules so they can
steal the election. It is amazingly open, dishonest, ruthless and will work

unless the state ( especially Philadelphia) is flooded with law
enforcement.

3:53 PM - Oct 23, 2020

Yrto noasepraioch nensype?

e [lIpaBauBas undopmarus
e Illytku u catupa
e TlonuTuyeckue B3TISAAbI

4:45 PM - Oct 24, 2020

B pamkax storo otuera KoMuTer M crenuanbHbBI MOJKOMUTET IMyOJIHKYIOT BCE paHee
CEKPETHBIE AapXUBHbIE JlaHHBIE, IOJyuyeHHble KOMHUTETOM B COOTBETCTBHUM C IOBECTKOM,
BbIIaHHONH CTAH(OPICKOMY YHHUBEpCcUTETY, KoTopyto CTaH(DOpa mpeaocTaBuil TOJBKO IMOCITE
yrpo3sl mpe3penus. B mpemasepuu Bbi6opoB 2020 roma MuUHHMCTEPCTBO BHYTpEHHEH
6ezonacHoct (DHS) uMeno BO3MOXHOCTh BHJIETh, KakKhe€ BBICKAa3bIBAaHUS aMEPHKAHIICB
nozseprarorcs neHsype. CeroaHs, B pe3ysbTaTe paccileJOBaHUsl, poBeneHHoro Komurerom u
CrennanbHbIM MMOAKOMHUTETOM, MOJUTHUECKUE KaHAWJATHI, KYPHAIUCTBI U BCE aMEpPUKAaHIIbI
UMEIOT BO3MOXHOCTh y3HAaTh, OBUIM JIM OHM OOBEKTOM TIPECICAOBAHUS CO CTOPOHBI
IpaBUTENbCTBA U Kakue ToukH 3peHus DHS, Ctandopaa u qpyrux Jull HoABeprajiuch LeH3ype.
Xots EIP B HempomopruoHAIbHO OOJBIION CTEMEHH Oblla HAmpaBlieHA Ha KOHCEPBAaTOPOB,
JKEPTBAMU LIEH3YPbI CTAIM aMEPHKAHIIbI BCEX MOJIMTHUECKUX yOSKICHUH.

[lepBas mompaBka 3ampeniaeT NpaBUTEIbCTBY "yIIEMIIATh CBOOOIY CI0Ba" M 3alUIIACT
"mpaBo Hapoja... 00paIaThCs K MPABUTEIBCTBY C METUIHMAMH". BO3MOXXHOCTE aMepUKaHIICB
KPUTHUKOBATh MPABUTEIBCTBO M €r0 TOJHUTUKY SBIsSETCS (PyHIAaMEHTAJIbHBIM M CBSIICHHBIM
MPUHLUIIOM aMEPUKAHCKOM KOHCTUTYIIMOHHON pecnyOynku. BepXoBHBIN CyJ| JaBHO HpU3HA,
9TO 1751 "OCHOBHBIX NOJMTHUYECKUX BBICKA3bIBaHUM" "BaKHOCTH 3amuThl llepBoii mompaBku
HaXOAUTCS B 3€HUTE".

Bonee Toro, kak OOBACHAIOT yueHbIe-KOHCTHUTYyIHOHAMUCTHL: "[lockonbky IlepBas
MoTpaBKa 3ampemaeTr "yuemnsims" c60000y cnoga, a0O0U 3aKOH UL NPABUMETbCNEEHHAS
NONUMUKA, KOmopule 02panudusaiom smy c6o0600y Ha niam@opmax [coyuanvbuvix cemeli] ...
napywatom llepsyro nonpasky".

IIpaBuTENBECTBO HE MOXKET [IMKTOBAaTh THUIl WM YCIOBHS KPUTHUKH, KOTOPOH OHO
MOJIBEpraeTcsi, 0COOCHHO KOT'/1a MPaBUTEIBCTBO HE COTTIACHO C JOCTOMHCTBAMU 3TOM KPpUTHUKU. B
LEJSIX TOArOTOBKU MOTEHIIMAIBHOTO 3aKOHOAATENbCTBA KOMUTET U crielMalIbHBIN OJIKOMUTET
paccieayoT CroBOp UCIOIHUTEIbHON BIACTH C TPETBUMH CTOPOHAMU-IIOCPEIHUKAMU, BKIIOYast
YHUBEPCHUTETBI, C LENbIO LIEH3YPhI 3ALUIIEHHON peUYH B COLIUANIBHBIX CETSX.



Komurter m crneunanbHbli MOAKOMUTET OTBEYAIOT 3a pACCIE€NOBaHME "HapyLIEHUI
rpaxaanckux cBooop rpaxkaaH CoenuHeHHBIX IlITaToB". B COOTBETCTBHMU C 3TUM MaHIATOM
JAHHBIM MPOMEXKYTOYHBIM OTUET COTPYIHUKOB O HapylleHHsX IlepBoi mompaBku M Opyrux
HEKOHCTUTYLMOHHBIX JieiicTBUAX CISA BbIMOMHSET OOS3aHHOCTH BBIABIATH M COOOLIATH 00
UCTOJIB30BAHUU OPYXHsS (PeNepalbHOTO TMPABUTEIBCTBA IPOTHUB aMEPUKAHCKHX TpaKJaH.
PaccnenoBanne Komurera u ciennaabHOro MOAKOMHUTETA MPOAOJIKAETCS.

CISA 1o cux mop He BBINOJHHWIA JOJDKHBIM 00pa3oM IMOBECTKY O MPEAOCTABICHHH
COOTBETCTBYIOIIMX JOKYMEHTOB, M HEOOXOAWMO TIPOBECTH JIOMOJHUTEIbHYIO paboTy 10
ycraHoBiieHHIO (akToB. UYToObl nyumie uHpopMmupoBaTh KomHuTET 0 3aKoHOIATEIHHON
nesrenpHocTH, KomureT u IlogkoMuTeT npoposkaT paccieloBaHUe TOr0, KaK UCIIOJHUTEIbHAs
BJIAcTh paboTaia ¢ miargopMaMu COIMAIBHBIX CETEH M IPYrMMHU MOCPEAHUKAMU JUIS LICH3YPhI
HEYTOJHbIX ToueK 3peHus B HapyieHue Koncturynuu CIIA.



I'TOCCAPUIA KJAIOYEBBIX TEPMAHOB Y HA3BAHMIA

Cpox/Ha3BaHue

Opranuzanus

Onucanue/onpenejieHue

CFITF

Ienesas rpyrma CISA mo
IIPOTUBOJCHCTBUIO
HWHOCTPAaHHOMY BIIHSTHUIO
(CFITF)

LeneBas rpymna  MuHucrepcTBa BHYTPEHHEH
6e3omacioctn (DHS) mnpu  Arenrctse 1o
KnOepOe30ImacHOCTH U 3aluTe MHPPACTPYKTYPHI
(CISA), oObenunHmBIIAas  KOMIOHEHTH  DHS,
BKIIOWas pasBeaky u anamm3 DHS, u npyrue
OpraHM3alvy I PacCMOTpeHus Oojee MIMPOKOi
POOJIEMEI HWHOCTPAHHOTO BIHSTHUS u
JIe3nH(pOpMaNUK Ha OCHOBE OIIEHKW WHOCTPAHHOTO
BIIHSTHUS, MIPOBE/ICHHO pa3BeaBIBATEIBHBIM
coobmecteom CHIA B 2017 romy. B 2021 romy
Haszanue CFITF Obu1o m3MeneHo Ha Mis-, Dis-. u
Komanna mo cGopy BpemoHOCHOW WH(opMarmu
("Komanga MDM").

CIP

Lentp
nH(pOPMHIPOBAHHOM
0O0IIECTBCHHOCTH

Muccuss  Llentpa  unHbOpMUPOBaHHOMN
00IIECTBEHHOCTH Bammarronckoro
YHUBEPCHTETA - MPOTHBOCTOSTH
CTpaTEern4ecKoi Je3uH(pOpMAaInH,
CIOCOOCTBOBATH Pa3BHUTHIO
WH(POPMHUPOBAHHOTO OOIIECTBA H

YKPEIUICHUE NEMOKPATHYICCKOI'o AUCKypcCa.
OHI/IH U3 4YCTBhIPEX 4JICHOB-OCHOBATEJICH
EIP.

CIS

Hentp unreprer-6e30macHoctH (CIS)

CIS - HexomMepdeckast opraHuzarys, GHHaAHCHpyeMast
CISA, «xoropas  HampaBimsieT  COOOWICHUS O
ne3rH(OopManiy, MOCTYMAIOIME OT IPECTABUTENCH
TOCYIAPCTBCHHBIX M MECTHBIX OpPraHOB BJIACTH, B
COLMAITBHBIE CETH.

CISA

ATEHTCTBO 110
KrOepOe30nacHOCTH U
3aMUTENHPPACTPYKTYPHI
Munucrepcrsa
BHYTpPEHHEH
0€301acHOCTH

ATeHTCTBO IO KHOepOe30macHOCTH | 3aIluTe
nadpactpykrypsr (CISA), Bxomsmee B coOCTaB
Munuctepcrsa BHYTPCHHEH 0€30TacHOCTH,
3afBWJIO, YTO OJHOM M3 €ro menei sBisercs
co3manue  "yCTOMYMBOCTM K  MHOCTPAaHHBIM
oreparysiM BHEA M JIe3MH(QOPMANUH... B TECHOM
B3aUMO/ICHCTBAN c ME’KBEJOMCTBEHHBIMHA
OpraHM3alMsIMH, YaCTHBIM CEKTOPOM, HAyJHBIMHU
KpYraMH M MeXIyHapoJHBIMU3aHHTEPECOBAaHHBIMU
cTopoHamH'.




DFRLab HccnenoBarensckas Jla6opatopuss DFRlab Atnantudeckoro cosera
nmaboparopust 3aHIMAeTCs OTIePaTHUBHBIM H3ydeHHeM
ATIIaHTHYECKOTO COBETA Jie3nH(pOpManuH, OTCJI)KUBAHUEM
110 1(POBOH nH()OPMAIIMOHHBIX ~ KaMIaHUH, pa3o0iaueHueM
KPUMUHAINCTHKE TIOTIBITOK 3arpsA3HEeHHsT nH(pOPMAIIIOHHOTO
IIPOCTPAHCTBA u CO3JIaHNEM 1 poBoi
ycroifunBocTH. OIMH W3  YeTHIpeX  WICHOB-
ocHosarenei EIP.
MUWHUCTEPCTBO PasBenxa n ananuz DHS DHS I&A coemmammsupyercss Ha  oOMeHe
BHYTPEHHUX JIEJI YHHUKAIEHBIMA Ppa3BeIbIBATEIIHHBIME u
n AQHAJUTHYECKUMH JAHHBIMH C OIepaTopaMu M
AJIMAHHUCTPALI JUIAMH, TPUHAMAIOIMUMH PEIICHUs, C LEJbIo
u BBIIBIICHUS ¥ CMATYEHS YTPO3 JUIST POANHEL
Je3undopmanus CISA oTpeieIsieT ne3uHpopMaImio KaK
"MpeaHaMEpeHHO CO3/aHHYIO0 C IIETBI0 BBECTH B
30y KJCHNE, HAaBPEIWTh MM MaHHUITYJIIPOBAaTh
YEJIOBEKOM, COLMAIBHOW TpPYIION, OpraHu3alnuei
WJIH CTpaHOM".
EI-ISAC Lentp oOMeHa 1 aHanmm3a EI-ISAC BrIcTyman B KauecTBE TIOCPETHUKA MEXKITY
napopmarmu 06 TOCYZApCTBEHHBIMH ¥ MECTHBIMHU M30HMpaTeIbHBIMU
nH}pPaCTPYKTYpEBEIOOPOB opraHamMu H IUIaT(GOPMaMH COIMANBHBIX CETeH,
npeiaras LEHTPATM30BaHHbIH MEXaHU3M
OTYETHOCTH.
FITF Lenesas rpynna FBI no B 2017 romy ®denepanbHOoe OrOpO paccienoBaHUA
60pb0e CHHOCTPAaHHBIM (FBI) cosmano LleneByto rpymiry HHOCTPaHHOTO
iusiaueM (FITF) BIIUSTHUS (FITF) JUIL  BBIABJICHUS u
MIPOTUBOACHCTBISL  3TOHAMEPEHHBIM  OIepaIsIM
HWHOCTPAaHHOTO BJIMSHMS, HANpPaBICHHBIM NPOTHB
Coemnnennsix llIraros.
GEC I'ocynapcTBeHHbII GEC — 3T0 MHOrOBEIOMCTBEHHAs! OpraHU3amusd,
nerapraMer, Llentp pacrosokeHHast B locynapcTBeHHOM
TJI00aTBHOTO JeTapTaMeHTe, B 3aadd  KOTOPOH  BXOAUT
B3aUMOJICHCTBHS BEIIBIICHHE M O0pb0a ¢ MHOCTPAaHHOW MpoIaranion

U ie3uHpOpManeH.




Graphika Graphika, kommanus, Graphika — 3710 aHanmurudeckas mnardopma Uit
3aHIMAIOIIASICSI COLMATBHBIX CeTeH, KOTOpast ClIeHAIN3UpyeTcs Ha
I POBBIM HHTEIUICKTOM MOHHUTOPHHIE OHJAHH- CeTelf M KOHTEHTa, YTOOBI
MOTYYUTh TIPEACTAaBICHHE O pPAaCIpPOCTPAHEHHH
nHpopmarmy.
Xeii, Jxedd Crapmmii coTpyTHHAK
CISA
Jira IIporpammMHas cuctema Jira — »3T0  mporpamMmHas ~ cHCTeMa,
Jira HCTIONB3yeMast UL CO3JaHHWS  THKETOB,
[IOMOTalOIUX  YIOpaBlIATh Inpoekramu. EIP
HCIIOJIb30Bajia “THKETBD» JIRA IS
OTCIIeXKMBaHMA W  OOMEHa  OT4eTaMH O
ne3uHpOpManuy ¢ KPYNHBIMA KOMIIAHHSMH,
paboTaOMNMH B CONMATBHBIX CETSIX, a TaKKe C
TIPAaBUTEIIECTBOM U IPYTHMH CTOPOHAMIL
Kpebc, Kpuc Bemmit mupekrop CISA
MDM Jesurdopmanus, JIe3MH(OPMALH u
nesuHpopmarmst  (mpuM.  Vcmonb3oBabl 3
passbIx cioBa Misinformation, Disinformationn
Malinformation o3HagaroIINe OJTHO U TO KE)
MDM KoncynbraruBHbII [Topxkomurer MDM, KOTOpBII BIOCIEACTBUU
KOMHTET I10 OBLT PaCIIyIIeH, Urpajl KOHCYIBTaTHBHYIO POJBH
MoaxomuTer kubepbesonacHoctn CISA COCTOSUT U3 pyKoBoauTeNeit komnanuii Big Tech,
(CSAC) INogkomurer 1o OBIBIIINX YHHOBHHKOB (denepanbHOTO
"3ammre KPUTHIECKOH MIPAaBUTENIECTBA M aKaJIeMUIECKHUX '"IKcIepToB”
HH}PaCTPYKTYpHI OT o ne3uHpopmarim. Ha 3aceaHusAX

JIe3MH(pOpManuy 1
ne3nHpopmanun’”

nojgkomurera MDM npucyTcTBOBanIy y4aCTHUKU
CISA.




EIP

[lapTHepcTBO 3a
YECTHOCTH BEIOOPOB
(H EIPH)

INepBonawyansHo Ha3BaHHBEIH "[lapTHEpCTBO MO
JIe3uH(pOpMAaIIH Ha BbIOOpax", EIP
MIPEACTAaBILT CO00H COBMECTHBIM NPOEKT IO
pa3paboTKe BO3MOMKHOCTEH peardpoBaHUS Ha
Ie3MHPOpPMANMI0 B PEKHUME  PEaTbHOTO
Bpemeru. EIP corpynanyana ¢ psgom "BHEITHAX
3aMHTEPECOBaHHBIX cTOpoH", BKJIIOUAst
dbenepampHOE MIPABUTEIIHCTBO. B EIP
N3HAYaJIbHO BXOVIIN YETHIPE YETIOBEKa:

e Craudopackas HHTEpHET-00CEPBATOPYIS;

. VYHuBepcurer  Bamunrrona, Hentp
WHPOPMHUPOBAHHOW OOIIECTBEHHOCTH;

Graphika wu  JlaGoparopust  mcciemoBaHHH
u(poBOi KPUMHHAINCTHKA ATIAHTHIECKOTO
cosera (DFRLab).

Komanga MDM
(CISA)

I'pynma CISA 1o 6opsbe
C OIIMOKaMH,
Jie3nH(popManuei u
BPEOHOCHBIM BIIMSTHUEM
(6p1Bmrast Llenesas rpymnma
CISA o
MIPOTUBOCHCTBHIO
HWHOCTPaHHOMYBIIHSHHIO
(CFITF))

B suBape 2021 roma CISA mepesena cBoIO
LENeBYI0 TpPYyNIy 10 TPOTHUBOJACHCTBHIO
WHOCTPaHHOMY BIISIHHIO B Oonee THOKHIA
pexuM, 9TOOBI COCPENOTOYUTECS Ha 00IeM
MDM, nnu Tak Ha3bIBaeMoi " e3nH(popMaIiy,
Jie3uH(pOpMaIu u ne3uHpopManun'.
Cornacao caiitry CISA Bdespane 2023 roxa,
rpyrme mo MDM OsionopydeHo "TIOBBICHTH
HallMOHAJbHYIO YCcTOHuuBocTh Kk MDM n
JIESITEIFHOCTH 110 OKa3aHWIO0 HMHOCTPAHHOTO
prustaus'.  CISA  myOnmudHO 3asiBHia, 4TO
"MHOCTpaHHBIE M BHYTPEHHUE CyOBEKTHI yIpo3

HCToIb30BaTh MDM-KaMmaHuu I CO3JaHHS
Xaoca, IMyTaH!I[BI ¥ packona'.

MS-ISAC

MHoromraTHbIH HEHTP
obmeHanH(popManuen n
aHaJ3a

MS-ISAC — aTO COBMECTHOE
coTpyaHu4ecTBO ¢ LIeHTpOoM HHTEpHET-
oe3omacuoctH (CIS), mognepxxuBaemoe CISA,
MPU3BAHHOE CITY)KUTh IIEHTPATEHBIMPECYPCOM
mo KuOepOe30MacHOCTH sl HAIMOHAIBHBIX
[ITaTOB,

MECTHBIC, TEPPUTOPUAILHBIC U  TUICMEHHEIC
mpaBurenscrea (SLTT).

CkaJuin, Bpaiian

BeiBIIMi pykoBOAUTENL
rpymmsr CFITF CISA
(TTo31HEE — TPYIIIIBI
MDM)

SIO

CraH(opacKas HHTEPHET-
obcepBaTopust

SIO - MexmucHUIUIMHApHas JabopaTopus B
pamMKax Ientpa KHOCPIIOIUTUKH
CT3H(OPACKOr0 YHHBEPCHUTETA, 3aHUMAIOIIAsCS
W3ydeHHeM  3Joynorpebnenmii B cdepe
UH(OOPMALMOHHBIX TEXHOJIOTHH C aKIEHTOM Ha
HEMPaBOMEPHOE  HCIOJIBb30BAaHUE COLMAIIBHBIX
CeTe.




Cramoc, Ajiekc

JlupexTop 1o CBs3sIM ¢
00IIIECTBEHHOCTHIO; OBIBIIHIA.

I'maBHBII cIeUATUCT O

6e3omacHocTu B Facebook




I. PoJs CISA B co31AHuM EIP

[TapTHepcTBO 3a yecTHOCTH BEIOOPOB (EIP) 66110 co31ano0 B utone 2020 roja v BKIKOYAIO
B ceOs "Beayliue HaIMOHAJbHbIE MHCTUTYTHI, 3aHUMAIOIINEC M3yYeHHEM Je3uH(OopMaIiu 1
ne3uH(popMalui B colManbHbIX ceTsax: CTaHdopackyo uHTepHeT-o0cepBaTopHio, LleHTp
uHpopmupoBanHoii obmecTBenHoct (CIP) Bammurronckoro ynmusepcurera, Graphika u
JlaGopatoputo 1UGPOBBIX KPUMUHAIMCTUYECKHX HCCIEIOBAHUNA ATIAHTUYECKOro coBeTa'.
CornacHo MOCMEPTHOMY OTYETy O LieH3ypHOU nesrenbHocTH EIP Bo Bpemst m3buparenbHOro
rukia 2020 rona, B 3anaun EIP Bxonuio "BeisBieHue ne3uH(OpManuu 10 TOTO, KaK OHA CTaHeT
BUpYCHOH", a Takke "(uKcaryst HapyIeHUH MOJIMTHKY Ha TuIaTdopMax [conuanbHbIX ceTei]".

Bosrnasnsiemsrit Crangopaom, EIP 6611 pa3paboTan U OCHOBaH B TECHOM KOOPMHAIIUH C
CISA, manou3BeCTHBIM areHTCTBOM B cocTaBe MUHKCTepCTBa BHYyTpeHHel 6e3omacHocT (DHS),
CO3JIaHHBIM MEHee 4eM JByMs rofamu paHee. CTaHdOpA U Ipyrue, cCoTpyaHuyas ¢ GpenepaibHbIM
MPaBUTENBCTBOM, co3aaiu EIP ¢ sBHOM 1enbio HapyIIeHus! TPAKJIaHCKUX CBOOO]I aMEpUKAHIICB:
MOCKOJIBKY HU OJIHO (eliepalbHOe areHTCTBO "He 3aHUMaeTcs Ae3uHpopmarueil o BeIOOpax,
IIOCTYHNAIOUIEN N3 BHYTPEHHUX NCTOYHUKOB Ha TeppuTopuu CIIIA, 1 HE UMEET COOTBETCTBYIOIINX
MOJTHOMOUMK",  cymiecTByeT "KpUTHYECKHH TpoOes, KOTOPBIH  JOJDKHBI  3alOJIHHUTH
HenpaButenscTBeHHbIe opranuzanuu”. CISA u Cmudopa cozganu EIP, 4ToOb! 3aMOIHUTE 3TOT
"KpuTHYeCcKHii Tpolen" - HEKOHCTUTYLHOHHBIH OOXOAHOM MyTh Ui HEKOHCTUTYLIMOHHOM
LEH3YPBL.

A. IHonbiTKH HeH3ypsl npegmecTBeHHNKOB CISA

Coznanue EIP npoucxoguino He B BakyyMme. Jlo co3ganus EIP nerom 2020 roma CISA
IpsIMO MM KOCBEHHO y4acTBOBajia B padOTe MM PACCMOTPEHHUU KaK MUHHUMYM TpeX APYTHX
KaHAJIOB Tepenayn nHPopMaluu o Ae3uH(popMaIim:

(1) KommyTarop;

(2) LUentp odbmena nndopmarueit u ananusa uappactpykrypsl Beioopos (EI-ISAC);

(3) "Mopran nepenaun uHbOpMANUU O Ae3UH(DOPMANUU", KOTOPBIM OyAET YIPaBISTH

Ilentp Oe3omacnoctu Wuteprera (CIS), HexkomMMmepueckass OpraHu3amus, YaCTUIHO
¢unancupyemas CISA.

HecMmoTpst Ha KOHCTUTYIIMOHHBIE HEAOCTATKU 3TUX KAHAJIIOB OTYETHOCTH, KcepThl CISA
u "nesuHpopmanuu” MPU3HAIM, YTO UM HYXKEH eIle OJJMH CIIOCO0 OTCIEKUBATh U YIAIATh PEeUb
amMepHuKaHIleB B npeaasepuu BI00poB 2020 rona. EIP BeimomnHsma 3Ty poib, QyHKIIMOHUPYSI, TIO
cioBam rnaBsl EIP (1 ObIBIIero HavanbHUKa ciry>k0b1 Oe3omacHocTu Facebook) Anekca Cramoca,
Kak "eJMHOE OKHO JJIsl MECTHBIX U30UpaTeNbHbIX OPraHoB, MuHucmepcmea 30pagooxpanenus n
opraHuzanuii mo 3amuTe wu30Oupareneil”, 4YTroObl pabdoTaTh HaNpsIMyIO0 C IIaTGopMamMu
COLMAJIBHBIX CeTeH I LEH3yphl pPEYH aMEPUKAHCKUX IOJUTUYECKUX KaHIUJIATOB H
KOMMEHTATOPOB.

1. KommyTanusi, 0Tka3 0T OTBETCTBEHHOCTH M YIP03a penpeccHii o CTOPOHbI
NPaBUTEIbCTBA.

ITon "mepekmtoueHueMm" TOHHMMAETCs TNpPaKTUKA (enepaIbHOro IPABUTENBCTBA 10
Iepeiade 3alpocoB Ha yJAJIEHUE KOHTEHTA B COLMANIBHBIX CETSIX OT FOCYAAPCTBEHHBIX U MECTHBIX



M30MpaTeNbHBIX OPraHOB Ha cooTBeTcTBYIomUE waTgopmbl. Corpyaauku CISA, yuacTByromiue
B paboTe areHTCTBa MO MEePEKIIOYCHHIO, OMMUCHIBAIOT ITOT MPOIECC KaK "pecypcoeMKuit”.

JlokyMeHTHI ¥ uHpopmanus, noimyyeHusle Komuterom n CrienuanbHbIM ITOJAKOMHUTETOM,
CBUAETENLCTBYIOT O TOM, 4TO0 CISA 3Hanmo O cepbe3HbIX MPABOBBIX M KOHCTUTYLIMOHHBIX
npobiemMax, CBI3aHHBIX C “TIEPEKIIOYEHHUEM» (B 3TOM IpoIecce, 0 CBUICTENbCTBY CEKpeTaps
DHS Maiiopkaca, CISA Gonbiie He yyacTByeT). Brimtouenune B CISA [UIMHHOTO M MOCTOSHHO
MEHSIOLErocsl FOPUANYECKOTO 0TKa3a CBUAETEILCTBYET O TOM, UTO BHYTPU areéHTCTBA IOHUMAJIH,
9TO0 y4acTtue (elepaibHOTO MPABUTENBCTBA B MOJOOHOM (MIpsSMOM) OOIIEHUH ¢ TUIaThopMaMu
COIIMAJIBHBIX CETEH IO MOBOJY COOOIIEHMH M KOHTEHTAa PSIOBSIX aMEPUKAHIICB BBI3BIBACT
Cephe3HBbIC IOPUANYECKHE BOMPOCHL. XOTSA “OTKa3 OT OTBETCTBEHHOCTH» SIKOOBI CITYXKHII
MUCHMEHHBIM 0053aTEIbCTBOM 110 IPEAOTBPALICHUIO PETPECCU CO CTOPOHBI MPABUTEIHCTBA, MO
upoHuu cyas0nel, B HeM CISA Ha camoM jerne omuchiBaj, Kak MHOTOBEIOMCTBEHHBIH MOIXOJ
(benepanabHOro MpPaBUTENIBCTBA K IIEH3YPE MPEAOCTABIISET PsiZi BO3SMOXKHOCTEH IS penpeccHii co
CTOPOHBI IIPABUTENILCTBA, €CIIM KOMITAHUH HE TIOAYMHSIOTCS.

Yeunmus DHS mo okaszanuio momonm B uH(oOpMUpoBaHMM O '"Ae3uHpopManuu” Ha
wiatopMax COLMAIBHBIX CeTed MPEANPUHUMAIMCH €IIe 0 CO3JaHUSl TaKOH CTPYKTYpPbI Kak
CISA. BeBumii nupexkrop CISA Kpucrodep Kpedc B pacmmdpoBannom nHTepBbio Komurety n
OTnenbHOMY OJKOMHUTETY cooOImm, uTo npeamectBeHHUK CISA - YipaBneHue HallmoHaIbHON
3amuThl U nporpamm (NPPD), 3anumanoces noamenoit nagopmaruu 1o cozganust CISA. Ilocne
coznanust CISA “nmepexiitoueHne» MpoIoKaloch B TE€UEHUE BCero n3duparenbHoro mukna 2020
rojia, Ho ObUIO MpeKpaIieHo K Beioopam 2022 roaa.

MHUHHCTEPCTBO 3/paBOOXPAHEHUS] B XOJ€ CyAeOHBIX pazOoupaTenscTB M B Komutere
HacTauBajo Ha ToM, 4yTo posib CISA B '"mepexmoueHun" 3akiroyanach JIMIIb B TOM, YTO
MOCPEIHHK CTIOCOOCTBOBAI OOMEHY COOOIIEHUSIMH, HO HE UT'PAJl CYIIIECTBEHHOH POJIH B IIPOIIECCE
omoBereHus o "nesuHdopmanuu”. Hanpumep, B urone 2023 roga munuctp DHS Maitopkac
3asgBun Komurery: "eéce amo ceoounocy k momy, umo mbl 8bICIYNAIU 8 Kavecmsee nocpeoHuKd
MedAHCOY U30UpamenbHuIMU OP2aAHAMU U NPEOCMABUMENAMU COYUATbHBIX Cemell; Mbl He 8bIHOCUU
cyocoenutl”.

I'nmaBa neneBoit rpynnsl CISA 1o npoTHBOJIEHCTBUI0 MHOCTPAHHOMY BIIMSIHHIO bpaifan
Ckamnmm man moka3aHus B XoJle paccMoTpenus nena "Muccypu npomus baiioena", 3as6us, 9To
"ponv CISA 3axniouanace 8 nepedave omyemHoCmu, NOJAY4EHHOU OM U3OUPAMENbHbIX OP2AHOS, ...
nramghopmam coyuanvhwvix cemei”. OTHAKO TOKYMEHTHI, TOJTy4eHHbIE KOMUTETOM U OTJICIBHBIM
MOJKOMUTETOM, TIOKa3bIBAIOT, 4YTO ‘‘NepekitoueHue”" MOXKEeT BKIuUaTh B cebs u Ooree
IIPEAMETHOE B3aUMOJICHCTBHE.

Hanpumep, B 0THOH IeTIOUKe MEKTPOHHBIX MHUceM ctapiuii coTpyHuK CISA oObscHMI
odpucy roccekperaps 1mrara Komopamo, kak Twitter panee oOpaOaThiBall OTMEUCHHBIC
napoauitHbIe aKKAayHTHI U Kak Twitter, BeposiTHO, OyieT oOpadaThIBaTh OTMEUEHHBIE B 3TON



nernouke (mpumeu. llemouke akkayHTOB mnepenanHoil Teurrepy CISA) akkayHTtsl. OOmeH
AJIEKTPOHHBIMU TUCHbMaMH, ITOJIOOHBIN 3TOMY, IPOTUBOPEUUT onucaHusM "nepekmtoueHus” CISA
KaK MacCUBHOM ponu U Toro, yTo CISA OyneT nmpuHUMaTh pelIeHHs 10 CYIIECTBY COOOLICHUS TPH
HETOCPECTBEHHOM OOIICHNUH C KPYITHBIMHU TUIaT(GOPMAMU COITUAIIBHBIX CETEH.

From: Scully. Bria 1sa.dhs. gove=
Sent: Tuesday, October 27, 2020 2:27 PM
To: NG - (5 S 7ATECO.US>, I sccuwity.org, Masterson,

Matthew =

SOS.STATELCO.US>:
S0S STATE.CO.US>:

S com=; SIATE CO. US)

Subjeet: RE: Flagging Three Twitter Accounts Impersonating Calorado Government

Yeah, we shared a bunch of accounts with Twitter the other day. They gave the accounts a chance to revise (o
meet parody account requirements, which most did. 1assume these accounts fall under that but I'l send

forward to Twitter and let vou know what | hear back

Brian

B npyrom nmpumepe CISA Bener oOmmpHbIii 0OMeH MHeHUs MU ¢ Facebook, B koTopom
CISA mHanpsMyro BBICKa3bIBae€TCsi O TOM, SBISETCS JIM OTMEUYEHHOE COOOIIeHHe
"ne3undopmarueit” B rmazax CISA. (CKpUHIIOTHI HIKE)



From: Scully, Brizn (I @ cis2 dhs gov]

Sent: 11/3/20204:12:20 PM

Ta: 3 cam]

cc wasterson, Matthew | - <= chs cov): R  it.com

Subject: Re: EIP-564 Pall worker in Erie PA says announces on Instagramthey will throw 2 way Pro-Trump vates

Both a and b are correct. Nota poll worker and no ballots destroyed
Brian

Brian Scully
DHS Countering Foreign Interference Task Force
National Risk Management Center

(@eisa.dhs gov

From: [ = <o >

Sent: Tuesday, November 3, 2020 4:18:42 PM

To: Scully, Brian| cisa.dhs.gov>

Ce: Masterson, Matthew| @cisa.dhs.govs;) @fb.com>

Subjeet: Re: EIP-664 Pall warkerin Erie PA says announcas onInstagram they will throw away Pro-Trump votes

CAUTION: This email originated from outside of DHS. DO NOT elicklinks or open attachments unless you recegnize and/or trust the
{sender. Contact your component SOC with questions or concerns.

Hello agam, wanted to follow up on & few points just to be erystal clear -- could you please confirm that (a) the
worker in question & not a pollworker; or (b) that he did not, in fact, desiroy ballots (or at least that there is no
evidence that he destroyed ballots)

Would appreciate this clarity mremendously, thank you so much

From: A - <o >

Sent: Tuesday, Nove mber3, 2020 3:57:18 PM

To: Scully, Brian| @cisa.dhs.gov>

Cc: Masterson, Matthew @cisa.dhs.govs; f@fb.com>

Subject: Re: EIP-GG4 Poll workerin Erie PA says announces onInstagram they will throw away Pro-Trump votes

Appreciate the swift responsel!

Frem: Scully, Brian| cisa dhs govs

Se uesday, November3, 2020 3:52:45 PM

1o I > <o

Cc Masterson, Matthew (@cisa.dhs.gov>

Subject: Fwd: EIP-664 Poll workerin Erie PA says announces on Instagram they will throw away Pro-Trumpvotes

Statement from PA Confirms person was not poll worker

Brian

Tranche 2 CISA to HJC 3/22/23 Letter & 4/28/23 Subpoena
Page 000470

Bran Scully

DHS Cowuntering Foreign Interference Task Force
National Risk Management Center

sa.dhs. gov

From: CFITF Jlha.dhs gov>
Sent: Tuesday, November 3, 2020 3:43:52 PM

To: CRITF Al - o < s sov>

Subject: F\W: EIP-654 Poll warker in Erie PA says announces on Instagram they will throw away Pro-Trump votes

From: [ Gcis=curity.org

Sent: Tuesday, November 3, 2020 8:43:42 PM (UTC+10:00) Momrovia, Reykjavik

To: CFITF

Subject: EIP-664 Poll worker in Erie PA says ammounces on Instagram they will throw away Pro-Trump voles

'-(Afrmn‘-‘wm emall orlgmat;é f-rom outside of DHS. [ENU‘I click links or open a;achmnms unless you recognize and/or trust [I'E =
|sender. Contact your component SOC with questions or concerns

I s curity. org commented:

The county has issued an official statement on the matter




ITomumo Toro, urto CISA, 1o cymiecTBy, BICKa3bIBACTCs I KOMMEHTHUPYET COOOIICHNUs
o nesuH(popmanmu, mepenaBaeMble KOMIIAHUSAM comuanbHbIX cereld, CISA Takxke MoOXKeT
MOMBITATHCS TOBJIMATh HA PELICHHUS] KOMIIAHUN COLIMAJIBHBIX CETEH, MPUHUMAs PELIECHUS O TOM,
ClIENyeT JM M CKOJBKO pa3 CleQyeT MpeAllpuHUMAarh Iocienyroomue aecrsus. CoriacHo
JOKYMEHTaM, I10Jly4eHHbIM KOMUTETOM B COOTBETCTBUU C ITOBECTKOM B CyJl, HAUMHAs IPUMEPHO
¢ mapta 2020 roga CISA ucnonas30Bajio 0TKa3 OT OTBETCTBEHHOCTH, B KOTOPOM FOBOPUIIOCH, UTO
DHS u CISA He sBisitoTCs "MCTOUHUKOM" 1e3MH(OpMAIiK, HO YTO OTUET "Modcem Oblmb makice
nepeoamn npasooxXpaHumenrbHblM UlU pa3eeobleamenbHulM opeanam'”.

OTka3 OT OTBETCTBEHHOCTH YyKa3wBaL: "B cayuae eciu CISA obpamumcs 3a
O00NONHUMENbHOU UHGOpMayuel, Makol 3anpoc He A61Aemcs mpebosanuem Uil 3anpocom.
Omeem Ha smom 3anpoc sasnsemcs 000pogoavhviM, u CISA ne 6yoem npeonpuHumams HUKAKUX
Oeticmeuil, O1a20NPUAMHBIX UNU HeONa20NPUAMHbIX, HA OCHOBAHUU peuleHUs 0 MOM, Omeeyams
U He omeeyams Ha 9Mom NO8MOPHbILL 3anpoc ungopmayuu”.

From: [ =" com>
Sent: Tuesday, March 17, 20203:42 PM

To: Scully, Brian (| I @cisa.dhs.gov>

Subject:Re: FW: Potential Twitter Account

CAUTION: This email originated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust the
\sender. Contact your component SOC with questions or concerns.

Well, thanks for being patient onthatcall. Oneday at a time!
| just heard back regarding the additional investigation. The account is notin violation of any policies.

Let me know if you have any questions|

On Tue, Mar 17, 2020 at 12:05 PM Scully, Brian [ Il @cisa.dhs.gov>wrote :
Hi

Received the belowreportingon a potential bad Twitter account.

Thanks,

Brian

The U.S. Department of Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency (CISA) is not the
originator of this information. CISA is forwarding this information, unedited, from its originafing source - this
information has not been originated or generated by CISA. This information may aiso be shared with law enforcement or
intelligence agencies.

In the event that CISA follows up to request further information, such as a request is not a requirement or demand.
Responding to this request is voluntary and CISA will not take any action, favorable or unfavorable, based on decisions
about whether or not to respond to this follow-up request for information.

K centsi6pro 2020 roma snexrponnsie mucbMa CISA cTanu BKIIOYATh TOTOTHUTEIBHBIH
ab3a11, B KOTOPOM TOBOPHUIIOCK, UYTO "Munucmepcmeo 30pagooxpanerus noomeepicoaem, umo
OHO He umMeem U He CMPeMUmcs yOoaisims UHOOPMAYUI0, pasMeujeHHyio Ha niamgopmax
coyuanbHulx cemeu”, HO TIPU OSTOM OTKPBITOM OCTaBIIsIaCh BO3MOXHOCTh TOTO, YTO
"unopmayus maxaice mosicem OvimMv NEPeOaHa NPABOOXPAHUMENLHBIM OP2AHAM Ul pazeeoxe”.



From: Scully, Brian @cisa.dhs.gov=
To: '

Sent: 9/15/2020 6:13:02 AM

Subject: FW: Fwd:

Attachments: Screensho.jpg

Email 2.

Tharks,
Brian

Neither the U.S. Department of Homeland Security (DHS) nor the Department’s Countering Foreign
Interference (CFl) Task Force is the originator of this information. The CFl Task Force is forwarding
this information, unedited, from its originating source — this information has not been originated or
generated by DHS or the CF| Task Force. This information may also be shared with law enforcement or
intelligence agencies.

DHS affirms that it neither has nor seeks the ability to remove or edit what information is made
available on social media platforms. DHS makes no recommendations about how the information it is
sharing should be handled or used by social media companies. Additionally, DHS will not take any
action, favorable or unfavorable, toward social media companies based on decisions about how or
whether to use this information.

In the event that the CFl Task Force follows up to request further information, such a request is not a
requirement or demand. Responding to this request is voluntary and DHS will not take any action,
favorable or unfavorable, based on decisions about whether or not to respond to this follow-up request
for information.

[Ipormie roBopsi, OPUCT OAHON M3 KOMITAHUM, paOOTAIONINX B COLUATBHBIX CETAX, MOXKET
noHATh, 4To DHS 1 npaBooxpanuTensHele opransl (Harpumep, FBI) MoryT 3HaTh, 4T0 KOMIIaHUS
noiyymsia coobueHue o aesuHpopmaiuu, HO Tonbko DHS 00s3yercs He mpennpuHUMATh
HUKAKUX HEOJIaronpusATHBIX IEHCTBUIA MPOTUB KOMIIAHUH HA OCHOBAHUU €€ "PEIeHUH 0 TOM, KaK
WIM UHAuYe MCIONIBb30BaTh 3Ty MHpopmManuio" - To ects FBI nmm apyrue npaBooxpaHuTenbHbIC
oprausl (Hanpumep DHS) Moryt mpeanpuHuMath IeiCTBHS, ecau KOMMaHUA, paboTamomas B
COILIMAJIBHBIX CETAX, HE MPOBEIa EH3YPY AOJKHBIM 00pa3oM.

B cnenyromem wmecsne CISA, kak okaszanoch, cy3wia (OpMYyJIMpOBKY OTKa3a OT
OTBETCTBEHHOCTH, 3asiBuB, 4ro CISA He Oyzer '"mpennpuHUMaThb HHUKAKHX JCHCTBUA,
ONMaronmpusATHBIX WM HEONArompHATHBIX, HA OCHOBAHWU PEIICHWA O TOM, Kak WA HHa4de
UCIOJIb30BaTh 3Ty MHGopMmaiuio". boiiee orpaHHYEHHBI OTKa3 OT OTBETCTBEHHOCTH TEIEpPh
riacui Tolibko cneaytomiee: "CISA noomeepocoaem, umo He umeem u He CMpPeMUmcs K momy,
umodvl  Yoanams UL PeoaKmuposamsv UHGopmayuio, pasmewjeHHylo Ha niame@opmax
coyuanvuvix cemeu. CISA He Oaem HUKAKUX pPEKOMEHOAYUU OMHOCUMENbHO MO020, KaK
ungopmayus, KOMoOpou OHA Oelumcs, OO0JJICHA 00padbamvleamvpCcsi Ul UCHOAb308AMbCA
npeocmasumenimu coyuanvuvix cemei”. CISA Ttaxke ynanuia Uenbld ad3al] U3 CBOETO
3asiBICHUS 00 0TKa3€ OT OTBETCTBEHHOCTH, B KOTOPOM TOBOPUTCS O TIOCTEAYIOIINX COOOIIEHUSX.
B texymem denepansHom cynedHoM mporecce "Muccypu npomus baiidena" anMUHUCTpALIUS
Baiinena ccelnaiack Ha BKJIIOYEHHME STOTO OTKa3a B KauyecTBe JoKazarenbcTBa Toro, uro CIS u
EIP ne sBustorcsa "maptHepamu CISA mno neHsype" M 4YTO OTKa3 OT OTBETCTBEHHOCTH
MOIJICPKUBAET KOMITAHUH B TIPUMEHEHUM UX MOJMTUKU "He3aBucuMO'". Ho, kak ObLIO omucaHo
BBIIIIE BMECTO TOTO, YTOOBI TapaHTUPOBATh, YTO KOMITAHWW HE TOYYBCTBYIOT [aBJICHHS, B
MePECMOTPEHHOM



On Tue, Oct 27, 2020 at 4.09 PM Scully, Brian <|jjjjl@cisa.dbs eov> wrote.

Please see below report from Washington.

Thanks,

Brian

The Cybersecurity and Infrastructure Security Agency (CISA) of the U.S. Department of Homeland Security
(DHS) is not the originator of this information. CISA is forwarding this information, unedited, fiom its
orignating source — this information has not been originated or generated by CISA. This mformation may also

be shared with law enforcement or mtelligence agencies.

CISA affirms that it reither has nor seeks the ability to remove or edit what mformation is made available on
social media platforms. CISA makes no recommendations about how the information i is sharing should be
handled or used by social media companies, Additionally, CISA will not take any action, favorable or

unfavorable, toward social media companics based on decisions about how or whether to use this information

OTKa3e OT OTBETCTBEHHOCTH  moauepkuBaioch, uto CISA  Oyzer mnpuBiekarb
IIpaBOOXpaHUTENbHbIE opranbl U yTo CISA He MOXKET rapaHTUpOBaTh, YTO IPABOOXPAHUTEIBHBIE
Oprasbl HE MPeINpUMYT HEONArONpPUATHBIX JEHCTBUHA Ha OCHOBAaHHM TOr0, KaK IUIAT(OPMBI
COIIMAJIBHBIX CETEH PEeIMIA OTPearupoBaTh Ha COOOLICHNE O Ae3MH(POPMAIUH.

ITpumepno 28 oxts0ps 2020 roma CISA BoccraHoBHJIa B CBOEM OTKaze OT
OTBETCTBEHHOCTH ITYHKT, KaCalOIIMKCS Mocaeayomux coodmenuii. Ha ceronusmmnuit nens CISA
npenoctasmia Komutery u OTAeIbHOMY MOAKOMUTETY Oosiee IBAALIATH JIEKTPOHHBIX MHCEM,
JIATUPOBAHHBIX MEPHOAOM C 1 OKTAOPs 10 27 OKTSOps, B KOTOPBIX OTKa3 OT OTBETCTBEHHOCTH HE
COJIEPKUT IIYHKTA O MOCIEAYIOIINX KOHTaKTaXx.



From: - [fO=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
[FYDIBOHF2 3SPDLT)/CN=RECIPIENTS/CN=7FOC5C3963484332B25437EAAET 65072 -

Sent: 10/19/20206:34:53 PM

To. I - cor

e I i - corm); G tvitter com; I tvitter com; I o dhs gov]
Subject: RE: FW: Case #CIS-MIS000041: Twitter misinformation regarding ballote dumped on highway in CT

Checkingin tosee ifthere isanythingthatcan besharedinregards to this reported incident.

From: twitter.com>
Sent: Thursday, October15, 2020 11:42 AM
o I = . 50>
co I it con I & vt rcom; R vittecomn I @he . dhs gov>

Subject: Re: FW.: Case #CIS-MIS0O00041: Twitter misinformation regarding ballots dumped on highwayinCT

CAUTION: This emall ariginated from outside of DHS. DO NOT clicklinks or open attachments unless you recognize and/or trust the
sender. Contact your component SOC with questions or concerns,

Hi
We will ask the teamto review,

Best.

On Wed, Oct 28, 2020 at 629 PM Scully, Brian <|Jjj I kise.dhs cov> wrote:

Please see below report from Washington.

Regards,
Brian

The Cybersecurity aud Infrastruciure Security Agency (CISA) of the U.S. Depertment of Homelemd Security
(DHS) is not the originator of this information. CISA is_forwarding this information, unedited, from its
originating source — this finformation has not been originated or generated by CISA. This information may also
be shared with law enforcement or intelligence agencies.

CISA affirms ihat it neither has nor secks the ability to remove or edit what information is made avarlable on
suuiad mediu platforms. CISA muakes no recommendutions ubvnt frow the information it is sineing shoatd be
handled or used by social media comparnies. Additionally, CISA will not take any action, favorable or
unfavorable, toward social media companies based on decisions about how orwhether to use this
information.

In the event that CISA follows up io request further information, such a requesi is not a requirement or
demand. Respording to this request is voluniary and CISA will not take any action, favorable or unfavorable,
based on decisions about whether or nor (o respond 1o rhis foliow-up request for ijormarion.

HeynusurensHo, uto mpumepHo B 310 ke BpeMsa CISA Hawana mnepenucsiBaThes C
COLIMAJIbHBIMU CETSAMH IO TOBOJAY COOOILICHH, OTMEUYEHHBIX AareHTCTBOM, KaK ITOKa3aHO B

IIPUMEPE HUXKE.



Bo Bpemst untepBbio ¢ Komurerom Ma1T MactepcoH, OBIBIINI CTapiInii COBETHHUK IO
kubepo6ezonacuoctu B CISA, nokasan, uro ropuctsl CISA mpoBoauiu BHyTpEHHHE 00CYKICHUS
10 TIOBOJYy OTKa3a OT OTBETCTBEHHOCTU M TOTO, 3aTPAarMBalOTCs JIM KOHCTUTYL[MOHHBIE MpaBa U
IpaXkJITaHCKHE CBOOOIBI:

Bomnpoc: npunomunaeme au 6vi kakue-1ub60o oo6cysicoeHus: 60 8pemsa eauieli pabomol
6 CISA omuocumenvbHo moeo, cywecmsylom U KaKue-iubo
KOHCmumyyuonHvle nocieocmeus, eciu paboma CISA 6yoem cessana c,
cKadiceM mak, Oe3uHgopmayuetl, ucxoosujeli om eHYMpeHHUX cyObekmos?

OtBet: /I He nomHiO KOHKpemHO20 pazeoeopa Ha 3my memy. A nomuio, umo,
ouesuono, opucmol CISA Ovliu 6061eyeHbl, KaK A yice YKA3bl6Al paHee,
Hanpumep, 8 pazeoeop 06 omKaze Om OMEEmMCMEEHHOCMU, BKIOYAs
10PUCTNOB NO KOHCIMUMYYUOHHBIM U 2PAHCOAHCKUM c80000am. Ho s ne 3naro
U He NOMHIO KOHKDEMHO20 pa32080pa HA NY MeMy.

Bxitouenne CISA B mHMCbMO OrOBOPKM O TOM, CIEQYET JM TpaKTOBaTb YacThle
anekTpoHHble mucbMa CISA kak mpocbOy WJIM OTKa3 OTBEYATh Ha HUX MOXKET NPHUBECTH K
"HEOMaronpuATHBIM" JTEHCTBUSAM, CBHIETEIBCTBYET O TOM, 4TO FOpUCThl DHS, kak MUHUMYM,
COWJIM HEOOXOAMMBIM PACCMOTPETH BOTIPOC O TOM, SIBJISICTCS JIM MPAKTHKA MTOIMEHBI IOPUIHUECKI
U KOHCTUTYIIMOHHO 000CHOBaHHOH. Ho BMecTO TOro, 4roObl MPEKpaTUTh 3Ty MPAKTUKY (Kak
CISA, oueBuano, cnenana k Beroopam 2022 rona), ocenbto 2020 roga CISA pemiia npogomKuTh
CBOM YCWJIMS IO LEH3ype, N00aBUB OECCMBICICHHBIN OTKa3 OT 3JEKTPOHHOM MOYTHl B KaueCTBE
cnaboil M Mpo3payHOil MONBITKM YJIOBJIETBOPHUTH BOMMIONIME OomaceHuss mo mosoxay IlepBoit
MIOTPaBKH.

Kpaiine BakHO, 4TO OTKa3 OT oTBeTcTBEHHOCTH B CISA BKIIOYaeT B ceds 3JI0BEIIYIO
CTpOKy: "DTa wuHpOpMAIMS TaKKe MOXKET OBbITh IepelaaHa MPaBOOXPAHUTENBHBIM WIIH
pa3BelbpIBaTENbHBIM OpraHam'. B To BpeMs Kak 0TKa3 OT OTBETCTBEHHOCTH Iutacui, 4to "CIS4 He
OyZleT mnpeanpuHUMAaTh HUKAKUX JEHCTBHIA, ONAarompusATHBIX MM HEOJArONpUATHBIX, 10
OTHOIIEHUIO K KOMIIAHUSIM COLIMAJIBHBIX CETEW Ha OCHOBAHUU PEILICHUH O TOM, KaK WM MHAYe
UCMOJIb30BaTh 3Ty MHGpOpMAalMIO", OTKa3 OT OTBETCTBEHHOCTH HE JaeT HUKAKUX TapaHTUi
OTHOCUTENIBHO BO3ME3/HsSI CO CTOPOHBI '"IPABOOXPAHUTENBHBIX WM PpPa3BeIbIBATEIIbHBIX
opranoB", ¢ koTopeiMi CISA MOKeT MOoAeNUTHCSI COOTBETCTBYIOIIUM KOHTEHTOM COLIMATIbHBIX
CeTeH.

Yrpo3a pacrpaBsl CO CTOPOHBI PABOOXPAHUTENHHBIX OPTaHOB YCHIIMBAETCS TeM (DaKToM,
gyro FBI undopmupoBano npencraButenu connanbHbix cereid, korqa CISA mpenocrasisma FBI
otuer o "nmesuHpopmanuu". KoMHUTET W CHEIUATBHBIN MMOJKOMHUTET MONYyYHUIH MHOXKECTBO
JOKYMEHTOB, KOTOPbIE€ MOKAa3bIBAIOT, YTO MPEACTABUTENMN COIUANBHBIX ceTed 3Hanu, uro CISA
oOMeHuBaeTcsi nHpopmanueii ¢ dheaepaTbHBIMU pa3BeIbIBATEILHBIME U MPABOOXPAHUTEIILHEIMU
opraHamu, Bkirogas FBIL



From: Elvis Chan

Date: Sunday, October 4, 2020 at 2:31 PM

To: I I B B BN
Subject: Tipper & Next FITF Meeting

Facebook folks,

First, | got a tip from CISA that there is a Facebook page that is misleading voters about time, place,
and manner of voting, as well as trying to elicit Facebook user information. Please review and take
whatever steps you deem appropriate. We would appreciate it if you let us know whether you take
any actions based on this referral

Hpyrumu cnoBamu, CISA cooOmmna kKomMmaHusiM conuaibHbIX cereif, uro CISA,
MIPaBOOXPAaHUTENbHBIC U Pa3BeIbIBATEIbHBIE OPraHbl MOT'YT MOJYYHTh OTUET O Je3MH(POpMaLNH,
HO B 3asBJICHUM TOBOPUJIOCH JIMIIb O TOoM, uTo CISA He Oyner mpuHHUMaTh OTBETHBIX MEp B
OTHOIIEHUHM KOMIIAaHMM COLIMAJIBHBIX CETEH, €CIM OHM HE CMOIyT IOABEPrHYTH ILIEH3ype
orMedeHHBIM KOHTeHT. CISA He maBaja HUKAKHX OOEIIaHHH OTHOCHTEILHO TOrO, YTO MOXKET
cnenars FBI wnum onna u3 crencnyx6. M nmpencraButeny conuaibHBIX CETE MPEKpacHo 3HAJM,
yro CISA nHampasiser HekoTopyro 4acTh cooOmmeHuii B FBI (ecnu ne B npyrue denepanpHbie
IIPaBOOXPAHUTENBHBIE I PAa3BEAbIBATEIBHBIE OPTraHbl).

B cBoem wunTepBhio mepen Komuterom u CrenualbHBIM MOAKOMHTETOM OBIBIIUI
pykoBogutens Facebook Anmexc Ctamoc 3asBUII, 9TO B3aUMOACHCTBHE C TIPABOOXPAHUTEILHBIMU
opranamu, Takumu kak FBI, Be3bIBaeT y kommanuii Oonbiie onacenuid, ueM CISA, oObsICHHB, 4TO
"6bl He Modceme cayuauno noobwamvca ¢ azenmom FBI, ecniu 6vl s6nsaemecy pykogooumenem
Komnanuu. 9mo HebezonacHo. Psoom ¢ eamu cuoam noou, komopule noayuarom 33 000 6 uac”.
Muctep CraMocC NpoaoIIKII:

Bonpoc: Ymo e6vl umeeme 6 6udy, 208ops, 4mo 8vl He Modxceme 8ecmu
HenpuryscoenHbvlll paszeosop ¢ FBI? Ilouemy?

Otget: A dymaro, aogokamwl 3awumul ckaxcym eam, umo azenmol FBI 6cec0a
HaueKy - 6aM MOJCem NOKA3ambvCs, 4mo bl gedeme ¢ HUMU OPYIHCECKVIO
becedy, HO 8bl HUKO20A He 3Haeme, ABIAeMech U 8bl HA CAMOM Oele Yeabio.
U 5 oymaro, umo 60110 MHO20 cumyayutl, Ko20a KOMNAHUY NbIMATUC
npueneub FBI, nomomy umo oOHU cmaniu Jlcepmeamu, CKaddceM,
Kubepnpecmynienus, HO O UMO2Y UX UIU UX PYKOBOOUMeNel HaKa3vbl8aul.
CompyoHuuams ¢ npasooxXpaHumenbHblMU OpeaHami, 001a0arouumu
NOTHOMOYUAMU NO  NPUHYHCOEHUIO, NPOCMO PUCKOBAHHO, eClu  6bl
AB€MeCh 4acmbvlo KAKOU-mo KPYRHOU OpeaHu3ayul, a 6 OmHOUEHUU Hee
MOdCem 8eCmuch KaKkoe-mo pacciedosanue, 0 KOmopom bl 0axce He
3Haeme.

Bompoc: Kak 6vl dymaeme, ma mouka 3penus, KOMOPOU 6bl MOALKO YMO
nooenunucy ¢ omuowenuu FBI, Oviia wupoko pacnpocmpanena cpeou
pykogooumenel Facebook, kozoa evl pabomanu 6 komnanuu?

OtBet: Koneuno, nonumuka KOMRAHUY 3AKII0UATAC, 8 MOM, YMO PYKOBOOUMENb
He moe pazeosapuseams ¢ FBI 6e3 npucymcemeus adgokamos.

BOHpOCZ ﬂanC‘e ecjiu npasumeilbCmeo cuumaeni, unio uHmepecsl coenadaiom, moorcem
CIYy4umscsi makx, 4¥mo 6nOCIe0CmBUL npasumenbcnieo nepedyMaem. Bur cuumaeme max?



OtBert: /a.

Bomnpoc: Xopowo. U smom ¢haxm xopouwio uzeecmen pykosooumensim mexHoi02uieckux
KomMnauuu?

Otser: [a. U s dymaro, umo éce pykogooumenu NyOIUUHbIX KOMIAHUL NOHUMAIOM,

4mo ecmv MHO20 Yacmeti NpasumMenbCmea, Komopule Mo2ym HaKa3ams 6ac
3a 0esAmenbHOCMmb, KOMOPYIO 8bl CUUMAU NPAGUTILHOLL.

[Touemy xe CISA, xoropas 3ageiicTBoBaia 3TOT '"pecypcoeMkuil" mporecc
“IIepeKIIIOYeHNs», TOLUIa Ha TO, YTOOBI IepemnucaTh OTKa3 OT OTBETCTBEHHOCTH B HAJEXJE
OOOHTH cepbe3Hble KOHCTHTYIMOHHBIE IMPOOJIEMBbI, W HAmpsMyI0 MpUBJIEKIa ¢enepaabHbIe
IIPaBOOXPAHUTENbHbIE U pa3BenbiBaTenbHble opranbl? [lotomy uto CISA xorena ypanuTh
MMOMEYEHHBIN KOHTEHT, a “nepekiioueHue’” odecneunBaio 3(HeKTUBHOE CPEACTBO JTst 3TOro. Bo
BpeMsI Jaud MoKa3aHuii o neny "Muccypu npomus batioena" ctapuuii corpynauk CISA Bpaiian
Ckammu mpusnan, yto CISA neicTBUTENHHO MOHWMAJIA, YTO €€ COOOIIEHUS MPHUBEAYT K
yAJICHUIO KOHTEHTA IaT(opMamu.

2. EI- ISAC

Lentp wunTepHer-0e30macHocTrt (CIS) — 93T0 HekomMMmepdeckas OpraHu3alius,
6asupyromasica B Hero-Hopke, koTopas ObLIa CO3JaHAa «B HapTHEPCTBE C ATEHTCTBOM
knbepOe3onacHoCTH U 3amuThl HHPpacTpykTypsl CILIA (CISA)».

CIS ynpasnser Llentpom oOmeHa nHpopmanueil 1 aHanu3a HHQPACTPYKTYphl BBIOOPOB
(EI-ISAC), xotopblii (uHaHCHpyeTcss BMecTeé C MHOTOIITATHBIM IIEHTPOM OOMeHa
uHpopmanueit u ananuza (MS-ISAC). O6a crpykrypsl ISAC monyunnu ¢uHaHCHpOBaHHE B
pa3Mepe 27 MUJUTMOHOB J10J11apoB Ha 2024 rox.

EI-ISAC — 3710 kaHanm oOMeHa uH(popMaIen, UCIOIb3yeMblil TOCYIapCTBEHHBIMH U
MECTHBIMH HW30MpaTeNbHBIMU OpraHaMM ISl Tepefjadyd COOOIIEHHl o mpennojaraeMon
«ae3uH(popManum» Ha MIaT(GopMbl COIMAIBHBIX ceTeil. Bo BpeMs mpoMeXyTOUYHBIX BHIOOpPOB
2018 roma Bce marpaecaT wmTatoB yudactBoBaiu B EI-ISAC. bonee Toro, coriacHo
CBHUJICTEIILCKUM IOKa3aHMsIM, JaHHBIM KoMuTety 1 CrieriuaabHOMY IMOAKOMUTETY, COTPYTHUKH
EI-ISAC cuntatorcs corpyaaukamu CIS.

L Elections

MS-ISAC*
1 lnféastructure
A

Multi-State Information
Sharing & Analysis Center”

CIS is home to the
MS-ISAC and the EI-ISAC

The MS-ISACis a trusted resource for
cyber threat prevention, protection,
response, and recovery for U.S. State,
Local, Tribal, and Territorial (SLTT)

government entities.

The EIHSAC supports the rapidly
changing cybersecurity needs
of U.S, SLTT election offices.

CISA focuses on the cybersecurity of

all eritical infrastructure within the
United States (including election
offices).

Cornacno otuery EIP, B wusbuparensHom 1mkie 2020 roma «EI-ISAC  cmyxun
€IMHCTBEHHBIM KaHAJIOM, TI0 KOTOPOMY COTPYJHHKH W30MpaTeIbHBIX KOMUCCHUN MOTJIM COOOIIATh
wiat¢opMam JI0KHYIO WM HETOCTOBEpHYIO HH(popMaluio». B oTuere Takke 00bsICHIETCS



¢ynakus EI-ISAC no otaomenuto k CIS: «Cnyoca 6 xauecmse edunoeo yenmpa. o6nazooaps
uumepgeticy omuemnocmu, EI-ISAC nozeonun compyoHukam u3oupamenbuvix KOMUCCUL
€OCPe0omoyUmsCs Ha BbIAGIEHUU U NPOMUBOOCUCMEUU Oe3uHGopMayuu 0 blO0PaAx, 8 Mo 8pems
kax CIS u eco napmmuepvl nepedasanu ungopmayuio Ha coomeemcmeyroujue niamepopmul
coyuanvHulx cemeiiy. B ortuere Takxke omnucwiBaetcs poib CISA, ormeuaercs, uto «llenesas
epynna no npomugooeticmsuio urnocmpannomy eauanuio (CFITF), nookomnonenm CISA,
nomozana 6 mpoyecce OMYEMHOCMU U 6 peanu3ayuu YCUiuti no Npomuooetcmsuio
oesunghopmayuu Ha evioopaxy. Oraetsl o nesuropmanuu, noganuesie B EI-ISAC B npexnsepun
BBI0OpOB 2020 rona, «maxoice Hanpasiaiucy 8 cucmemy muxemos EIPy.

From: Misinformation Reports <misinformation@cisecurity.org>
To: ; Misinformation Reports
cc: - ©OW) (FBI); foi.gov. [ S
o e T (<o
Sent: 11/2/2020 2:15:32 PM
Subject: EIP-577 Case #CIS-MIS000111: Facebook post alleging submitting multiple ballots fraudulently
L

Thank you for submitting your misinformation report to the Election Infrastructure Information Sharing and Analysis
Center (EI-ISAC). We have received it and have all the information we need to move forward with it.

What's next:
1. We have already forwarded your report to our partners and the platform.
a. The Cyber and Infrastructure Security Agency at the Department of Homeland Security. They will
monitor the case and alert other Federal agencies if necessary
b. The Election Integrity Partnership at Stanford University. They will analyze the report to seeif it is part
of a larger disinformation effort.
c. Facebook. The social media platform will review the post.
2. Update you. Any time we receive any meaningful information about your case, we'll get back to you. This
can be minutes, hours, or days, depending the platforms and what they discover.
3. Keep onit. If we don't hear anything from the platforms, we'll check in with them every 24 hours. In the days
before Election Day, we'll do so every few hours.
4. Track your case until you feel it's resolved. We’'ll check in with you every 24 hours to let you know we're still
onit. Closer to the election, it will be more frequent.

[Tono6Ho xommyTtaropam, EI-ISAC BeicTynmanm B KauecTBe MOCPEIHHKA MEXIY
rOCYJapCTBEHHBIMH M MECTHBIMH HM30MpaTelIbHBIMH OpraHaMd U IUIAT(GOpPMaMU COLMATBHBIX
CeTel, npeanaras LEeHTPAIN30BAHHbBIM MEXaHU3M OTYETHOCTH B MONBITKE YJAJIUTh KOHTEHT W3
cormanbHbIX cetei. Hampumep, 2 Hos0pst 2020 rosa 1OIKHOCTHOE JIMIO H30UPATENBHOTO IITaTa
HampaBwiIo coobmeHne o mpeamnonaraemoil nesuHdopmanuu B EI-ISAC, KoTOpbIi, B CBOIO
ouepeb, Tepeciall Coo0IIeHNe Ha COOTBETCTRYOIYIO 1ardopmy. CormnacHo otBety EI-ISAC
ynHOBHUKY 1Tarta, EI-ISAC Taxke nepenan coobuienne B CISA u EIP.



From: Aaron Wilson [/O=EXCHANGE/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN

Sent: 1/3/2020 11:09:01 AM

To: Matt Masterson _@hq.dhs.gov]; _@associates.cisa.dhs.gov'

cc: HALLGREN, JILL (CTR) [ @associates.cisa.dhs.gov]; Mike Garcia [/o=EXCHANGE/ou=Exchange
Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=||| | | |  IEIN; I @< s> <hs sov

Subject: Misinformation Reporting Portal

Attachments: Election Infrastructure Misinformation Reporting Portal Proposal v1.docx

Matt, Brian,

| have spoken to both of you separately about a concept we are developing to help election officials report
mis/disinformation during the 2020 elections. You both, along with NASS and NASED, indicated our proposal may be
helpful. | am attaching a brief write-up | made that describes it. Your feedback is welcome.

We are beginning the development of the misinformation reporting portal with the hope that it could be piloted in the
Presidential Preference Primaries. | am planning on setting up a call between you all, NASS, NASED, and us as soon as |
have something to show you. My goal is to demonstrate the basic capabilities by the end of this month. Please stay
tuned and let me know if you have any feedback on the write up.

Thanks,

Aaron

3. ITopTan nust coodennii o fesnHGpopmManum.

HNaxe nocne coznanus kommytaropa u EI-ISAC CISA, u CIS B TedeHue mnepBoil
nonoBuHbl 2020 roja BeNM BHYTPEHHUE OOCYKICHHMS W JHUCKYCCHHM C MPEICTaBUTEISIMU
COIIMAJIBHBIX CETEH O TOM, CTOUT JIM CO3J[aBaTh «IOPTaJI JJIsi COOOIIeHUH 0 Ae3uHdopMmarm». B
COOTBETCTBUM C MHOro4ucieHHsIMH TnoBecTkamu Komurer u Ilogkomurer nomyunnu
nokymeHThl, packpbiBaromue ycunus CISA u CIS nmo co3maHuio TpeTbero HampaBiIeHUS
«co00IIeHHS O 1e3uH(pOpMAITIY.

Vxe B auBape 2020 roga unHoBHUKHM CISA Benu neperoBopsl ¢ CIS o cozganuu «mnoprana
cooOrieHuit o nezuHpopManum». 3 stHBaps AapoH YUICOH, CTapIIUi JUPEKTOP MO O€30MacHOCTH
BbI00pOB B CIS, OTHpaBuil 3J1€KTPOHHOE MMCHMO CTApIIUM JOKHOCTHBIM JuiiamM CISA Mbatty
Macrepcony u bpaitany Ckamnu, HanucaB: «4 cogopun ¢ éamu 000uMu no omoenbHoCmu o
KOHYenyuu, KOmopylo Muvl paspadbamuliéaem, 4mobbl nOMO4b COMpPYOHUKAM U3OUPAMENbHBIX
Komuccull coobuams o dezungopmayuu 60 epems 8vioopos 2020 200a. Bvl oba... ommemunu,
4mo Hawie npeonodceHue Modxcem Ovimsb noae3HviM». Muctep YHICOH yKas3al,YTO €ro Ieib -
«NPOOEMOHCMPUPOBAMb  OCHOBHblE — B03MOJCHOCMU  [nopmana  Ona  cooOWeHuti o
oezungopmayuu] K KOHYy 3mo2o mecayar.



From: Aaron Wilson [fO=EXCHANGE/OU=EXCHANGE ADMINISTRATIVE GROUP

(FyoieoHF235POLT)/CN=RECIPIENTS/CN |

Sent: 1/20/2020 2:09:04 PM
To: I = o o
CC: Wedekind, Kirby ([ NN ] 2o -dns.gov); HALLGREN, JILL (CTR) [ ©25s0ciates.cisa.dhs.gov]; Scully,

Erian [ @ cis=.dhs govl; Josiah, Chad [ Z =5 dhs gov]; Mike Garcia
[fo=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHF235PDLT)/cn=Recipients/cn=] N
Subject: Misinformation Reporting Portal FBI Briefing

Ic,

It was great to meet you last week. As | mentioned, CI5 is working with DHS on a misinformation reporting portal. The
intent is to build a web portal to manage the reporting of election infrastructure misinformation from local and state
election officials to the sodal media platforms. We are working with our partners at the National Association of
secretaries of States (NASS), Mational Association of State Election Directors (NASED), and DHS to vet this idea. We are
currently building a prototype and will have something to show by the first week of February,

Given the FBI's role, I'd like to bring you up to speed an our efforts and get your feedback on this effort, and hopefully
your engagement. Our primary goals are to:

. Provide election officials a single place/FOC to report misinformation

. Ease the burden on election officials when they go to report the misinformation

. Collect the information necessary for the FBI, DHS, and social media platforms to do their jobs

. Expedite and enhance the process by which social media companies are made aware of the misinformation

. Provide wisibility about what election officials are reporting to: other election officials, DHS, MASS, NASED, FBI,
ete,

. Facilitate information sharing between election officials about what they are seeing, what to look out for, ete.
. Provide meaningful feedback to election officials on the status of their misinformation reports

Are you available for a call this week to discuss more?
Thanks,

Aaron

B suBape 2020 roga o coBmectHbix ycunusix CIS u CISA gaxe mpouH(pOpMUpOBaIH
npaBooxpanutensHbie opransl: CIS obpatuincs k FBI, 3assus, uro «CIS pabomaem ¢ DHS nao
nopmanom 0nsi coobujenuti o desungopmayuu. Llenv cocmoum 8 cozdanuu eed-nopmana Os
VAPasaeHus: coOOUWeHUAMU O Oe3uHGopMayuy u3o6upamenbHol UHGPACMPYKMYPbL OM MECHHbIX
U 20cy0apcmeeHHblXx U3OUPAmMenbHblX Op2aHo8 K NIam@opmam coyuanvhvlx cemei. Mol
pabomaem ¢ Hawumu napmuepamu u3 HayuonanvHou accoyuayuu cexpemapeu wmamos
(NASS), Hayuomnanvnoti accoyuayuu oupekmopog no evibopam wmamos (NASED) u DHS,
umobwl npogepums 3my uoero. B nacmosawee epems mvl cozoaem npomomun, u K nepeoil Heoeie
¢hespansa Ham OyOem umo noxazamovy.

CISA mpunsina Ha ce0si aKTUBHYIO pOJib B MpoBIbkeHNH npemnoxenust CIS o co3nanun
noprana ais cooOmmeHui o ne3uHpOopMaluu, CIOCOOCTBYSI TMPOBEACHHUIO BCTPEU MEKIY
COOTBETCTBYIOIIMMH CTOPOHHUMH HEKOMMEPYECKMMH OpraHu3alis MU W  IulaTdopMamu
counanbHelx ceteil. Hanpumep, 21 ampens 2020 rona bpaitan Ckamum oTOpaBHIl 2JIEKTPOHHOE
MUCHMO JBYM coTpynHukam Facebook, B koropom Ckamnm Hanucan: «HMoes cocmoum 6 mom,
umodvL CO30amsv YEeHMPAIU308AHHBIL NOPMALL Ol CO0OUleHUs 0 Oe3uHgopmayuy, ymoowvl y




COMPYOHUKO8 U3OUPAMENLHBIX KOMUCCULL OBLIO MONLKO 00HO (NPUM. YEHMPATUZ08AHHOE) MECMO,
KyOa MONCHO 00pamumucsi ¢ Omyemomy.

From: "Scully, Brian" <Gzl ccisa.dhs .o
Date: Tuesday, April 21, 2020 at 2:40 PM

To: I N o+~ I M o>
ce:' T Gcis2.ohs ooV < G cis2.dhs gov>

Subject: Call with NASS, NASED, and Center for Internet Security

. - .

Hope this finds you and the family well. The Center for Internet Security, which manages the Election Infrastructure
ISAC, is developing a portal to facilitate reporting from State and local election officials. The idea is to establish a
centralized portal for reporting disinformation or other issues on platforms so that election officials only have one
place to go to report. NASS and NASED support use of this portal and have asked CISA 1o facilitate a meeting
with you all to discuss further. Would you, and anyone at Facebook you think appropriate, have time for a call with
NASS, NASED, CIS and CISA over the next week or two?

Thanks,
Brian

Opnnako x Mmato 2020 roja miIaHMpPOBAaHUE MOpTaia sl COOOIIEHUH O ne3uH(pOopMaIH
CIS-CISA 3anuto B tynuk. COrilacHO BHYTPEHHHM 3alMCsAM Tele(OHHOTO pasroBopa MEXIy
corpyanukamu Facebook u DHS no nmoBony «Iloprana coobuienuii o nesundopmarmy», «DHS
He Modicem OMKpublmo 0000pums nOpmai, HO 6 Kyayapax coobwuno, umo [Hayuonanvnas
accoyuayus 2ocyoapcmeennvix cekpemapeiti]/[Hayuonanvnas accoyuayus 20cyoapcmeeHHbix
Oupexmopos no evlOopam] cxkazaia um, Ymo MHOSUM wmamam Ovlio Obl npowe umems «0OUH
kanan omyemuocmuy, a CISA u ee ISAC xomenu Ovl umemsv 8x00AWULL NOPMATL 8 MO JHCe BPEMS,
umo u niamgopmory. Menee uem uepe3 aBa Mecsna Ol co3nad EIP, KoTopseiil TomKeH OBLI
CILy’KUTb UMEHHO TOU LIEIIN.



From: NN N @ 1> com>

Sent: Sunday, May 31, 2020 10:44 AM

To: NG - - .- - I - - o>

cc N o I o I _—o <o
fb.com=

Subject: CIS & NASS/NASED & DHS Call

Team,
Wanted to share a read-out from our call late Friday with DHS, NASS & NASSED. Great job by [l &« IR

No action for us now, however, we will recanvens after 3 Bata test of their proposed reparting portal in the next
few weeks.

Best,

TL;DR: OnMay 29, U.S. Public Policy (. P&G Cutreach (). 2n< Security Policy (R
I <t with DHS. the Center for Internet Security, and NASS/NASED about a “Misinformation
Reporting Portal” that CIS is developing for state and local-level elections officials to report
mis/disinformation and 10-type activity concerning election interference to the platforms, with a focus on
Faceboaok, Twitter, and Google. Following a beta test CIS will do in Florida, Colorado, Narth Carolina, and Rhode
Islard in early June, thay would like to do a demo for Facebook. Internally, Facebook would prefer our
independent reporting charmel which makes us an industry leader, and was reported as successful by all parties on
this call and is manitored 24/7, but we are aware that if the majority group moves towards a centralized channgl,
there are PR challenges for not participating.

o Highlights:

= DHS cannot openly endorse the portall but has behind-the-scenes signaled that NASS/NASED
has told them it would be easier for many states to have "oneé reporting chanrel” and CISA and
its 1SAC would like to have incoming the same time that the platforms do.

= CIS is indiscussions with Twitter to gauge their interest, and it was unclear what engagement
has baen with Google

= CIS is talking with Graphika, which has said it is interested in natiorwide trends that the
reparting portal may reveal,

» CI5 is talking with the Belfer Center, which is developing an 10 Playbook & Training” that may
be released in the coming manths before November 2020

» MASS/NASED is suppartive, but not all the states are onboard — CIS said they would like to
launch with platforms supportive and engaged and bring states incrementally along.

= CIS would like some sort of APl with Facebook — such a sat up may be impossible, and
CrowdTangle, if this progresses, may be the way to go.




From: [N < . <o

Sent: Thursday, July 16, 2020 7:41 AM

To: Aaron Wilson @cisecurity. org>; cisecurity.org=;
@fb.com>; fb.com>; fb.com>,
@fb.com>; Scully, Brian < [@cisa.dhs.gov>; (QS50.010>;
<

B ©>ss0.0rc>; @nased.org>

@fb com=>: Matt Masterson @ hg dhs. govs:
[cisa.dhs.gov; cisa.dhs.gov: John Gilligan [@cisecunty.org>; Mike

Garcia cisecurity.org>; Ben Spear [@cisecurity.org>
Subject: RE: Call with CIS/INASS/NASED and Facebook, RE: Social Media Misinformation Reporting Portal

Thank you so much, Aaron = very much appreciate the time for meeting earlier this week.

* Below are the questions from our various teams (there is a wee bit of duplication on seme of them, but we
are erring on the side of inclusiveness for maximum understanding and insight).

» For next meeting time, should we plan on doing that after getting a sense of responses and feasibility on the
below guestions”? From our end, early August window would be good, if youwould like to suggest some time
blocks (outside of Mondays and Fridays, if possible). (JJJJili] coud reach out to || from our
team who graciously help coordinate on the previous meeting).

Questions:

1. What steps will CIS take to ensure that only mis/disinformation type leads will be surfaced via the portal related
to voter suppression/interference to ensure that scope is narrowly defined, and how will CIS ensure quality
control?

2. What access controls will be in place to ensure that only vetted state-level and platform-level onboarded partners
will have access to view and analyze the information and how will these access controls be maintained?

[IpencraBuTenu comuanbHBIX ceTed, BKmo4as Facebook u Twitter, B TedeHwme
HECKOJIbKUX MecsieB oocyxaanu ¢ CIS mpeanokeHue o co3maHuu mopTana Ae3uHGOopMaIiiu.
[Tocrme mepBOHAYANHHOIO O3HAKOMIICHHMS C TPEUIOKCHHEM B Mae coTpyaHuku Facebook
Hanpaswiu B CIS cnmcok Borpocos o noprane 16 urons 2020 roaa.
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3. To what extent can the U.S. government, other platforms, and others view back and forth with platforms and also
cross-platform content or escalations, and how will this be controlled? Are you opento a version of the portal
that forwards intake ta a platform email, with further back and farth being handled just betwesn the platform and
the reporter (but the initial report is available to other states/platforms/portal users).

4. How will portal access be determinad?

5. What is the limit on the number of people and organizations who will have access to the portal?

&. WWhat is the data retention period for the portal?

7. 15 it the expectation that the portal will be a short-term or lang-term project?

B. How will the portal sort information so that it is of importance and properly sorted by various terms of service
depending on the platform, so that recipients of the information will be able to trizge it quickly and deconflict?

9. What quality control measures will be in place to ensure that the escalations sent to the portal are not *noise” and
will be properly described and not duplicative, and also not repeats of the same already-escalated content, to
avoid burdening resource, operational, and engineering bandwidth during a very high-stakes election cycle where
timely response and action will be critical?

10. Is the expectation that the portal will replace the dedicated 1:1 reporting channels maintained by the platforms,
either in the short or long terms?

11, How will the portal advise whether or not a particular escalation has already been reportad to the platforms and
avoid sending an alert when such an escalation has already been made?

12. To what extent can the portal be used to surface trends and patterns across platforms that can be shared, if of
value, while maintaining direct platform-level communication from the states?

13, Which states are not yet onboarded to the portal and what is the plan for those states?

14. How will the portal be made user-friendly for the wide range of users?

15. Whio will train users on the portal, trouble shoot, and provide tech support for the portal?

18. What will tum around time, both before the election, and on election day, for portal support and login issues?
17. How long does it take to approve access to the portal? Will there be expedited review closer to the election?
18. How will the portal enable platform-specific back and forth?

19. Will the portal provide links and not just screenshots to enable swift actioning of context?

20, How does the portal plan to surface behavior-type or pattern-type signals, as opposed to discrete pieces of
content?

21, How will the portal prevent the same escalation being reported multiple times by multiple sources?

22, Aside from receiving “intake,” and evaluating that, if possible, pursuant to platform-specific terms of service,
what are other expectations of engagement from the platforms?




Misinformation Reporting Portal Discussion with Twitter
May 11, 2020, 2Zpm to 3pm ET
VTC Dial in information: TBD
Agenda and Candidate Discussion Points
Welcome — Brian Scully, CISA or Matt Masterson, CISA

¢ DHS appreciates the efforts of Twitter to help improve the ability of elections officials to submit
mis/disinformation (e.g., the recent addition of an electronic submission capability). Also, we
appreciate the opportunity to have a discussion with Twitter about the use of a Portal to
improve the ability of elections officials to report mis/disinformation and to provide elections
officials with visibility of similar reports and across platforms. Hopefully, this effort will
streamline and make more efficient the process that has been improving over the past several
years, but is still far from efficient and effective from the perspective of the elections
community and Federal government.

Twitter 6bU1 IEpBOHAYANBHO NMPOUH(POPMHUPOBaH O mopTane B Mae 2020 roaa, coriacHo
IIOBECTKE JHS 3acenaHus, npenocrasieHHol Komurery. CornacHo nosectke aHs, «DHS 6vicoko
oyenusaem ycunusa Twitter noO YIYUUWEHUIO B03MONCHOCMEU COMPYOHUKOS U3OUPAMETbHbIX
Komuccull no nodave oezungopmayuuy. IloBecTka THS TaKkkKe CBHIIETENBCTBYET 0 ToM, uTo CISA
u ¢enepaigbHOE MPABUTEILCTBO B LIEJIOM CTPEMSTCS YIYUIIUTh paboTy IIEH3Yyphl uepe3 MmopTall:
«Haoerocv, smu ycunus nozeonsim ynopsoouums u coeiams Oojnee 3¢Qh@exmusnvim npoyecc,
KOMOPYblU COBEPUIEHCNBOBAIICA 8 MeYeHUe NOCIeOHUX HEeCKOIbKUX Jem, HO 6ce euje OdleK Om
NOAHOU d¢hpexmusHocmu U pe3yIbmamueHOCMu ¢ MOYKU 3peHUs U3oUpamenbHo20 coodujecmsa
u ¢pedepanvrozo npagumenvcmeay». Kak ykazaHo B IpUBEICHHON HIDKE BBIICPKKE, IEPBBIC JINLA
CISA nomkHBI OBUTH OTKPBITH JUCKYCCHIO O MOTeHUuanbHOM moprtaie CIS ans cooOmeHuit o
ne3uHpopMaIuu.



Kak u Facebook, Twitter Taxoke npeacraBun CIS crnrcok BompocoB, Kacarwmuxcs mopTrana.

From: I - ivitter.com)

Sent: 6/16/2020 3:59:09 PM

To: Aaron Wilson [fo=EXCHANGE fou=Exchange Administrative Group [FYDIBOHF235PDLT)/cn=Recipients/cn=Aaron
Wilsonb0d]

cC: I -t itter.com); Scully, Brian [ @ cise dhs.gov); Masterson, Matthew
T < s cov); Hale, Geoffrey (I @cisa.dhs.gov); Snell, Allison

@cisa.dhs.gov]; John Gilligan [/o=EXCHANGE/ou=Exchange Administrative Group
{FYDIBOHF235PDLT)/cn=Recipients/| N k= Garcia [/o=EXCHANGE/ou=Exchange Adminlstrative
Group (FYDIBOHF23sPDLT)/cn=Recipients || N &<n soc=r [/o=exchange/ou=exchange
administrative group (fydibohf23spdit)/cn=recipients ||| | GG—_.:
[fo=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHF235PDLT}/cn=Recipients/cn=Amanda Burkart6&d];
Amy Cohen [fo=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHF235PDLT)/cn=Recipients/ | |  EEEID
N =iz Benson [ @ sso.org); Leslie Reynolds [/o=EXCHANGE/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Recipients/ | NG B - titter.com);
= cvitter.com ;[ G titter.com]

Subject: Re: Reporting Portal with CIS, NASS, NASED and Twitter

All,

Below are some of the questions we hope to discuss during our next call. Looking forward to it!

[

1.

2. Will there be some sont of agreement or terms of reference that will align all participants (reporters,

avernmeant entities, companies) en objectives and usage of the portal?
OTU JOKYMEHTBI g J on ob} 9 po

CBUIACTCIILCTBYIOT O 4,
ToMm. uto CISA u CIS 5. Whae will have access o viewlanalyze reported information? Will there be any restrictions in placs to
? dictate what can ba done with this information?
3aCTaBUJIn 6.
MPECTaBUTENN I
o &, Would other companies have access to see reports for other platforms? What if the report has content

COIIMAJIBHBIX CECTCU from multiple companies?

9,
CCPBC3HO 3alyMaThbCsA 10.
" PaCCMOTPCTH 11.  What is the criteria used to determine who has access to the portal? How many individuals do you

iy ; P
HpeHHO)KeHI/Ie o ?;fmlpate having access?
CO3JaHuHU mopTajia 13.
T 14, How long will reported information be retained?

171 COOOIEHUH 0 =
ne3uHpopMaIuu, 16.
XOTS B KOHEUHOM 17, How leng will the portal be in operation? Just through the 2020 presidential election?

18.
WUTOTe TaKOM MopTall 19,
co31aH He ObLI.

CONFIDENTIAL-NON-FUBLIC INFORMATION-PROVIDED TO CIS-JUDCOMOO00070_Confidential

CONGRESS IN RESPONSE TO SUBPOENA
| ) |

20, Companies’ terms of service vary. How will individuwals know what to repori?
2.

22,

23. Will there be any quality checks in place? Will there be a review of reporis before they are submitted o
companies? Will all reporis be treated with equal priority?

24,

25,

268, Wil pariners confinue o use Partner Support Portal (PSP) or will everyone migrate to this reporting
tool?




Message

From: Renee DiResta [[O=EXCHANGELARS/OU=EXCHANGE ADMINISTRATIVE GROUP
(ryoieoHrFzasrOLT)en=RECIFIEN TS/ CN -

Sent: 2/20/2020 7:45:36 PM

Te: Scully, Brian _@C!sa.dhs.gcw]

Subject: RE: CISA Experts Meeting

Hi Brian

This sounds great. Let me see if | can make the travel work. | don't suppose there’s a way to participate remotely?

Best,
Reros

From: Scully, Brian <R @ cisa.dhs.gov>

Sent: Monday, February 10, 2020 4:09 PM
To: Renee DiResta <JJij@stanford.edu>
Subject: CISA Experts Meeting

Hi Renee,

| hope this email finds you well. CISA Director Chris Krebs plans to host a meeting of experts to discuss disinformation
and the 2020 Elections on March 9% from 1-5pm in Arlington, VA, While Director Krebs will be sending out a formal
invite, | wanted to let you know as soon as possible to make sure you had time to make travel plans if you are interested
and available. A few of the proposed discussion topics include:

¢ What should we really be warried about in 20207

s  How should we be communicating with the public?

*  How should we be thinking about domestic vs foreign interference?
s Any low hanging fruit we can work with platforms on?

Director Krehs wants to hear from leading voices in the field to help ensure we're as prepared as possible. Would love
to have you participate in you can. Please let me know if you have any questions or if you need additional information.

Regards,
Brian

4. CISA He genana pa3in4uii Me:K1y HHOCTPAHHBIMH M BHYTPEHHUMH
AKTOPaMHM B COHAJIbHBIX CEeTHAX.

Haxowner, B pasrap pabOoThI UJIH paCCMOTPEHUS J0 TPEX pa3IHyHbIX CIIOCOOOB “‘COOOIIEHUS
o aesunpopmarum» (kommyratop, EI-ISAC u «mopran coobuienuii o ne3uHpopMaum»), K
Havany 2020 roga CISA otrOpocuiia BCSIKYIO MPETEH3HUIO HA TO, YTOOBI COCPETOTOUYUTHCS TOIBKO
Ha WHOCTPAHHOW Je3uH(pOpMalMM, U OTKPHITO OOCYyXKIaja, Kak JIydlle KOHTPOJIMPOBATH WU
LIEH3ypUPOBATh PeUb aMEPHUKAHILIEB.

20 d¢espans 2020 roma bpaitan Ckamnu, rnaBa IlemeBoit rpymmer CISA  mo
npotuBojeiicTBuio nHoctpannomy BiusiHuio (CFITF), ornpaBun snexkrpoHHoe mucbmo Pene u
Pecta u3 SIO, npurnacus ee Ha BcTpeuy, opranu3oBannyto aupekropom CISA Kpebcom, «ona
obcyxcoenus Odesungpopmayuu u 6v160pog 2020 200a». Craumu NPeaoCTaBUI B AIEKTPOHHOM
MUCBbME CITUCOK ITYHKTOB TIOBECTKHU JHS, B TOM YHCIIE: «KaK Mbl Q0NAHCHBI OYMAMb O GHYMPEHHEM
u eHewHem emewiamenrvcmee?» U «Ecmv au y HAc Kakue-HUOYOb «8ucauue nioovly (Npum.
akmyanvhas paboma), HA0 KOMOPLIMU Mbl MO2U Obl nopabomams ¢ niamgopmamu?y.

I MICROSOFT CONFIDENTIAL MSFT_HJC_ 000008049 |

o Monitoring disinformation: how guickly can we work with social media organizations, as well as state and
local governments to clarify and combat misinformation

= The best source of information is always your state and local officials. Always go there to make sure what
you're seeing is accurate




Message

From:

Sent:
To:

Subject:

I (/O =EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP

(FYDIBOHF23SPDLT}/CN=RECIPIENTS/CN=5F516F6204E AdFDABEE4073904451233 | NGB

3/13/2020 11:00:33 PM

I (/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/en=Recipients/cn=7c7868c34ad94e839b4c3dededtbd43b- [ I
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=microsoft.onmicrosoft.com-557 60 NNNEGEGEGEGEGEGE: S
I [/ o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Recipients/cn=a2e269304164b6490d2 7cafc Ladefc7 | NG
[fo=Exchangelabs/ou=Exchange Administrative Group
[FYDIBOHF235PDLT)/cn=Recipients/cn=microsoft.onmicrosoft.com-56975 - EGczNR; ]
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/en=Recipients/cn=microsoft.onmicrosoft.com-55760- J NG NG
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Recipients/cn=2caff8c99450431 1b32dda723f0br25c | NG GGG ; se—
[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=4213854aba984c929c246fda0cabacss | G
Fwd: CISA call readout

Below is a more complete set of notes from one of the USGA consultants on today’s call.
Get Outlook for iOS

[Manpemuss COVID-19 ycwnuna xenanue CISA wurparb 0osnee akTUBHYIO pOJb B
HaOJIOIEHUH U IIEH3Ype B colMaibHbIX ceTsax. 13 mapra 2020 roga mupekrop KpeOc mpunsin
y4acTHe B «KOH(EPEHINH C IUPOKUM KPYTOM 3aHHTEPECOBAHHBIX CTOPOH, YTOOBI MPEIOCTABUTh

OOHOBJICHHYIO HH(OPMALIMIO O TEKYIIEeH e TeNbHOCTH, cBsi3aHHOM ¢ COVID-19».

CornacHo BHyTpeHHUM 3anucsaM Microsoft, momyueHHbIM KOMUTETOM B COOTBETCTBUH C
MOBECTKOM, HampaBieHHOH B Microsoft, Kpebc Ha3zBan «MOHUTOPHHT Ae3MH(DOPMAIIUID OJTHUM
U3 YETHIPEX «OCHOBHBIX HAIPABICHUN NEATEIBHOCTH» U CIIPOCUII, «KAK ObICMPO Mbl MONCEM
pabomamu ¢ OpeaHU3AYUAMU COYUATILHBIX Cemell, a MaKdice 20cy0apCmeeHHbIMU U MeCIMHbIMU

opeanamu gnacmu 0Jisl pa3vACHeHUs U O0pbObL ¢ Oe3uHdopmayueiny.




B cBoux nokazanusx nepen Komurerom Kpebc HeOqHOKpaTHO HEIBYCMBICIICHHO 3asIBIISLI,
yro CISA He paccMaTpuBaeT KOHTEHT B COLMAIBHBIX CETSIX MO-Pa3HOMY B 3aBUCUMOCTH OT €T0
BHYTPEHHETO WJIM MHOCTPAHHOTO MPOUCXOXIEHUs. B kakoii-To momeHT Kpebc naxe Has3Bai
HazBaHue lleneBoit rpynnsl CISA 1mo NpoTHBOAEHCTBUIO HHOCTPAHHOMY  BIMSTHUIO
«HENpaBUILHBIM TepMHHOM». Kpebc nanee nan mokazaHusi:

Bomnpoc: Ilpeonpunumanuce nu 6 3mo 6pems NONbIMKU Onpeoenums, Obvll u
UCTNOYHUK OMeYeCmBeHHbIM UNU UHOCIPAHHBIM?

OtBet: Mbl, KOHEUHO, 0OpaWATUCH K PA36EObIEAMENbHOMY COOOWECma8Y, eCii OHU
VKA3b18ANU HA YePO3Y €O CMOPOHbL UHOCMPAaHHbIX acenmos. Ho, onsmb ice,
K020a NOABISIOMCSL MaKUue 8euju, Kak «MOIOMOK U OYEHOUHAsl Kapmay, He
00513aMeNbHO BANCHO, UHOCMPAHHbIe OHU UlU 6HympeHHue. Onamb oice,
Hawu NOIHOMOYUsL OCHOBAHbL HA 3AKOHE O HAYUOHATbHOU Oe30NACHOCMU,
KOMOPbILl NO3BOJIsIem HAM Oelcmeo8ams 6 OMHOUWEHUU BHYMPEHHUX UTU
UHOCMpanuvIx yepo3. M, onamo dice, OHU He NPUXo0sm, pasmaxueds nepeo
Hamu razom

Hupextop Kpebc moarsepaun moxaxox CISA, corizacHO KOTOPOMY HHOCTpaHHas U
BHYTPEHHSSI JESATEIBHOCTh B COLIMAIBHBIX CETSIX PAacCMaTpPUBAETCS OAMHAKOBO B KOHTEKCTE
nHunuatusel CISA «KonTtposs 3a cnyxamu». Hanpumep, oH ckaszai:

Bomnpoc: Kozoa enepgvie Hauanucs smu ouckyccuu 0 6HympeHHem GIusHuu?
OtBert: A He nommuio.
Bomnpoc: Xopowo. I[Ipodonscanuce au onu x nauvany 2020 2o0a?

OtBetr: Onamv oice, 51 He NOMHIO MOMEHMA UIU NEPUoOd 8pemeHu, 8 meyeHue
KOMOp020 Mbl OYMAAU O PA3IUYUU MeHCOY GHYMPEHHUM U BHEUHUM
emewamenvcmeom. Onamu dace, 51 OyMaio, MO OMHOCUMCA K MOMY, KaK
Mbl, yBUOenu Ccumyayuio ¢ KOHmpoaem ‘‘Ciyxo8’’: Happamuevl ecmb
Happamugvl, U Mvl 0dem 00bACHEHUe MOMY, KAK 8ce MO HA camMoM oeie
pabomaem. Tax umo, onamo dce, 01 KOHMEKCMA - He UMeem 3HaA4eHUs,
UHOCIMPAHHOE MO 8MeulamenbCmeo Ul 6HympeHHee.



From: Schaul, Robert <|J Il @cisa-dhs.gov>

Sent: Wednesday, November 4, 2020 1:12 PM
To: I B2 s<curingdemocracy.org>
Subject: [EXTERMNAL] RE: Election dysfunction

Thanks i} Aopreciate the assist.

Mail-fraud disinfo is in-bounds for us this time, domestic or foreign; so if you see something you're worried about let us
know — especially if our messaging can help counter.

From: [N B ©:ccurinedemocracy.org>

Sent: Wednesday, November 4, 2020 1:00 PM

To: Schaul, Robert <[ @ cisa.dhs.cov>

Subject: RE: Election dysfunction

CAUTION: This email originated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust the
sender. Contact your component SOC with questions or concerns

Hey Rob,

There was really just one RT article that attempted to amplify #stopthesteal: https://www.rt.com/usa/505397-
philadelphia-voter-fraud-reported/

Otherwise, we haven't seen the accounts we monitor promote any of the more problematic narratives that are out
there now. | mean, Russian state media is doing what they do in terms of trashing the election, but nothing of specific
concern.

Obviously, what we're seeing domestically, particularly around mail-in fraud, is very concerning, but | know that's
outside your purview. I'll keep you in the loop if something pops up.

Brnote mo BeIOOpoB 2020 roma CISA paccmarpuBajia CBOM TOJHOMOYHS Kak
pacrpocTpaHsIoIIMecss Ha BHYTPEHHIOIO peyb, a HE TOJIBKO Ha HHOCTPAHHYIO Je3UH(POPMALIUIO.

B nauane 2021 roga CISA oTka3anace OT «HEIPaBUJIBHOTO Ha3zBaHus» «LleneBas rpynna
[0 TPOTUBOACHCTBHUIO UHOCMPAHHOMY BIWSHUION U cTana «['pynmoil mo aesuHdopmarmu u
BpeloHOCHOHN uH(popmanmmny». Becnoit 2023 rona - mocne ucka «Muccypu npomug bauidenay,
coobmenuit B Twitter Files u paccnenosanus Komutera, CISA ynanuia Bce yNOMUHAHHS Ha
CBOEM calite 0 TOM, 4To ee komanaa MDM 3anumaercs LEH3ypod B TOM 4YHUCIIE U PEUH
aMEpHUKAHIIEB.

Message

From: Matthew Masterson [/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF235PDLT)/ch=RECI PIENTS/CN -{

Sent: 2/10/20215:27:17 AM

To: I @ cisa.dhs.cov; @<= .dhs.zov; I G c s dhs.gov;
I ' ci sz .dhs.gov; I /c=Cxchangelabs fou=Exchange Administrative Group

{FYDIBOHF23SPDLT)/cn=Recipients
cc: I (/ o=txchangelabs fou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Recipients /- S

[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients fcn
Subject: Re: Virality Project Weekly Briefing Feb 9th

Can one of you please explain to me what the heck MDM is? [ leave for a month and we are renaming
cverything?

On Jul 8, 2020, at 9:41 AM. Alex Stamos - (@stanford.edu™ wrofe:
Hey, Kate-

Do you have any time this afternoon to chat? We are working on some election monitoring ideas with CISA and |
would love your informal feedback before we go too far down this road.

Sorry for the last minute ask, but things that should have been assembled a year ago are coming together quickly this
week.

Alex




Appointment
From: I S © iso.chs.2ov]
Sent: 7/8/202011:32:38 PM

To: I B s 2 chs.gov);snell, Allison I @ cisa.dhs.gov); Scully, Brian
R ©cis: .chs.gov); Masterson, Matthew ([ @ cis=.dhs.gov); Hale, Geoffrey

cisa.dhs.gov]; Alex Stamos [/o=Exchangelabs /ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/en=Reci pi ents /cn - <2 Cryst

[/o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Reci pi ents |G ; F.cnee DiResta

[fo=Exchangelabs/ou=Exchange Administrative Group

(FIDIBOHF235POLTen=Reci i et A S|

Subject: CISA <> Stanford Internet Observatory, Election Misinformation Project Introduction
Location: Microsoft Teams Meeting

Start: 7/9/20204:00:00 PM

End: 7/9/20205:00:00 PM

Show Time As: Tentative

Recurrence:  (none)
Good Afternoon All,

Thank you for taking the time to meettomorrow foran introductory conversation on the Election Misinformation
Project: a potential collaboration between ESI/CFl and the Stanford Internet Observatory. As we have discussed, this
projectaimstoincrease CFI's real-time misinformation response capabilities by connecting SLTT and other CFI
stakeholderstothe third party misinformation research community.

The main topics we hope to cover this meetingare as follows:

Overview of the Election Misinformation Project (SLIDES)

What are SIC’s core capabilitiesin thisspace?

How would CISA and SIO’s misinformation response capabilities be augmented from such apartnership?
Overview of open questions, concrete next steps.

B. Co3zaanue EIP

He umes BO3MOXHOCTM peanu3oBaTh CBOM IepBoHadanbHblil miuaH, CISA mnpusnek
Craudopna mnst nensypsl. 8 utons 2020 roxa qupekrop CtaHPOPACKOH HHTEPHET-00CcepBaTOpUn
(SIO) Anekc Cramoc oTmpaBHJ 37IeKTpoHHOE muchbMo aokTopy Keiitr Crapbepn u3 Llentpa
uHpopmupoBanHoil obmectBeHHocTH (CIP) mpu YHuBepcurere Bammurrona, Hamucan: «Moi
pabomaem HAO HEKOMOPLIMU UdesMU MOHUMopuHea 6v1oopos emecme ¢ CISA, u s xomen Ovl
NOIYYUMb 8AULY HEODUYUATLHYIO 0OPAMHYIO C853b, NpeXHcoe Yem Mbl 3atoem CIUUKOM OdleKo
no smomy nymu... Te sewju, komopwvie 00aHCHbL ObLIU ObIMbL COOPAHBL 200 HA3A0, HA MO Hedelle
NOAGNAIOMCS SHAYUMENLHO Obicmpeey.

Ha cnenyromuit nenp, 9 urons 2020 rona, npeacraBurenu SIO nposenu «BcTpeuy ¢ CISA,
4yT00BI NpeacTaBuTh KoHuenuuto EIP». Ha Berpeue npucyrctBoBanu bpaitan Ckannu, Oymymuit
pykoBogutens rpynmbl CISA mo aesundopmamuun (MDM), Jlxedbd Xeitn, gupextop
Wunmmatueel CISA mo 6e3omacHocTH BBIOOPOB, 1 M3TT MactepcoH, B TO BpeMsl CTapIIuit
coBeTHHK 1o kubepOezomacHoctu CISA.
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CornacHo >1eKTPOHHOMY MPUTJIAIEHHIO Ha BCTpeuy, «IIpoekT rmo ae3nndopmarmu Ha BBIOOpax»,
KOTOpBIM mo3xke Oyner mneperuMeHoBaH B Oonee 3Bdemuctuueckoe «llapTHepcTBO 1O
00€eCTIeYeHNI0 YECTHOCTH BEIOOPOBY, «HAMPABIICH Ha PaCIIMPEHUE BO3MOXKHOCTEH pearupoBaHus
Ha J1e3uH(OpPMAIIHIO B PEKUME PEeaTbHOr0 BpeMeHm». OHUM M3 IyHKTOB MOBECTKU JHs OBLIO
o0cyxieHue Toro, kak «Bo3MoxxHoctu CISA u SIO no pearupoBanuio Ha 1e3uH(OpMAIHIO OyayT
pacumpeHsl 6Jaroiapst TAaKOMY HapTHEPCTBY».

Pannss cxema pabotsl «IlapTHepcTBa 1Mo ne3uHpopManuy Ha BEIOOpaxX» MOKA3bIBAET, UTO
c camoro Hawyana CraHpopn m CISA mpeamnonaranu, 4Tto MapTHEPCTBO OyIET CBS3BIBATH
(benepanbHbIE areHTCTBA C MIaTGOpMaMH COIIMATIBHBIX CETEH.

Action Items
CISA (@ who | will be reaching out to)
e EI-ISAC connection: introduction to Aaron Wilson heading social media reporting {{EMasterson, Matthew)
e CFl plug-in: discussions how to best integrate reporting into CISA/CFI’s ops center and send tips back to SI0
(15cuily, Brian)
@ Legal: get an initial proposal for OCC (@%neil, Allisun)

510
e Finalize operational details
o Full deliverables calendar to be created and shared
o Define workflow management system which will be the surface presented to Legal
+ General development will now ramp up
o Toolset + OSINT training (to invite CISA)
o Partnership building within research community
@ Publicly announcing the partnership in 2-3 weeks (webinar)




From: ' <IN s dhs.¢ov>

Date: Thursday, July 9, 2020 at 5:21 PM

To:' N -B G cis:.dhs .cov>, "Snell, Allison” <}J I @cisa.dhs.gov>, "Scully, Brian"
<HH G cis2 dhs.gov>, "Masterson, Matthew" <[ @cis2.dhs gov>, "Hale, Geoffrey"

<G cis2.dhs.gov>, Alex Stamos <|JJJll@stanford.edu>, Elena Cryst <Jj@stanford.edu>,
Renee DiResta <l @stanford.edu>, ' -BE G s chs.gov>, "Masterson,
Matthew" <[ N Gcisa.dhs.gov>

Cc:' I B <2 . dhs.gov>

Subject: CISA <> Stanford Internet Observatory, Election Misinformation Project Introduction

Good Afternoon All,

Thank you very much fortaking the time to meetthis morning. Overall, | think we got good buy-in from both SI0 and
CISAon the proposal andits potential toimprove the impact of hoth organizations this upcoming November. | have
attached notes which @ ] I s-2cious!y took during the meeting, aswell as some action items below.

Julywill be big to get things going on both the CISAand SIO front, so we will be sure tokeep open lines of
communication. Thank you againforeveryone’s help in getting this going, looking forward to getting to work here!

Respectfully,

B mnocnenyromem pestome cTapToBOro coBemanHus 9 wuions or corpyanuka CISA
TOBOPWIOCK: «A OyMmaio, ymo Ml NOIYUUIU XOPOULYIO n000epaicKy co cmoponsl SIO u CISA 6
OMHOWEHUU NPEONONCEHU U €20 NOMEHYUANA 0N YAVHUIEHUS GIUAHUSL 00eUX Op2aHu3ayuil 8
npeocmosiugem Hosope... Hwonw 6yoem ouensb 3HaUUMENbHLIM, YMOObl NOYYUMb UHPOpMAYUIO
om CISA u ¢ SIO, a nomomy mbi yOOCMOBepUMCSl, YMO HAWU KAHATbL KOMMYHUKAYUU OCIAIOMCSL
OMKPBLIMBLMUY.

B pesrome Taroke mepeumcisics psa nyHkToB aerctBui ans CISA um SIO, Bxirouas
“00CyXJIeHHE TOT0, KakK JIydllle MHTEIpPUPOBAaTh OTUYETHOCTH B omnepatuBHbIA HeHTp CISA/CFA
(Countering Foreign Influence) u ornpaBnsath noackasku oopatHo B SIO». B uncne o0s3aTenbHBIX
MEpONpUATHI OblJIa KOHCYJIBTAIMA C OTHAENOM TiaaBHOTO topuckoHcyibTa CISA (OCC — Oduc
HcnonuutensHoro Koncyna), kak BuAHO u3 mnyHKTa «fOpuandeckuil OTAen: MOATOTOBUTH
nepBoHavanbHoe npeioxenue i OCCy.



Message

From: Alex Stamos [/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(ryoisoHrF23spoLT)/en=ReciPIENTS/CN =

Sent: 8/4/20204:33:48 PM

To: I W noxtdoor.com]

cc: I W @nextdoor.com]; I |/ o=£xchangelabs /ou=Exchange Administrative Group

(FYpiBOHF235PDLT)/cn=Reci pients /cn | G - < DiResta

[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT}/cn=Reci pients /cn = N ) €< Cryst

[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Recipients/cn-

Subject: RE: Stanford Internet Observatory

i

Last week, we unveiled a new group dedicated to finding and combating online election-related disinformation called
the Election Integrity Partnership. Along with the University of Washington, Graphika and DFRLab, we have putthis
group togetherto provide a one-stop shop forlocal election officials, DHS, and voter protection organizationsto report
potential disinformation for us to investigateand to referto the appropriate platformsif necessary. We will also be
proactively looking forin-scopeelection disinformation, and as you can imagine Nextdooris a platform of particular
interesttous.

We already have partnerships with Facebook, Twitter and Google, and we would love to chat with youand yourteam
about how we might work together duringthe election and possibly afterwards. Isabellais the PMrunning this overall
project, and can help pull togetherall the right people from the partnership. Wouid later this week work foryou?

Alex

Corpynuuxu EIP, Bkmrouass Anexca Cramoca, B CBOMX OOpalleHHsX K Iutargopmam
COLMAJIbBHBIX CETEH SCHO JaBajM MOHATh, YTO MCTHUHHAsA Lenb EIP - nelictBoBaTh B KayecTBe
KaHayla [eH3ypsl A QenepanbHOro npasutenbcrsa. Hampumep, 4 asrycra 2020 roga Cramoc
Hamucaia B 2JIEKTPOHHOM IHUcbMe coTpyaHuky Nextdoor, uro EIP Obiia cozmana «das moeo,
umobsl obecneyums eouHoe OKHO O/ MECMmMHbIX U30UpamenbHuiX opeanos, Munucmepcmea
30pasooxpaneHuss U OpeaHuzayuil no  3awume uzdupameneu, umMoodvl coobwams 0
nOmMeHYUuanbHou oezungopmayuu 01 pacciedosanus [EIP] u nepedauu coomeemcmayowum
niamgopmamy.

B cBoem otuere nocine Be16opoB EIP yTBepxkaaeT, uTo «mepBoHaYaNbHas Uest CO3aHUs
MapTHEPCTBA MCXOJIWJIAa OT 4YeThIpeX CTYAEHTOB, KOTOpbIXx CTaH(pOpACKas HHTEpHET-
obceparopust (SIO) ¢uraHcHpoBaia IS MPOXOKISHUS BOJIOHTEpCKO ctaxupoBku B [CISA]».
OTa peBU3MOHUCTCKAsl BEpCHs COOBITUH, 10 BCel BUMMOCTH, IPU3BaHHast AucTaHuupoBath CISA
u Belcuiee pykoBoAcTBo SIO ot coznanus EIP, onpoBepraercs 1oka3zaTenbCTBaMH, IOJyUYEHHBIMU
Komurerom.

B utone 2023 rona Komurer nposen pacumdpoBaHHoe HHTEPBBIO ¢ Aslekcom CTamocoM,
mupexkropoM SIO. OtBedas Ha Bompoc o npoucxoxaeHun EIP, Cramoc 3asBui, 4To OH, a HE

4eThIpe CTaxepa, «1epBeIM npuaymai uaeto EIP». On ckazain:

Bonpoc: nomuume au 6v1, komy nepgomy npuuina 8 20108y uoes cozoanus EIP?

A. Dmo 6wbin 1.



From: Graham Brookie <}l ATLANTICCOUNCILORG>

Sent: Friday, July 31, 2020 17:54

To: I Bl @A 1 .AnTIccounciLorg>; [N B @ ~ T 2nTIiccounciLore:;
e ATLANTICCOUNCIL.org>; [N @~ TLANTICCOUNCIL.org>

co: I -l -t ticcouncil.org>; | B2 -t/ 2 nticcouncil.ore>; | ENENEGEGE
I @~ 7 .ANTICCOUNCIL.org>

Subject: Re: Quick question -- Park Advisors

Thanks, |

And understood. Given the work DFRLab does on geopolitics, technology, and election interference with GEC, we were
just caught off guard because they asked us about it.

| am not as concerned on the money or the project, but rather consolidating our approach to GEC as we go into the
season for expanded renewals on two separate, multi-year agreements in the six figure range that cover a significant
amount of our work on elections and all of our work in South Africa and Latin America.

On the DHS app, fake news, and any other US election-related work, it would be great to sync-up, as well. | know the
Council has a number of efforts on broad policy issues around the elections, but we just set up an election integrity
partnership at the request of DHS/CISA and are in weekly comms to debrief on disinfo, 10, etc..

Best,
Graham

Cramoc Takke Mpu3Hall B X0Jie Jorpoca, uyTo JietoM 2020 roga oH, BEpOATHO, KOHCYJIBTUPOBAJICS C
torgamHUM qupexktopoM CISA Kpuctodepom Kpebeom no nmosoxy EIP. O moka3zan:

Bomnpoc: Bsi koncyromuposanucs ¢ Kpucom Kpebcom nemom 2020 2o0a?
OtBer: Ckopee 6cezo, da.

JlokyMeHThl, mnpenocraBieHHble Komurery n CrnenuaabHOMY NOJKOMHUTETY, TAKXKe
CTaBAT MOJ COMHEHHE HAECH O TOM, 4yTo 3a co3nanue EIP orBewana ropcrka CTyIEHTOB.
HeszaBucumo or Toro, kakywo posib B «uzaee» EIP ceirpamu cTyAeHTBI, 5TU JOKYMEHTBI
CBUJETEILCTBYIOT O HEITOCPEACTBEHHOMN POJIM BBICOKONOCTaBIEHHbIX coTpyiHUKOB CISA, CIS n
SIO B co3maHuu omepanuu, B KOTOPOH HENOCPEACTBEHHO ydyacTBoBaM 0Kosio 100 uenoBek u
KOoTOpass paboTana ¢ Oojee 4YeM JECATKOM MapTHEpOB, OTMedYas ThICAYM COOOIIEHUN U
HAppaTHUBOB B COTHSX OTYETOB O «AE3MH(OpMAIII.

Haxonen, naxe uetsipe mapTHepa-ocHoBatens EIP, takue xak Jlabopatopust DFRLab
AtnanTtrueckoro cosera, ierom 2020 roga monumanu, uro EIP 6buta co3nana o npocsoe CISA.
Kak cnemyer w3 BHYTpEHHEH OHIIEKTPOHHOM IMOYTHl ATJIAHTUYECKOIO COBETA, IOJYyYEHHOM
Komurerom B COOTBETCTBHM € MOBECTKOM, I'pam Bpyku, ogHa H3 LEHTpaibHBIX (UTYD,
yuactBoBaBmux B EIP, B urone 2020 roga monmman, uto EIP Obuta «cosmaHa... o mpocsbe
DHS/CIS».



From: Graham Brookie <|J P ATLANTICCOUNCIL.ORG>

Sent: Wednesday, September 30, 2020 5:05 PM

To: Andy Carvin c_@ATLANTICCOUNCIL.org:; Emerson Brooking -@ATLANTICCOUNCIL.org>

Subject: ANDY / EMERSON -- Coordination
COORDINATION ON US DOMESTIC PRIORITIES
Hi to both —

The struggle here is that Emerson is managing efforts and Andy is managing staff and outputs. The only way to be
successful is to make sure that the three of us are explicitly on the same page about how we are allocating staff to
efforts.

The below is intended to do that — and | will be adding Emerson to the DCHQ WhatsApp chain, where we will coordinate
in general, as soon as we're on the same page as below. Our first obligation is always to our staff and not setting them
up for failure. Our second obligation is to our core work, which every single one of us is managing key elements of. Thus
the burden falls on the three of us to coordinate both.

Please reply in red or blue to the below. | also didn’t have explicit names in the “staffing” section of each, so please fill
out.

Thanks,
Graham

Election Integrity Partnership
Key questions: What is the schedule of shifts, noting that we just need to assign people to them? EIP, the voluntary shift

system is a potential challenge because it requires a person to spend X amount of hours monitoring things, which either
results in no outputs being produced, or a sudden need to complete an output that the person may or may not be suited
to complete, especially if it's an international member of the team with limited knowledge of US politics, geography,
culture, etc.

In scenarios where something potentially important surfaces within EIP, how do we go about prioritizing it? For
example, when is it simply a matter of "this is a good story so please get me a draft in 72 hours" vs "all hands on deck,
this is like a major takedown?" In either case, the three of us need to locked up in order to not undermine our whole
business operation through editorial capacity, who gets assigned, scheduling, etc.

One not ideal scenario is a situation where Jean or Ayush volunteer for a few hours, end up finding something
important, and then having not having all three of our awareness and approval, which could lead to significant members
of staff being taken away from their core responsibilities for extended periods of days/week. In other words, a shift is
just the tip of the iceberg, commitment-wise.

Another question is what constitutes a contribution to EIP. While the focus has been on the partnership and the process
(which makes sense) we're part of a team reviewing leads and deciding when to act on them. But we also continue to
cover election-related stories that will originate from our original research, rather than the college students volunteering
at EIP, especially now that Jared is coming on board and while looking into more conspiracy related content. Can we
consider those contributions? | imagine for some researchers there’s more incentive to contribute when they’re able to
generate research leads themselves rather than being responsive to tips, though | understand responding to tips is still
core to the partnership.

Important to note: not college kids surfacing EIP leads. Krebs CISA is texting Stamos with some regularity. A few tickets
have been flagged by the platforms. Starbird's UW team is surfacing a lot of stuff using advanced soc media listening

methods. College kids (T-1) just doing the first round of analysis.

The job of DFRLab is to be T-2, doing a deep dive into tickets, attaching more contextual information, and writing up a
twitter thread/blog post if that's the recommendation of the researcher (and the T-3 shift manager approves).

Analysts can step away and write a blog post on-shift. That's what Alyssa did last week.

BHYTpeHHI/IG AOKYMCHTBI ATIIaHTHYECKOTO COBCTA, IIOJTYYCHHBLIC KomureToMm n
CHGHI/IaJ'II)HI)IM IIOAKOMHUTETOM B COOTBETCTBHU C HOBGCTKOﬁ, HaHpaBHeHHOﬁ ATJ'IaHTI/ILIGCKOMy
COBETYy, TaK)Ke IMOKa3bIBAIOT, YTO, XOTS CTyIeHThl yuyacTBoBasu B EIP, kputnueckas pabora,
BKJIIOUas «100aBiieHne 00jiee KOHTEKCTyallbHON HH(POPMAIMK», IOJTOTOBKY MOCTOB B OJ0rax U
COCTAaBJICHHUC peKOMeHHaHI/Iﬁ JIIsL COITMaJIbHBIX Me)mannaT(bopM, BBIITOJIHAJIACH
npodeccuonanamu 1o ae3uHbopMaluu.




C. Henas EIP: ncnosib30BaHue 10BepeHHOCTEH 17151 00X0/1a epBoii NONPaBKH.

[To cobctBenHomy mpusHanuto, EIP Obiia cozmana «mo cormacoBanmio ¢ CISA» mis
JOCTHKCHHSI HEKOHCTUTYIIMOHHOM LIEH - KaK MEXaHU3M JUIsi 00X0/1a 3aKOHHBIX OTpPaHUYCHUIN Ha
HE3aKOHHYIO JesTeNbHOCTh NpaBuTenbcTBa. Kak rosoputcs B oryere EIP, moaroroBneHHoM
ocJie BEIOOPOB:

Hu oono 2ocyoapcmeennoe yupeoscoenue 6 Coedunennvix Lllmamax ne umeem
YuemKo20 MaHoama Ha MOHUMOPUHE U UCHPABIeHUe 0e3UHGopMayuu o 8b100pax.
Omo ocobenno eepro 6 omuoweHuu oesurngopmayuu, ucxooswen uz CoeOuHeHHvIxX
LlImamos, komopas, ckopee 8cezo, Oyoem UCKIOYeHA U3 chepbl Oelcmsus
NpagoOXpaHumenvhvlx opeanos 6 coomeemcmeuu ¢ Ilepsoti nonpagxou u He
noOXooum OJisl U3V4eHUsl CNeYCAyHcOAMU, KOMOPLIM 3aNpeueHo Oeticmeosams
euympu CILIA. B pezyromame, 60 epems evibopos 2020 200a mecmuvle u
2ocyoapcmeentule usbupamenvhbie Opeambl, KOMmopbvie UMeau CUIbHO20 NapmHepa
no U36UpamenbHbiM cucmemam u 0owum ycunusam no kubepoesonacnocmu 6 CISA,
ocmanucoy 0e3 UHDOPMAYUOHHO2O YeHmpa 0N OYeHKU Oe3uHgpopmayuu,
HanpasieHHol Ha UX onepayuu no 2010co8anuro. B pesynsmame koucyromayuii ¢
CISA u Opyeumu 3aunmepeco8aHHbLIMU CMOPOHAMU ObLIA CO30aAHA KOANUYUS, 8
KOMOPYIO GOWIIU  YUPEHCOCHUA-NAPMHEDPDL, NPUOEPHCUBAIOWUEC AHATOSULHBIX
832/1008.

B cBoux 3ameTkax i npezeHtanuu Ha exerogHoM cammute CISA ocenbro 2021 rona
Pene /Iu Pecra, menemxep no uccienoBanusm B SIO, Hamucana B paMKax CLEHapusl CBOEH
MPE3EHTAINH, YTO «IpoOe», KOTOPBIH MoMxkeH Obll 3amonHuTh EIP, «COCTOMT M3 HECKONBKHX
KOMIIOHEHTOB», OJUH W3 KOTOPBIX — “HeACHble Npasogvle OCHOBAHUS, GKIIOUAs pealbHble
gonpocwl, cesazannvle ¢ Ilepsoii nonpaskou”.



Our team and CISA's teamn have done some pioneering work in partnership thinking about how to respond to mis- and
disinformation in areas in which it can have significant harm. One of those areas is elections, and I'm going to talk sbout some
learnings from that work today.

In August 2020, students from the Stanford Internet Observatory (S10) who were doing an internship with CISA identified a
massive gap in the capability of federal, state and local governments to become aware of, analyze and rapidly respond to mis-
and disinformation — both foreign and domestic — targeting the 2020 election.

That gap had several components:

- Federal gov't not prepared to identify and analyze election mis/disinfo:

- There was no clear federal lead to coordinate this work. The IC, of course, is rightly limited to a foreign-focus, The FBI also has
very specific designations and limitations, and C15A had created support but had no real capability.

- Unclear legal authorities including very real 1st amendment guestions

- No expertise resident within federal gov't to analyze public content across platforms to identify trends & risks

Lack of reporting mechanisms for state and local partners to surface activity that they saw building in their communities, to
help them understand it.

The federal government was building relationships with platforms but there is a healthy distrust both ways for good reason

A trusted, nonpartisan partner(s) with expertise in the way that misinformation moved on public platforms, with analysts
capable of understanding public conversations, and broad ability to explore publicly available data, was needed.

YroObl 000iTH 3TH «OYEHb BaKHBIE BOIPOCHI, CBs3aHHbIE ¢ IlepBoii mompaBKO»,
OpraHM3alliH, 3aHUMAIOIINECS PacIPOCTPaHEHHEM TICEBIOHAYKHU «Ie3MH(DOpMAIIUI», TaKUe KaK
SIO u CIP VYuuBepcurera Bamuurrona, Obumd BbIOpaHBl B KayeCTBE YacTH «LEHTPAIbHOU
OpraHM3aluu IS MOJACPKKH JTOJKHOCTHBIX JIMII, OTBETCTBEHHBIX 3a BbIOOpHI, nin CISA B
BBISIBJICHUM U pearupoBaHMU Ha Jie3uHpopmanuio». CoriacHo OJHON M3 MEPBBIX MyOIMKaIMi
EIP, B ux mpezicTaBieHUn «AKaJeMUYeCKUe/UCCIe0BaTEIbCKIE HHCTUTYTH ObLITN BBIOPAHBI B
KAa4eCTBE MHULMATOPOB ITUX YCWIMHA UMEHHO IIOTOMY, YTO OHM CUUTAIUCH «CAMBIMH IIPOCTHIMU
B IIOJIUTUYECKOM IUIAHEN.



Current Landscape

Who could potentially solve this problem? Why aren’t they?

Currently
Offers

Strengths

Weaknesses

CISA

EISAC collaboration to provide real-
time monitoring tools such as the
SOC as well as the classified and
unclassified Situation Rooms

Direct communication with every
election official, central node in the
election infra ecosystem

All efforts focused on hardware, no
misinformation workstream, govt
entity, can’t be seen as ‘monitoring’

the electorate, highly political.

Platforms

Direct contact with secretaries of state
as well as some cross-platform
communication on this front

Highest monitoring capacity into
what is happening in the social
landscape, lots of $$% and

resources

Political, easily seen as partisan,
don't have the direct
communication/rapport with all

election officials.

Academic/Research Institutions

Institutions have created their own
independent groups, little coordination

‘Easiest’ politically, transparent,
existing institutions (S10). Agile,
lightweight teams.

Don't have the direct communication
or rapport with all election officials,
need to raise $55

Kak nosicaun BepxoBHBIN cyA, «aKCHOMay» 3aKJIKYaeTCsl B TOM, UTO IIPABUTEIBCTBO «HE
MOJKET MO0y AaTh, OOLIPATh UM CTUMYJIUPOBATh YACTHBIX JIMII K BHIMIOJIHEHUIO TOTO, YTO EMY
3anpenieHo KoHcTuryuei». Yuactue CISA B coznanuu u corpyanndectse ¢ EIP — ato ToT Tun
HEKOHCTUTYLIMOHHOT'O ayTCOPCHUHIA, IMPOTUB KOTOPOro BepXoBHBIM cya yKe€ TaBHO BBIHEC
pemienue. LleH3ypa 10 JOBEPEHHOCTU — 3TO OCOOCHHO THYyCHas opMa JeHCTBUI rocyapcTBa,
MIOCKOJIBKY OHa TMpeaHa3HaueHa [UId YKJIOHEHUs OT OOHapy>KeHHs, Haa30pa U 3ampocoB
nyOIUYHBIX TOKYMEHTOB.




II.MOJIHOE NEPENJIETEHUE CISA C EIP

«CISA u EIP Ovlau nontnocmuio nepeniemeHul .

-Muccypu npomue batioena, neno Ne 3:22-cv-1213,
ECF Ne 293 (cyne6Hnsbrit mpukas u 3akinrouenue) Ha 113 (4 utons 2023 r.).

A. CISA B crosope ¢ EIP

ITocne toro xak CISA nomorino coznats EIP, penepanbHoe areHTCTBO OCTaBaIOCh TECHO
CBsi3aHHBIM ¢ fearenbHocThio EIP B mecsupl, npenmectByromue Boibopam 2020 roma. Ha
npotskeHuu Beed ocenn 2020 roga corpyaauku CISA akTHBHO KOOPIMHUPOBAIN CBOU IEHCTBUS
¢ EIP u CIS. DnekrponHbie nucbMa, noxyyeHusie Komurerom u CriennanbHbIM MOJIKOMUTETOM B
COOTBETCTBUH C NTOBECTKOM, ICHO MOKAa3bIBaIOT, 4To cuctema EIP Obuta pa3paboTana asst paboThl
KaK eIMHOE LIeJI0€, a He KaK oTAenbHas cTpykrypa or DHS. bonee Toro, xots B EIP (Ha koTopyto
pabotano okoio 100 uenoBek, He CUUTas BHEITHUX 3aUHTEPECOBAHHBIX CTOPOH, Takux kak GEC
u CISA) 65110 BOBJICUEHO MHOXKECTBO CTYJICHTOB, €€ BO3TJIABIISUIN U3BECTHBIE IESITEIH LIEH3YPHO-
MPOMBIIIJICHHOTO KOMIUIEKCa, Takue Kak aupekrop CTaH(pOpACKoil MHTEepHET- 00cepBaTOPHH
(SIO) (m ObmBmmic mupektop mo Oe3omacHocTH Facebook) Anexc Cramoc, pyKOBOAHMTENH
uccnenoanuit SIO Pene J[uPecra n BuLle-Ipe3UIEHT U CTapUINil AUPEKTOP UCCIEN0BATEIBCKON
nabopatopuu UPpoBoi KpUMUHATUCTUKN ATnantudeckoro copera (DFRLab) I'pam Bpyxku. EIP
TaK)K€ TECHO COTpyAHHMYaANa CO CTapmMMH JoKHOCTHRIMM jmnaMu CISA, Bximouas bpailana
Ckannu, riaBy 1eneBoil rpynnsl CISA no nporusozeiictButo nHoctpanHoMy BiusHuIO (CFITF).

Mamno rtoro, 4ro B EIP y4acTBOBaJIO HECKOJIBKO CTYIEHTOB YHUBEPCUTETA, 110 KpPAWHEHN
Mepe dyerBepo u3 Hux paboramu B CISA Bo Bpems pabotsl EIP, wucmonssys cBou
rOCYJapCTBEHHBIE DJICKTPOHHBIC MMOYTOBBIC SIIUKU Il OOIICHUS C JOJKHOCTHBIMH JIUIIAMU
CISA u OpyruMHM «BHEIIHUMH 3alMHTEPECOBAHHBIMU CTOpOHamMM», ydacTtByroummmu B EIP.
Hanpuwmep, x 3 centsiops 2020 roga CISA Haznaumna omnHoro u3 3tux craxepos DHS-SIO
KOHTaKTHBIM JIMLIOM, OTBETCTBEHHBIM «3a MHOTHE Borpockl B3aumozeiicteust EIP u CISA».



From: I A <. chs. £ov]

Sent: 9/3/2020 1:51:40 PM
To: Aaron Wilson [fo=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHF235PDLT}/cn=Recipients/cn
1; Ben Spear [/o=exchange/ou=exchange administrative group (fydibohf23spdlt)/cn=recipients/cn

; Mike Garcia [fo=EXCHANGE/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn= i @cisa.dhs.gov]
Masterson, Matthew @cisa.dhs.gov]; Snell, Allison @cisa.dhs.gov]; Scully, Brian
I G cis2.dhs.gov); Hale, Geoffrey ([ R @cis2.dhs.gov]

Subject: RE: CISA <> CSI Disinfo Reporting follow up

CC:

Hello Aaron:

Sorry for the delay here — for some reason, the @cisecurity alias keeps getting routed to my ‘Other’ folder, so | was
about to follow up on this myself. I'll try and chat with our techdesk today about this.

On the EIP side, if you could please add tips@eipartnership.net, this alias will auto create Jira tickets for any incoming

reports for visibility to the whole EiP team. I've also added || to this thread, | ©cisa.dhs.gov, who

will be taking point on a lot of the EIP <> CISA interface here, so he should also be added. | will let Brian and Matt note
whether they also would like to be on the backend of this alias.

One note on the EIP side: we just finished getting our Jira system online to be ready for intake. For security purposes,
the tips@eipartnership.net alias has a strict whitelist of emails which will be allowed through: any email not specifically
designated into an organization will be silently dropped. I've created a new CIS organization on our system and added
misinformation@cisecurity.org to it, as well as-s CISA email. Any reports forwarded from these email addresses will
make it into our system. However, if misinformation@cisecurity.org auto forwards anything in such a way that it is sent
from a different alias (ex: bob@washington.gov), this will be dropped in our system.

There are ways around this, but | just wanted to flag this upfront and get a sense from you how this might be working on
your end? | have a free calendar all day tomorrow basically, and could hop on a call with our tech lead to figure out the
best way of doing this.

Best,

3rot cryneHT u3 CtaHdopaa, padoratonuii B kauectBe craxxepa DHS, OyneT HaxoauThes
«BHYTpH cetu EIP» 1 oTBeuarts 3a «IepechlIKy OTYETOB ¢ TICEBIOHUMOB cissecurity.org B EIP», a
TaKXKe «CIEAUTh 3a BHYTpeHHeW cucremoid TukeToB EIP, 4ToOBI yOemuTbcs, YTO OTYETHI
paccMOTpeHBI U 4TO Bece cooTBeTCTBYMoMME 3anucu EIP nanpasnensl coorBeTcTByromuM SLTT
[rocyAapCTBEHHBIM, MECTHBIM, INIEMEHHBIM U TEPPUTOPHAIIBHBIM | OpraHam».




From: David Thiel JJJj @stanford.edu>
Sent: Tuesday, September 8, 2020 11:02 AM

To: N - @b corm>
Cc: I I o iResta <J@stanford.edu>; Elena Cryst

4} @stanford.edu>

Subject: Re: Checking in re: fact-checking flags
i [

We've mostly just been going through exercises so far, mostly with
claims that our CISA folks alrecady know the answer to. We're ramping up
our new RAs this week though, and [ expect we'll start getting more of a
pipeline of stuff that needs fact-checked soon.

Thanks!
David

From: SR SN < 2.0

Sent: Tuesday, September 8, 2020 9:28 AM

To: Aaron Wilson <IN @ cisccurit.orz>; N SN

I 2 cisz.dhs.cov>; Ben Spear <|JJRE cisecurity.ore>; Mike Garcia JJ Il @cisecurity.org>; Scully,
Brian </} ©cisa.dhs.gov>

cc: Masterson, Matthew <[ <<= s.cov>; Snell, Allison <l @cisa.dhs.gov>; Hale,
Geoffrey | 2cis2.chs.gov>

Subject: Re: CISA <> CSl Disinfo Reporting follow up

Hi Aaron,

I'll be taking point on the CIS/CISA<>EIP reporting interface, so we can sync about this if you'd like. The way [JJjJjjj and |
are envisioning it right now, essentially 1 would be forwarding reports from the cisecurity.org aliases to EIP, and | would

be watching EIP's internal ticketing system to make sure reports are addressed and that any EIP write-ups that are
relevant are forwarded to the proper SLTT folks. The reports outbound from EIP would follow a similar flow.

Happy to hop on a call to discuss.

Best,

Hpyrumu cioBamu, y DHS Ob11 KOHTaKTHOE JIMIIO C MPSIMBIM JTOCTYIIOM K BHYTPEHHEH CUCTEME
peructpanuu 3asBok EIP, koropoe Moriio (v 1eamiock) 3Toil HHGOPMAaIHEH ¢ areHTCTBOM.

I'otoBsich k BeIOOpamM 2020 toma, EIP, cyns mo Bcemy, koopauHupoBaia ¢ CISA
MPOBEACHUE IIEH3YPHBIX «ydeHWit». B snekrpoHHoM mmchbme oT 8 ceHTsiOps 2020 rona,
HarpaBieHHOM coTpyaHuky Facebook [[»Bumom Teitniom, rimaBasiM TexHoaorom SIO, roBopuTcs
cnenymomiee: «Iloka 4To MBI MPOCTO MPOBOAUM yUEHUS, B OCHOBHOM C MPETEH3USIMU, HA KOTOPbIE
Haiu coTpyaHuku CISA yxe 3Hat0T OTBETY.



From: Aaron Wilson <} @cisecurity.org>

Sent: Friday, September 11, 2020 2:05 PM

To: Amy Cohen <JIll@nased.org>; Maria Benson <} @sso.org>

cc: I < o cis:.chs ;ov>; Scully, brian S cisa. dhs ov>;
Masterson, Matthew <} G cis=.cdhs.cov>; Ben Spear JE cisccurity.org>; Mike Garcia
<HE @ cisccurity.orz>; N < o cisa.dhs.zov>; NN S @sso.or2>

Subject: Misinformation@cisecurity.org

Amy, Maria,

| hope you both are doing well. | want to let you know we have misinformation@cisecurity.org setup and the EIP, CISA,
and CIS went through a detailed discussion of the workflow this afternoon. We feel ready to start promoting this to
election officials as a way to report misinformation. What do you think is the best way to approach election officials with
this new option?

Thanks,

Aaron

11 centssOpst AapoH YHIICOH COOOIIMII IO DJIEKTPOHHOM mmouTe, 9To «cerofus nHem EIP,
CISA u CIS mpoBenu neranbHOe 00CykaeHHEe pabodero mpouecca. Ml CUUTaeM, YTO TOTOBBI
HayvaTh MPOJBUTATh 3TO CPEAU COTPYJHUKOB N30MpATEIbHBIX KOMUCCHH KaK CIIOCOO COOOIIUTH O
ne3uH(pOpMaLITN».

[IpennoxeHHslii paboumii mporecc sicHo mokasbiBaeT, yto HU EIP, Hu CIS He neiicTBoBamu
MOJTHOCTBIO He3aBuCHMO OoT CISA, a BMECTO 3TOro COTpYAHUYAIM U CUCTEMATHUECKH paboTaln
B paMKax TOr'0 )€ caMoro oprasa LeH3ypsl, kKoTopblii CISA nomor co3nate. Kak onucano Huxe
B TOM € IOTOKE 3JIEKTPOHHON MOYTHI B cepenuHe ceHTsops 2020 rona, TOMKHOCTHBIE JIHIIA,
OTBETCTBEHHBIE 33 IPOBEICHUE BEIOOPOB, OTIPABIIIIN OTUETHI O Ae3uHpopmaru B CIS.

3arem CIS

(1) mepecslnanu 3nekTpoHHOe nucbMo B CISA, a areHTCTBO HampaBisulo OTYET Ha
1aT(OpPMBI COLIMATBHBIX CETEH;

(2)Ilepecbinanu  amexkTpoHHOEe mnHUCbMO B EIP, KOTOpBIM 3aHUMaiCA JIpPYTUMH
0IOOHBIMH MaTepHaIaMu, HE0OXOIUMBbIE K TOCTAaBKE OTMETOK MIPEXk/Ie YeM OHU OBLITH
OTIpaBieHbl Ha IMaropMmel conuanbHbiX cereil.Kak crnexctue, CISA umena
BO3MOKHOCTh BHJIETh, 4TO oTIpaBisiercs B EIP. U uto ouenp BaxHO, miaatdopmsl
cCoLMabHBIX ceTel 3Hanu, uto CISA 3HaeT o ToMm, uro nocrynaer B EIP.



From: Aaron Wilson <} @cisecurity.org>

Date: Friday, September 11, 2020 at 2:59 PM

To: Maria Benson <JJJ} @ss0.org>, Amy Cohen <|JJJ@nased.org>
ce @cisa.dhs.gov>, "Scully, Brian”

B ©:is2.dhs.gov>, "Masterson, Matthew" <|| | <is= o hs.cov>, Ben Spear
MG cisecurity.org>, Mike Garcia <}l @cisecurity.ore>, ' N’

G ciso.dhs.cov, I B ©s50.0¢>

Subject: RE: Misinformation@cisecurity.org

Maria,
I think | can describe it succinetly here in an email (or at least I'll try ).

Election officials will email misinformation@cisecurity.org when they want to report misinformation on any platform.
CIS will receive the email and forward to CISA and EIP. We will do some basic validation before forwarding (i.e. if they
say 'see attached’ but forgot the attachment, we will get back with them).

CISA will forward to the appropriate platform(s) and cc misinformation@cisecurity.org. The EIP will intake the report
into their internal tracking system which will assign it to researchers, etc.

CISA will respond to misinformation@cisecurity.org when they have an update from the platform. EIP will send
automated notifications of updates to misinformation@cisecurity.org as the case it tracked and updated in their system.

CIS will synthesize (as necessary) the information and provide regular, succinct, and relevant updates to the election
officials.

Please let me know if any of this creates questions or concerns.
Thanks,

Aaron
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Tecnas xoopauHanus Mexay CISA u EIP mpenycmarpuBanachk ¢ camMoro Havaia, Kak
BUJIHO W3 TIPUBEACHHBIX HIDKE JUarpaMM, COJEpXKAIIMXCSA, I[0-BUAMMOMY, B DPAaHHUX
nHpopmannoHHbix marepuanax EIP. Heckonbko maros B «llpeamaraemom pabouem mporecce
oTueTHOCTU» NpsiMo cBs3piBatoT CISA u EIP.

Hamnpumep, onun u3 stanoB rinacui: «CISA HampaBiisieT OTYET Ha COOTBETCTBYIOIIYIO
mwiardopmy counanbHbix cereil u B EIP (nnu EI-ISAC MoxeTr oTrpaBuTh €ro HEMmOCPEACTBEHHO B
EIP)». J[lpyras numarpamma, o3arjaBieHHas «OCHOBHbBIE 3aMHTEPECOBAHHbBIC CTOPOHBDY,
ycraHnaBiuBana cBsi3b Mexay EIP, CISA u pa3BeapIBaTeIbHBIM COOOIIECTBOM.



From: I B cis2 dhs.gov)

Sent: 9/17/2020 9:50:59 AM
To; Aaron Wilsen [fo=EXCHANGE/ou=Exchange Administrative Group [FYDIBDHFZSSPDLT)/cn:Recipientsftn=-
I B<n Spear [/o=exchange/ou=exchange administrative group (fydibohf23spdit)/cn=recipients/cn{JJ]
[ )
cc: Mike Garcia Uo-EXCHANGE;‘ou Exchange Administrative Group (FYDIBOHF235PDLT)/cn= Retlplents!cn--
(N, < cis.dhs.gov]
Subject: Fwd: EIP- 16]-r Tweet says Newsom changed voting preference

Hi Aaron and Ben,

Thanks for the clarification email yesterday regarding the reporting workflow, we are glad these flows are
getting finalized. Just in time, too! I'm forwarding you here one of the first substantive regional election misinfo
tickets that EIP has actionted that led to platform intervention. After EIP found this with their own monitoring
and flagged the content to Twitter, Twitter took action almost immediately. EIP is producing a blogpost about
this very soon.

This ticket has the misinformation(@cisecurity.org box tagged — are you monitoring for these tickets yet and
are they being received? EIP is now in a place where this sort of event will occur regularly, so starting up the
information flow identified in the one-pager might be prudent at this stage.

Let us know if you have questions or concerns as well.

Best,

OTta JOTOBOPEHHOCTh OBICTPO TMpHHECHA IUIOABI JUIsl  Omepanud  (eaepaibHOro
MPAaBUTENIBCTBA MO OTMBIBAaHUIO HEH3YpHl. 17 ceHtsaOps corpyauuk CISA ormpaBui mucbMo
corpyanukam CIS Aapony Yuncony u beny Cnupy, Hanucas: «4 Hanpasnsaio éam 0OuH u3
NepevIX CyujeCmeeHHbIX 3aa61eHUll 0 0e3UHpOopMayuu Ha pecUuoHAbHbIX 8blO0Opax, komopuie EIP
NPUHANA K PACCMOMPEHUIO U KOMOpble NpUusenu K emewamenscmey niamegopmoly. Ilocne moeo
kaxk EIP obnapysicuna 3mo ¢ nomowpio c60e20 coOCMBEHHO20 MOHUMOPUHSA U NOMEmuld
koumenm ¢ Twitter, Twitter noumu cpa3sy e npursan mepwuiy. 1lpowe roops, EIP orunranace
nepen (eaepanbHBIM IMPABUTEIHCTBOM O TOM, 4YTO OHa ycrnemHo moOymmia BigTech
(“xpynneiimue I'T koMaHun” IpUM. aBTOpa) LIEH3ypPUPOBATh NOJINTUYECKYIO PEUb AMEPUKAHIIEB
ot umenu CISA.

CISA nonumana, 4to Ais JOCTMXKEHMS LIETM MOJTHOLEHHOM LIEH3Yphl HEXENaTeNbHbIX
TOYEK 3pEHUS, B IIEPBYIO OUEPEb KOHCEPBATUBHON MMOJIUTUYECKON PeUH, HEAOCTATOYHO OTMEYATh
OTIENbHBIE COOOIICHUs Ul yAaleHus. BMecTo 3Toro 1eHsype JODKHBI MOJBEpraTrbes Ieliblie
«HappatuBbl». B cooTBeTcTBMM ¢ MHOrouMcieHHbIMU noBecTkamu Komwurer u Ilonkomurer
nonyunnu coobmenuss mexay CISA, EIP u CIS, neMoHCTpupyrolue, 4YT0 UCTUHHON IEJBI0
OTMETKHM KOHTEHTa Ha Iat(opMax COLMAIbHBIX CeTel Oblila eH3ypa LEIbIX HAPPAaTUBOB (TeM,
MOBECTOK), a HE TOJIbKO KOHKPETHBIX coobmieHuit. Opnako 310 He momemano EIP BeISBUTH
OFPOMHOE KOJMYECTBO COOOLIECHHH B COIMAJBHBIX CETAX, SKOOBI PaCIpPOCTPAHSIOUINX
«ae3uH(POPMAaLINIOY», IPUYEM HEKOTOPBIE COOOIIEeHHs O Ae3uHdopMaiu coaepxanu oomnee 500
OTJEJIbHBIX CCHUIOK.



From: I <2 chs.2ov]

Sent: 9/24/2020 5:21:14 FM

To: Aaron Wilson [fo=EXCHANGE/ou=Exchange Administrative Group tFYDIBOHF23SPDLTchn:Recipientsfcnz-
_]; {@cisa.dhs.gov]; Mike Garcia [/o=EXCHANGE/ou=Exchange Administrative
Group (FYDIBOHF235PDLT)/cn=Recipients/cn=

cc: Scully, Brian ([ @<is2.dhs.gov]; Snell, Allison @cisa.dhs.gov]; Tipton, James

{@cisa.dhs.gov]; Dragseth, lohn @cisa.dhs.gov]; Masterson, Matthew

‘\@cisa.dhs.gov}; Hale, GM@cisa.dhs.gov]

Subject: RE: EIP-167 Tweet says Newsom changed voting preference

Hello Aaron:

Jumping in to answer a couple of the technical questions! We just had an issue with Facebook’s reporting box which was
configured oddly as a ‘bulk’ email inbox. |s your mail receiver for misinfo @cisecurity.org automatically dropping emails
tagged as ‘bulk’? Because if so, the Jira alias where these tips are coming from (which | think is a bulk inbox) won’t work
with it. | am relaying this from our technical team so can ask for more information as helpful.

Regarding your second question on whether the ticket is closed: we closed the ticket as we had given the organizations
tagged a reasonable amount of time to respond (~1 week in this case) and received no further commentary. We also
wrate up our findings publicly. | don’t think the status of the ticket as Open or Closed means much for the election
officials — we are sending this to you early in hopes of having it go straight to the impacted stakeholders as close to
instantly as possible, so that if its of interest, they can ask further questions and we can be responsive to find more
information. We just don’t know what is helpful to them yet.

As to the action on certain links: there is no way we found every piece of misinfo related to this incident, so we don’t
give a ton of weight to how many of the links that we sent over got actioned (though we hope all would) because we
know we didn’t find all the links anyways, and that the platforms are not going to communicate to us how many further
leads they found and actioned as well (it could be none, it could be a network of 1000 users. Though they'd likely tell us
about the latter). Because of this, we see the narrative itself as the most important thing to communicate, and the links
as supplementary examples. We are always available to re-open a case to give further information on a narrative as
helpful.

24 cents6ps onuH u3 craxepoB CISA-SIO nanucan: «Mbl HUKaK HE MOXKEM HAaWTH BCe
ne3uH(OopMalMOHHBIC MaTepUalbl, CBI3aHHBIC C ATHM HHIIUJCHTOM, TIO9TOMY MBI HE TpUIaeM
OOJBIIOTO 3HAYEHHUS TOMY, CKOJBKO CCBUIOK, KOTOPBIC€ MBI OTHPABHUIIHU, OBLIM TPUHATHI K
LIEH3ypUPOBAHUIO (XOTs1 Hajeemcsi, yTo Bce). C 3TUM MBI BHUJIUM, YTO HAppaTUBHl (IIPUM.
KoHcepBaTuBHBIC TIO3UIHH) CaMO IO ce0e - caMoe BaKHOE, YTO HY)KHO Mepenath (K IeH3ype) .

B npyrom snekTpoHHOM NUCbME, OTIPABICHHOM 24 CeHTsA0ps, ouH u3 ctaxkepoB CISA-
SIO, xoTtopslit moxe Ob11 mpuHAT B mTaT CISA Ha MOTHYIO CTaBKY, BBICKA3aJICs B MOMJCPKKY
COBMECTHOT'O TpPENNpUATUS IO LEeH3ype, HamucaB: «EIP oocudaem yeenuuenus u4acmomubl
UHYUOEHMO8 ¢ Oe3undopmayuet, C6a3aHHbIX ¢ KOHKPEMHbIMU PESUOHAMU, MAK YMO CKOpeuulas
peanuzayus dmux NiaHo8 0viia Obl UOeAlbHbIM 8apuanmom... A 0yoy pad npedocmagumop
oononnumenvnvle pecypcol Ha cmopone CISA, umobwvl Hanpagnamev 3anpocvl, eciu 3mo
nOMOdICem.




From: Mike Garcia <|J @ cisecurity.org>
Sent: Wednesday, October 21, 2020 10:24 AM

To: Amy Cohen <JJlll @nased.org>; Misinformation Reports <misinformation@cisecurity.org>; Aaren Wilson

B © cisecurity.org>; Maria Benson <JN @sso.org>

Cc: scully, Brian <N @cisa.dhs.gov>
Subject: Re: Misinformation regarding online replacement ballot portal

CAUTION: This email originated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust the
sender. Contact your component SOC with questions or concerns.

Brian may know otherwise but | don’t believe we heard back from the platforms on the “CISA track” just on the EIP
track.

From: I oo dhscov]

Sent: 9/24/2020 12:48:12 PM

To: Mike Garcia [/o=EXCHANGE/ou=Exchange Administrative Group {FYDiBOHFZE’,SPDLT}!cn:Hecipl‘entsa‘cn=-

; Aaron Wilson [/o=EXCHANGE,/ou=Exchange Administrative Group

:vaBOHansanwcn Recipients/cn | | )

cc: scully, Brian ([ @cis2.dhs.gov]; snell, Allison [l @cisa.dhs.gov); Tipton, James
B 2 cis:.dhs.cov); Dragseth, John [ @cis=.dhs.covl;
I - cis- dhs.cov]; Masterson, Matthew ([ @ cis2.dhs.cov); Hale, Geoffrey
N 2 chs.zov]

Subject: Re: EIP-167 Tweet says Newsom changed voting preference

Good afternoon Mike and Aaron,

| just wanted to follow up on this forwarded ticket. Since we last talked, it has been turned into a short blog
post here. While blog posts are nice, most misinformation events will not be discussed publicly and are best
remediated through the ticketing flow we have worked out. Could we further discuss the criteria that the
managers of the misinformation@cisecurity.org have for forwarding EIP tickets like the below to SLTT folks?
For example, this ticket would be most directly relevant to the California Secretary of State Elections
Division. Also, some states, such as Colorado and Washington, have dedicated soacial media
monitoring/misinformation response teams, so if this ticket had been about those states, would it also get a
forward there? If it had been about a particular county, how would that have been handled? We may have
discussed this in a preliminary discussion, but | would like to concretize it now that there are live reports
coming through EIP.

| think it would help both sides here if the person manning the misinformation@cisecurity.org box were to
update the ticket when information has been forwarded, also to allow for cress-communication between EIP
and the SLTT officials. EIP anticipates increased cadence of regionally-specific misinformation incidents, so
nailing down these processes soon would be ideal. As- and | said last week, | am more than happy to
provide additional resources on the CISA side to route requests if that would help.

Bonee Toro, xots SIO yTBepkaaer, uro «yenvio EIP 6bi10 u ocmaemcs ucciedosanue u
aHAIU3 NONBIMOK NOMEewams Uiy yoepicamy Jarooel om 2010C08aHusny, cBsizaHHbl ¢ SIO
YeJIOBEK HAMUCaJl B TOM JK€ IUCbME, UYTO «XOms COoO0OwjeHusi 6 0102ax - MO XOPOoulo,
OONBUIUHCINGO COOBIMULL, CBA3AHHBIX C Oe3uHGopmayuet, He OYOym 00CyHcOamvbcst nYyOIUYHO, U
Ux Jyuwe 6ce20 YCMPAHAMb C HOMOWbIO pA3PAOOMAHHO20 HAMU MEXAHUSMA CO30aHue
OmOoenbHbIX “‘MuKemosy (npum. 3anpocos 8 ciysncovl N0OepPI’CKU)



CeupnerenbctBa, nosnydeHHole Komurerom n CrenuanbHbIM MOJKOMUTETOM, TaKXKe SICHO
MOKAa3bIBAIOT, YTO BbIciee pykoBojacTBO CISA, Bkimouas tormamHero aupekropa KpeGca, Obu1o
ocBeomiIeHO o 1ieH3ypHoil kamnanuu CISA-EIP-CIS. 2

5 cents0ps 2020 roxa B snexkrpoHHoM nucbMe CISA B CIS coobmaercs, uro Twitter mpuHs
«Mephl B OTHOIICHWHM OAHOTO u3 TBUTOB B “Tukere» [EIP]. OueBmmno, mupexrop Kpebc mmuno
csizascd ¢ [rnaBoid SIO] CtamocoM, cripaluBasi, YTo MPOU30ILI0 BOKPYT 3TOT'O COOBITHS, TPUMEPHO
B TO BpeMsi, KOTJja KOHTEHT ObL1T y1aJieH». Bo BHyTpeHHeH 3J1eKTpOHHOH Mepenucke ATIaHTHIECKOTO
coBeTa mpuMepHO B 3T0 BpeMs wieHbl EIP 3asunmu, uto «Kpebc uz CISA nepenucvisaemcs co
Cmamocom ¢ HeKomopou pe2yiApHOCMbION.

From: I B - cisa chs.gov)
Sent: 9/25/2020 7:45:38 PM
To: Aaron Wilson [fo=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHFZSSPDLT),’Cﬂ:Recw’p\’ents/cn:_
; Mike Garcia [/o=EXCHANGE/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Recipients/cn =] ) Visinformation Reports [/o=EXCHANGE fou=Exchange
Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=093d02c¢79h0f4dba805c5322cd750647-
misinformation)

cc: Ben Spear [/o=exchange/ou=exchange administrative group (fydibohf23spdit)/cn=recipients/cn-| N
@cisa.dhs.gov]

Subject: Re: EIP-243 Claim the thousands of ballots found in dumpster in Sonoma

Hi all,

Just bumping this. Twitter has now taken action on one of the tweets in this ticket. Evidently Director Krebs
personally reached out to Stamos asking what had happened around this event around the time the content was
taken down, which was only an hour after this ticket was created. If this system is to work, we will need the
turnaround time to be much faster for sending these tickets out to states.

Can anyone advise on next steps for actioning this event?

Thank you,

OtkpsiTas koopauHauus Mexnay CISA, EIP u CIS mnpomomkanach BIUIOTH 10
u3buparensHoro nukia 2020 roga. 5 okts6ps 2020 roga Macrepcon, Ckannu, Ctamoc u ["apeus,
cpeay MpoYMx, ObUTM MpuriameHsl Ha Bcrpeuy noxa HaszBaHueMm «EIP-CIS Syncy». Cormacho
MIPUTJIALIEHUIO 10 AJIEKTPOHHOM noute: « Cucmema omuemnocmu misinformation(@cisecurity.org
Volce 3anyujena, Kaxk u cucmema xo0auux u ucxooawux cooowjenuii EIP. Ilens smozo npu3sviea
- 00cyOumn, Kax npowten 3mom npoyecc, u onpedeaums ezaumooeticmeue SLA EIP u ISAC na
0yoyweer.

Onexrponnoe nmuceMo ot CIS, ornpasnennoe 21 oktsa6ps 2020 rona, mokaspIBaeT, YTO
CIS orcnexuBana kak «tpek CISA», tak m «rpek EIP» (mpum. HabGop cooOmeHuil mo
KaTeropusiM) JUIsi OTMETKU COOOIIEHUH Ha TUIaTOpMax COLUATBHBIX CETEH.

EIP u CISA mpoBenu erie oJiHy BCTpedy A KOOpAUHALIMKM CBOEH ILIEH3ypHOU olepanuu
29 okrsa6ps 2020 roma, 0 4eM CBHUICTEILCTBYET MpUTriamieHue Ha BcTpeuy ¢ temoil “EIP-EIS
Elections — Security Initiative Call Disinfo Pre-Brief».

EIS, no-sunumomy, siBisiercs ccpuikoit Ha MannmaTtuy CISA mo 6e3omacHocTH BEIOOPOB,
B KOTOPYIO B TO BpeMs Bxoauin [xedd Xeiin u Matt MactepcoH.


mailto:misinformation@cisecurity.org

Appointment

From: I G cisa.dhs.gov]

Sent: 10/28/2020 7:12:36 PM

To: I B <52 dhs.gov]; Snell, Allison [ @cis2 dhs govl; Hale, Geoffrey
I  ciso.dhs.zov]; Masterson, Matthew ([ <= ohs.cov); J@stanford.edy;
-@stanford.edu; Graham Brookie [fo=Exchangelabs/ou=Exchange Administrative Group
(FyDIBOHF23sPDLT)/cn=Recipients/cn = GG B v <du; Emerson
Brooking [/o=Exchangelabs/ou=Exchange Administrative Group
(ryoisoHF23spoLT)/cn=Recipients/c | NG - o
Scully, Brian I_@cisa.dhs.gov]; Dragseth, John _@cisa.dhs.gov]

Subject: EIP EIS Call Disinfo Pre-Brief

Start: 10/29/2020 10:30:00 AM

End: 10/29/2020 10:45:00 AM

Show Time As: Busy

Recurrence: (none)

B. “Tuxersr” Jira: 'maBHoe opy:kue B apceHase uen3ypsi EIP

From:

Sent: Monday, October 5, 2020 12:52 PM

To: Masterson, Matthew < <= ct.gov>; Scully, Brian <N & cisa. dhs.gov>;

I <5 curity.org < © cisecurity.ong [ stantord edu <JS stanford edus;

o ford.edu <JIIIRG stanford.exduz; Snell, Allison < E<isa.dhs.cove; [ <isccurity.org
@eisecurity.org>; Tipton, lames D  cisa.chs. gowv=

Subject: EIP-CIS Syne

When: Wednesday, October 7, 2020 1:00 PM-1:45 Ph.

Wharg:

Hiall,
The misinformationi cisecurity org reporting system is now up and running, a5 is EIPs inbound and outbound
tip system. This call is lo discuss how this process has gone so far, and to nail down the EIP == ISAC SLA

moving forward

Best,

[Tocne toro kak 26 wurons 2020 ronma EIP Oputa oduumanbHO co3fgaHa, oHa OBICTPO
NPUCTYNUIA K pa3paboTKe METoJla MAacCOBOM MapKHpPOBKM KOHTEHTA, KOTOPBIM OHa cuuTaia
HEXXeJaTelbHbIM, Ha COOTBETCTBYIOIIMX IUIaT(opMax COLMANBHBIX ceTeil. B kadecTBe «IMHUU
cesizn» EIP BeiOpanma Jira: mporpamMMHoe oOecriedeHHe Al OTCISKHMBaHUS, pa3pabOTaHHOE

aBCTpayiniickoil kommnanueit Atlassian.

CornacHo otuery EIP, moaroroBinenHomy mocie BeioopoB, EIP «ewiopana Jira, nomomy
UMo OHA NOOOEPAHCUBANA OONLULYIO KOMAHOY U NO360JA14 000asisameb pabouue npoyeccyl,
mpebytouue Kax HAOeHCHbIX 803MONCHOCMEN YRPABIeHUs KIUeHMAMU, MAK U OP2aHU3AYUOHHBIX
@dyHKYul, Ymobbl ompasums MHO20UUCTIEHHblE pPOU, HeoOXooumbvle Ol omeema Ha a0l

BXO0AWULL 3aNPOCY.

Ortuer EIP BkitouaeT B ceOsi mpuMep M300pakeHHsl TOTO, YTO Takoe Jira U KaK HarJsiqHO

D ChaTes which e going “eral gt noe. We will beb
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ot thi ticket, it i slfecting all of Youtube, FB, Teitter, TiTok
Plaarse 5 < v

of sharpsée or

Tl E A TOtan ks

SAC DTS A BO0S &5 W R GRS COUNtET ARTELE B

neaded

3o wen have & renming scopeniing of which states this i attecting?

Piatlorm
partner
Emcaives: thank you

ety T u

Socumad on the s of gvervotes fcsused by 8 besed

wanald invaliciate the voters {but not without e wirning

BBITJTIAAUT ACMOHCTpAlHA TOIO, KakK CUCTCMa Jira mo3BoOJISIET B PEKUMC PCAJIbHOI'O BPEMCHU




coTpyaHnyath «wieHaMm EIP, mpaBuTenscTBEHHBIM MapTHEPAM U apTHEPaM IIaT(GopMbD».
C. Crosop Ha npaktuke: KoopauHupoBaHnHoe oTMeTaHHMeE TOCTOB

B cootBerctBum ¢ nosectkoi B cyn CISA npenocraBuna Komutery n CrnennaibHOMY
MOJIKOMHUTETY JECATKM 3JCKTPOHHBIX mHceM, B KoTopeix CIS ortmpaBnsna cooOuieHus o
ne3uH(pOPMaIIMU OT rOCYIapCTBEHHBIX U MECTHBIX M30MpaTeNbHBIX opraHoB Kak B EIP, Tak u B
CISA. 3arem CISA nepechiiana 3Tu COOOIIEHUSI HA COOTBETCTBYIOIIHUE IIIATGOPMBI COLMATBHBIX
cereil. CIS wacro Bxmouana CISA u EIP B o1HM U Te e LENOYKH JIEKTPOHHOW IOYTHI, B TOM
yucine bpaitana Ckamnu u3 CISA, CFITF u3 CISA u EIP (Ha uyTo yKa3bIBaeT 3J€KTPOHHBINA JOMEH
EIP “@2020partnership.atlassian.net»).

[Tpome romops, denepanbHoe mpaButenbcTBo, CIS u EIP Obutn B omHUX U TeX ke
LEMOYKaX AJIEKTPOHHON MOYTHI, 00CyKast LIEH3ypy MOJMTHYECKON peun amepukaHues. OauH u3
MHOTOYHCIICHHBIX MPUMEPOB NpuBesieH Hibke. XoTs Ctandopa u nupekrop SIO (u dpakTHuecku
rnaBa EIP) Anekc Cramoc genanu TIaTeabHO MPOJyMaHHBIC 3asBICHUS U JABAIM MOKa3aHUs
Komutety 1 CrieriuanbHOMY MOAKOMHUTETY O ToM, 4T0 CISA He MoxeT Hanpsamyto coobmars EIP
0 COZep)KaHUU JIE3UH(POPMALINK, 3Ta U APYTHE IETIOYKU JICKTPOHHBIX IMHUCEM MOKa3bIBAIOT, YTO
CISA perynsprao xonupoBanu snekTpoHHble rcbMa ot CIS B EIP, B koTOphIX coobmianoch o
nesuHpopmanuu. [dpyrumu crnoBamu, xoTss CISA He cooOmano HampsMyr O COJEpKaHUU
nesurdopmaruu 6 EIP, CISA umeno nonnyro uadopmaiuio o Tom, 4ro coodmasnocs B EIP, u B
TO Ke Bpemsi cooOmano o0 aHaJIOrMYHOM COJAEPKAaHHMHM HEMOCPEICTBEHHO Ha IUIaT(OpPMBI
cormanbHbix ceteid. Xors CISA «He urpana HuKakod opHUIMATIBLHON POJNNW», OHA 3HANA, KaKue
orueTsl nocrynart B EIP, monydana oTyeTel M yBeIOMIIEHUS IIO DJIEKTPOHHOW IIOYTE, UMeEna
IIEPCOHAN C MPSAMBIM JOCTYNOM K cucreMe “‘TukeToB» EIP u HampsMyro KOHTakTHpoBaia C
1aThopMaMH COLMATBHBIX CeTEH.

From: Misinformation Re ports <| I @ security.org>
Date: November11, 2020 at 4:49:18 PM EST

To: Brian Scully < @cisa.dhs.gov>, CISA Central il @cisa.dhs.gov>, CISA CFITF [l @ha.dhs gov>, EIP

<Jil22020partnership.atlassian.net>, Misinformation Re ports < R @cisecurity.org>
Subject: Case #CIS-MIS000196: allegations of election fraud

Twitteraccountalleging election fraud: https:,t’ftwétter.(omf'_




From: Misinformation Reports

Sent: Tuesday, October 20, 2020 5:40:02 PM (UTC+00:00) Monrovia, Reyljavik

To: Scully, Brian; CISA Central; CFITF; Jlls@2020partnership.atlassian.net; Misinformation Reports

Subject: Case #CIS-MIS000051: Misinfarmation post regarding debunked conspiracy theories about elections

CAUTION: This email originated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust the
sender. Contact your component SOC with guestions or concerns.

Misinformation report: Facebook post regarding debunked conspiracy theories about elections.

From: {@ct.gov>
Sent: Tuesday, October 20, 2020 1:26 PM

To: Misinformation Reports (@cisecurity.org>
o [ = o> @fbi.gov>

Subject: FB Election Misinformation

This one seems to combine a few debunked conspiracy theories about elections in one:
https:/ww fn(caouk.ccm_’gust5’279?976553812130

WATCH; McEnany: | Can Confirm Ballets For Trump Were ‘Cast Aside” In
Pennsylvania | The Daily Wire

B n1pyrom xapakrepHOM @pUMeEpe, MNPUBEACHHOM Hke, mnouroBbll smuk CIS
«Misinformation Reports» ornpasun bpaitany Cxamnu, CISA Central, CFITF CISA u EIP nucsmo
CIICAYIOIIErO COAEPKAHUS:

«Otuer o aesunpopmaruu: Coobuienne B Facebook 0 pa3BeHYaHHBIX TEOPHUAX 3aroBOpa O
BbIOOpax». Iloct B Facebook, o koTopom maer peus, ccbutancs Ha ctarbio u3 Daily Wire,
M3BECTHOTO KOHCEPBATHBHOTO U3/IaHUSL.

OnexrponHsle nuckMma ot CIS B CISA u EIP nponomxanu mocTynars Ha IPOTSKEHUU
Bcero uzbuparenpHoro nukia 2020 roga, Bkirovas okTsiops 1 HOsOpb 2020 roga, Korja MHOTHE
aMepHUKaHIIbl TOJaraiuch Ha HH(OpMAIUIo, pa3MEIIeHHYI0 B COIMANBHBIX CETAX, MpU
rojocoBanuu. bojee ToOro, 3HauMTENBHOE KOJMYECTBO HJEKTpOoHHbIX muceM u3 CIS Obuio
aapecoBaHo HenocpeacTBeHHo pykoBoautento rpynmnsl CISA CFITF «bpaitany [Cxkamu] u EIP»
U BKJIIOYAJIO COTPYAHUKOB COLMANBHBIX MeAMaruiaThopMm, Ha KOTOPHIX pa3Merancs
MHTEPECYIOIIUN UX KOHTEHT.

Hanpuwmep, 5 Hos0ps ¢ anekrponHoro aapeca CIS «Otuersl o nesuHpopmanumy ObLIO
ormpasneHo nucekMo B CISA, EIP u Facebook, B koropom roBopuiocs: «bpaitan u EIP - mbl
Brurouni Facebook B 3ToT otueT». B anexkTpoHHOM muckMe ABYyM coTpynHukaM Facebook 6b1u10
IpsMO yKa3aHO Ha cooOuieHue o «aesuHdopmarum». Takum obpasom, cotpyauuku Facebook,
MOJYYUBIIKME 3TO MUCHMO, JOJDKHBI ObTH NOHATH, 4T0 CISA u EIP momyumnu oauHakoBbie
YBEIOMIJICHUS B OJIHO U TO k€ BpeMs. [Iucema, moqo0HbIe 3TOMY, TOKa3bIBAIOT, U4TO (heaepanbHoe



From: Misinformation Repcrts_@cisecu.-rity.urg]

Sent: 11/11/20208:51:20PM

To: Scully, Brizn | I @ciss.dhs gov]; C1SA Central [l @cisa.dhs gov]; CFITF [ @ha.dhs gov];
-@2020partnership,atlassian.net; Misinformation Reports—@cise:ur-ty.nrg]

ce: G twitter.com

Subject: CasefiCIS-MIS000157: allegations of election fraud in Kentucky

Attachments: 197.PNG

sender. Contact your component SOC with questions or concerns.

Brian and EIP, we have included Twitterinthis report.

From: tii sinformation Reports [N < sccuritvv.ong)

Sant: 11/5/20205:18:37 PM

To: scully, Brian ([ ©cis.dhs govl; C5A Contra | (2 <isa.dhs.gov]; CAITF [ @ha.dhs.gov);
@ 2020partnership.atlassian.nat; Misinformation Reperts ([ 2 csocurty.org

cc S cor o col

Subject: CaseBCIS-MISDD0177: Facebook postallegingelection fraud

Attachments: 177 PRG

CAUTION: This emall originated fromoutside of DHS. DO NOT click links or open attachments unless you recognlze andfor trust the
{sender, Contact your companent SOC with questions or concerns.

Brian and EIP —we have included Facebockin thisreport,

Misinformation Report: Facebook post alleging election fraud

MPaBUTENIBLCTBO OBLIO HAMPSIMYIO OCBEOMJIEHO O TOM, 4TO coobmanocs B EIP.

11 Hos6pst CIS ormpaBuia 37€KTPOHHOE MUCHMO COTPYIHHUKY Twitter, HECKOJIbKUM
akkayHTtam CISA u EIP, nanucas: «bpaitan u EIP, mMbl Bkimounnu Twitter B 3TOT oTueT». B
JIEKTPOHHOM MHUCHhME COTPYAHUK Twitter mpeaynpexaan o «ae3uHpopMaymy.

B onHoM ocobGenno tpeBoxkHoM ciyyae CIS mepenana otuer u3 oduca roccekperaps
mrata ApU30Ha, KOTOPBIA B TO BpeMs Bosrnamisiia aemokpar Kot Xo66c, B CISA, EIP u
Facebook: «bpaiian u EIP, s Bxiarounn Facebook B 3ToT oTuer». B nmepBoHavanbHOM oTdeTe O
«ne3uHpopmanuny, HanpasieHHOM B CIS, coTpynHuk otaena HHPOPMALMOHHOW 0€301MacHOCTH
ouca roccekperaps mrara Apuzona ormetust URL-aapec Facebook, Hanmcas: «31o coolrienue
ObBLJI0 pa3MenieHo Ha vacmuot crpanuiie [Facebook]».



From: wisinformation Reports | @< s=curity.org]

Sent: 11/6,/2020 10:08:43 AM

To: Scully, Brian ([N < s.dhs.govl; CISA Centra | ([N: sa.dhs gov): CFI TF I @ha.dhs gov);
222 0partnership.atlassian.net; Misinformation Reports [ & c=ocurty.orgl

cC -@Fh.com'-@fh,.;nm;

Subject: CasedCIS-MISDOD1E2: Misinformation postthatTrump alreadywon AZ

Attachments: misi '\fm’malion.j PE

CAUTION: This emall originated fromoutside of DHS. DO NOT click links or open attachments unless you recognize andfor trust the
sender, Contact your component S0C with questions or concerns.

Brian and EIP, | included Facebookin this report,

Misinformation report: [private) Facebaok post that Trump already won AZ

From: I 2 05 0>
Sent: Friday, November8, 2020 9:54 AM

To: Misinformation Re ports < @csecurity.og>
Subject: Fake staterment by Arizona Election Workeraboutfraud

Hi There.

https:/ /s facebook. com/shote.ph *oic- S

This post was on a private FB page, above. I'veincluded ascreenshot.

Thank you!

!!ormi'nn Lcuriry Dfficer

Arizona Secratary of State's Office

Emal:

KATIE HOBBS e
SECRETARY OF STATE '
State of Arizona




From: "_' MCisa.dhs.guvb on behalf of CFITF <mhq.dhs.gov)
: ovember Z, ~34 PM
twitter.com>, JJfletvitter.com” G twitter.com>,

twitter.com>, '[Jj@twitter.com” <.@twitter.c0m>
Subject: FW: Case #CIS-MIS000107: twitter post alleging CT will be reverting back to phase 1 (of pandemic) on
or before election day

Twitter Gov Team,

Please see below reporting from Connecticut election officials. The ticket is also tagged EIP-572.

twitter.com

Regards,

Cibersecurii and Infrastructure Security Agency

Xorts IlepBast mompaBka, 6e3yCI0BHO, pacpOCTPaHAETCS Ha MITAThl U TOCYAAPCTBEHHBIX
CITy’KaIllMX, BBI3bIBAET OECIIOKOWCTBO TOT (PaKT, YTO cekpeTapb X000c TpaTuia OorpaHUYeHHBIE
pecypchl cBoero oduca Ha TO, 4YTOOBI OTMEYATh B COLMAJBHBIX CETAX KOHTEHT, KacaroUIUics
BBICTYIUICHUS KaHIuaaTa-peciyonukanna. Ho emie Gombiee 6eCriOKONCTBO BBI3BIBAET TOT (axT,
9T0 COTpynHUKH X000C, OYeBHUIHO, MPOCMATPHUBAIN uacmHuvle CTpaHulbl Facebook, 4ToOBI
BBISIBUTh HECOTJIACHBIX M «Ae3uH(popMaimio» i ynaneHus. CorjacHO MmyOIHMYHBIM OTYETaM,
oduc Xob60ca mpomoKan 0TMeYaTh TOCTHI B COIMANIBHBIX CETSIX U TOCJE BBIOOPOB, BILIOTH J0
suBaps 2021 rozna. B HEKOTOPBIX ciydasix COTPYIHUKH X000C OTIPaBIISIN IEKTPOHHBIE MUChMA
HETOCPEJCTBEHHO Ha IUIAT(GOPMBI COLMAIBHBIX CETeH C MpOochOOil MOJABEPrHYTH IIEH3Ype
KPUTHUKYIOIIHE €€ COOOIEHUSI.

Eme Oonee paspymmurensHbiM it aprymenTa o HezaBucumocTu CISA u EIP sBusiercs
ToT ¢akT, uro corpyauuku CISA, xoropsie siKk00bl HE MMenH goctyna k cucreme Jira EIP, mpu
00CyXJIeHHH COOOLICHUH 0 «Ie3UH(OPMAILIUN CChUTATICH Ha KOBI “THKETOBY, XapaKTepHBIE IS
EIP. IIpuBeneHHOE HIKE JIEKTPOHHOE MUCHMO, OTIPABICHHOE 2 HOSIOPS - 3a IeHb JI0 BEIOOPOB
2020 roxa, - ABISETCA OJHUM U3 TAaKUX MPUMEPOB, B KOTOpoM coTpynHUK CISA coobmraer B
Twitter: «Ilosxcanyiicma, o3nHakombmecs ¢ NpUEEOEHHbIM HUNCE COOOUWEeHUeM Om COMPYOHUKOS
uzbupamenvruix opearos wmama Konnexmuxym. “Tuxemy maxoce nomeuen kax EIP-572y.

B kakoii-ro momenT Kpuctogep Kpebe, Tornamnuii aupexrop CISA, nopyunn Pobepty
[lony, pykoBOauTENIO OT/AENA aHANIKM3a U NOAUTUKU yctonunBocTH CISA, cBs3athes ¢ ['pamom
Bbpyku, crapmum aupektopom JlabopaTopun nuppoBhIX KPUMUHATUCTUYECKUX HCCIeTOBaHUN
Atnantrueckoro coBeta (DFRLab), uroOb1 y3HATh 0 KOHKPETHOW HMH(OpPMAIMH, CBSI3aHHOU C
BbIOOpAaMH, pacrpoCTpaHseMON B COIMANBHBIX ceTsX. B anexkrponHoM nuceMe llon Hamucant:
«Mvr moowce nonyuaem ungopmayuio om EIP, no xomenu 6vbi ymounumsv y eac [Oupexmop
Kpebc], umo mwi ocobenno 3aunmepecosanvl € N10OO0U AHATUMUKE, KOMOPYIO Mbl MOICEM
cobpamb émecme no 5moil UHopmayuu, a makdxice 8 mom, OmKyoa OHA UCXOOUm U Kmo ee
yeunueaemy. BHyTpeHHUE TOKYMEHTHI ATIIAHTHUECKOT0 COBETA NOKA3bIBAIOT, UYTO




From: Graham Brookie -ATLANT\CCOUNCIL.ORG>

Sent: Wednesday, September 30, 2020 5:05 PM

To: Andy Carvin <_@ATLANTICCOUNCIL.0rg>; Emerson Brooking -@ATI.ANTICCOUNCIL.org>

Subject: ANDY / EMERSON -- Coordination
COORDINATION ON US DOMESTIC PRIORITIES
Hi to both —

The struggle here is that Emerson is managing efforts and Andy is managing staff and outputs. The only way to be
successful is to make sure that the three of us are explicitly on the same page about how we are allocating staff to
efforts.

The below is intended to do that — and | will be adding Emerson to the DCHQ WhatsApp chain, where we will coordinate
in general, as soon as we're on the same page as below. Our first obligation is always to our staff and not setting them
up for failure. Our second obligation is to our core wark, which every single one of us is managing key elements of. Thus
the burden falls an the three of us to coordinate both.

Please reply in red ar blue to the below. | also didn’t have explicit names in the “staffing” section of each, so please fill
out.

Thanks,
Graham

Election Integrity Partnership

Key questions: What is the schedule of shifts, noting that we just need to assign people to them? EIP, the voluntary shift
system is a potential challenge because it requires a person to spend X amount of hours monitoring things, which either
results in no outputs being produced, or a sudden need to complete an output that the person may or may not be suited
to complete, especially if it's an international member of the team with limited knowledge of US politics, geography,
culture, etc.

In scenarios where something potentially important surfaces within EIP, how do we go about prioritizing it? For
example, when is it simply a matter of "this is a good story so please get me a draft in 72 hours" vs "all hands on deck,
this is like a major takedown?" In either case, the three of us need to locked up in order to not undermine our whole
business operation through editorial capacity, who gets assigned, scheduling, etc.

One not ideal scenaria is a situation where lean or Ayush volunteer for a few hours, end up finding something
important, and then having not having all three of our awareness and approval, which could lead to significant members
of staff being taken away from their core responsibilities for extended periods of days/week. In other words, a shift is
just the tip of the iceberg, commitment-wise.

Another question is what constitutes a contribution to EIP. While the focus has been on the partnership and the process
(which makes sense) we're part of a team reviewing leads and deciding when to act on them. But we also continue to
cover election-related stories that will originate from our original research, rather than the college students volunteering
at EIP, especially now that Jared is coming on board and while looking into more conspiracy related content. Can we
consider those contributions? | imagine for some researchers there's more incentive to contribute when they're able to
generate research leads themselves rather than being responsive to tips, though | understand responding to tips is still
core to the partnership.

Important to note: not college kids surfacing EIP leads. Krebs CISA is texting Stamos with some regularity. A few tickets
have been flagged by the platforms. Starbird's UW team is surfacing a lot of stuff using advanced soc media listening

methods. College kids (T-1) just doing the first round of analysis.

The job of DFRLab is to be T-2, doing a deep dive into tickets, attaching more contextual information, and writing up a
twitter thread/blog post if that's the recommendation of the researcher (and the T-3 shift manager approves).

Analysts can step away and write a blog post on-shift. That's what Alyssa did last week.

Bbpyxu u npyrue nonsuiu, yro aupekrop Kpede u qupexrop SIO Anexc Ctamoc nepenuchiBaIuch
«C HEKOTOPOH PErYIISIPHOCTHION.



Cotpynuuku CISA takke 3anmparmBaii HHOOPMAIHIO O MOJUTHYECKHX BbICKa3bIBAHUSIX

From: Scully, Brian cisa.dhs.gov>

Sent: Tuesday, November 10, 2020 9:24:57 AM
fb.com>

Subject: Hammer and scorecard narrative

Good moming,
Director Krebs is particularly concermed about the hammer and scorecard narrative that is making the rounds.
Wanted to see if you all have been tracking this narrative and if there's anything you can share around

amplification?

Thanks,
Brian

B COLMAIIBHBIX CETSAX Y COTPYIHUKOB IardopM. B ToT ke nenpb, 10 HOg0ps, Cranan oTmpaBuil
ANIEKTPOHHOE MHCHMO TpeM coTpynHukam Facebook, mammcas: «Jupexmop Kpebc ocobenno
006eCcnoKoen HappamueoM 0 «MOJIOMKe» U «OYEHOUHOU Kapmey, KOmopblii Myccupyemcs. Xomern
Y3HAMb, OMCAEAHCUBATU TIU Bbl IMY UHPOPMAYUIO U MOANCEMe U bl YeM-HUOYOb NOOETUMbCSL NO
n0B00Y ee ycuneHusn? »

OTHU 3MEKTPOHHBIE MMChMA MPSIMO ONPOBEPTrarOT yTBEpKAeHUs 0 ToM, uTo CISA wurpana
«OYeHb HE3HAUUTENBHYIO pOJb, eciu BooOuie urpana» B EIP. Hamporus, CISA B pexume
peanbHOro BpeMeHu Obliia B Kypce Toro, uto nogaercs B EIP, kakue maru npeanpuaumaet EIP u
Kakyue JeHCTBUS MpEeINpUHUMAIOT TUIATGOpPMbI conuanbHbIx cereil - U EIP, m mmatdopmbl
COIIMAJIBHBIX ceTel ObLIM OCBeIOMIICHBI 0 3HaunTenbHOU posn CISA.

D. Henocpeacreennoe yuyacrue I'ocyrapcTBeHHOr0 AenapTaMeHTa B onepanuu
EIP «Ilen3ypa»

LenTp rnobansroro B3anmozeiictusi (GEC) — 310 MHOTOBETOMCTBEHHAsI OpraHU3aIus,
BXOzsIas B cocras ['ocynapcTBeHHOro aenapramenTa, Kotopyro Minon Mack Ha3Bail «3J1eHuM
IpecTynHUKOM B IeH3ype mnpasurensctBa CIIA m manunmynupoBanun CMU co cToponbl
npaButenbeTBa CLITAY.

GEC u opranmzanuu, punancupyemsie GEC, HeonHOKpaTHO “OTMeuan» Ha ratdopmax
COLIMAJIHBIX CeTe KOHTEHT, B KOTOPOM (UIYpHpOBAIM aMEpUKAHIIbl, 3aHUMAIOIINECS
samuinaemor Koncrurynueit peusto.



Appointment

From:
Sent:
To:

cC:

Subject:

Start:
End:

Recurrence:

Dear All,

Levis, Adela G state.zov)

10/15/2020 3:35:38 PM

Levis, Adela @ st2t=-g0v); Kate Starbird [} @ uw.edu]; Shelby Grossman [fo=Exchangelabs/ou=Exchange
Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients /cn=e995f09f3b364dde8a93beed3a5f55db-shelbybg];
Ruppe, Adele E [ E state sovl; Jevin West [J@ ow.=du];

[fo=Exchangelabs /ou=Exchange AdministrativeGroup

(FYDIBOHF235PDLT)/cn=Reci pients /cn=| GG (o @cipartnership.net;

Renee DiResta [fo=Exchangelabs/fou=Exchange Administrative Group

{FYDIBOHF235PDLT)/cn=Reci pi ents /< n-| NG | & cche. William
G :tate.cov]; Stewart, Samaruddin K ([ 2 state.gov); Dempsey, Alex L [ @ stategov]

Elena Cryst [fo=Exchangelabs/ou=Exchange Administrative Group
{FYDIBOHF235PDLT)/cn=Recipients/cn=2a5%e34f3chedc78a497962dc7 161e3f -ecryst]

[eip-info] RE: GEC/Election Integrity Partnership

10/16/2020 7:30:00 PM
10/16/2020 8:30:00 PM

Show Time As: Busy

{none)

please join us today Friday, Oct. 16th, at 3:30pm EST/12:30 PT to discuss a concrete idea we have for possible
support of the EIP effort.

Please let me know if you have any questions ahead of time.

Join Microsoft Teams Meeting

Conference 1D:

Adela

i United States, Spokane {Toli)

Warm regards,

B otnnume ot npemiora CISA o nenpuuactHoctH, EIP otkpeiTo nmpusHana, uro GEC
coobmana o “rukerax» B EIP B cBoeM 3aKIIOUMTENFHOM OTYETE MO UTOraM HM30MpaTeIbHOTO

rnukia 2020 roxa. bonee Toro, cornacuo 3tomy otuety, GEC Obna ogHOlM u3 Hanbosiee 4acTo

OTMeYaeMbIX opranu3anuii B cucreme Jira EIP.

15 oxts6ps 2020 roga Anena JleBuc, «CBS3HOM ¢ aKaAEeMHUYECKUMU U aHATUTUIECKIMU
nentpamm» mpu GEC, oTnpaBuia mo 3JIeKTpOHHOH MOYTE MPUTIIANIICHUE HA BCTPEYY ¢ Ha3BaHUEM
«ITaptaepctBo GEC u uectHpIX BBIOOpOB». B Tekcre mucbMma JleBuc Hamucana, 4To BCTpeua
COCTOHUTCSL «0/is1 0OCYIHCOCHUSI KOHKPEMHOU udeu, KOmopyio Mmvl umeem OJisk 603MONCHOU

noooepoicku ycuauii EIPy.




Message

From: Beebe, William [ @stategov]
Sent: 12/4/2020 11:12:27 PM
To: Alex Stamos [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Recipients/cn - B

[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Recipients/cn-| | N Fccc Difesta

[fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/en=Recipients/cn={ G - t- Starbird

Wl 2w edu; Shelby Grossman [/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=e995f09f3b364dde8ad3beed3a5f55db-shelbybg]; Jevin West

e v edu]

cc: Levis, Adela |l @state.gov]; Ruppe, Adele E [JEstate.zov]; Dempsey, Alex L ([ ©state gov);
stewart, Samaruddin K [l state gov]

Subject: Thank You from the GEC

EIP Team,

| want to send my sincerest thanks for allowing me to participate in the Election Integrity Partnership as an
analyst with the GEC. My colleagues and | appreciated your taking the time to meet with us before the
election and accommodating my involvement on short notice. | am proud to have worked on such an
impactful initiative with so dedicated a team and look forward to reading the products you continue to
produce.

We'd like to stay in touch and look for ways to collaborate further. When you have time, we'd welcome a
follow-up meeting to exchange ideas and lessons learned on the disinformation challenge. Adela Levis (cc'd
here) would also like to know how her Academic Liaison Unit can support your research efforts.

Have a great weekend!

Best Regards,

Will

ITocne Bb16opoB 2020 roga «aHanuTuk 1o 6opsde ¢ nezunpopmanmein» 3 GEC ornpasun
mupektopy SIO Aunekcy Cramocy, MeHemkepy no ucciaenoanusMm SIO Pene [lupecte u
mupextopy UW no CIP Keiit CrapGepa, a Takxke BCEM OCTaJIbHBIM, BOCTOP)KEHHOE MUCHMO C
teMoil «Crnacu6o or GEC». AHaNMMTHUK BOCKIUKHYI: «f XOYy 6blpazume C80K UCKPEHHION
O1az00apHocmes 34 MO, MO 6bl NO36OIUNU MHE HNPUHAMb YYacmue 68 Napmuepcmee no
obecneuenuto yecmuocmu 6bloopos ¢ GEC. H u mou Konne2u 6biCOKO OYeHUIU mo, 4mo bl Hauliu
8peMs 6CMPemumuCsi ¢ HAMU 00 8b160PO8 U NPUHANU MOe yiacmue 6 KOpomKue CPOKU». AHAITUTHK
HOPOJOIDKWIL «f 2opoicyce mem, umo paboman HAO MAKOU BANCHOU UHUYUAMUBOU C MAKOU
NpeoanHoUu KOMAHOOU).

E. Yuactue apyrux ¢enepaiabubix arenrcrs B EIP: FBI u NHS.

CISA Obuta He eIMHCTBEHHOH NPaBUTEIHCTBEHHOW OpraHM3alliei, OCBEIOMIICHHOW O
nestenbHocT EIP. 23 wmions 2023 roma Komurer u OTaenbHBbIA MOAKOMHUTET MPOBEIH
pacmmugpoBaHHOe HHTEPBBIO ¢ AslekcoM CramocoM, uzydas ero u CISA yuactue B EIP. B xone
uHTepBbi0 Cramoc mokasai, uyto SIO uHpopmupoan o EIP psn npyrux npaBUTEIbCTBEHHBIX
YUpEXKICHUH, BKIIIOYass ATEHTCTBO HallMoHanbHOM Oe3omacHocTH (NSA) n KubepkomangoBanue.



Cramoc Tarxke Mokasai, yTo chenuaibHblil areHT deaepanbHoro Oropo paccnenoBanuil (FBI)
OnBuc YaH, KOTOPHIH ObLI rIaBHBIM CBsI3HBIM Mexay FBI u KpemHueBoii 1omHOM 1 yyacTBOBa
B [10/1aBJICHUU HOBOCTEH 0 BpeJHOM 17151 ceMbu balienoB nHpopmannu, HaliICHHOM Ha HOYTOYKe,
npuHaznexamnieMm Xanrepy baiineny, opranuzosan 6pudunr mexay SIO u NSA.

Cramoc a1 moKa3aHus:
Bonpoc: C kakumu opyeumu gpedepanvrvimu acenmcemeamu EIP nposoounaxoucyremayuu?

OtBet: A npogooun bpughune ons eenepana Haxacone, moeoawnezo oupekmopa
NSA u Kubepromarnoosarus...

Bomnpoc: FBI maxaice nonyuano ungopmayuio o 8b16opax?

Otet: FBI 6v110 yacmovio 3moeo opughunea, nosmomy s npoeooun e2o u3 oguca
FBI 6 Can-®panyucko, nomomy umo s npocmo ne mo2y 3aiimu 8 NSA.

Bomnpoc: Bet nomnume, kmo opeanuzoean ecmpeyy mexicoy eamu u NSA?

Otser: Oneuc Yan opeanuzosan eécmpeuy, nomomy umo Haxacone npuexan 6
YVHUBEepCUmMemcKull 20poooK. Ineuc Ovll  acunumamopom, KOmopwiil
npedocmasun nomewjeHue u yiacmeosan, ciywan opugune 6 Cau-
Dpanyucko.

Bomnpoc: Ja. 3nanu nu evt mucmepa Yana do smoii gcmpeuu?
Ortsert: A.

SIO nponmomxan npenocrasisaTs FBI o0HOBNeHHYI0 HHpOpManuio o EIP Ha mpoTsskenun
Bcero m3bmparensHoro nukiaa 2020 roma. Hampumep, 5 oxtsi6pst 2020 roma Anekc Cramoc
OTIIpaBUJI DJIEKTPOHHOE mucbMo OnBucy Yany, Hamucas: «Ceuuac Ilapmuepcmeo no
obecneyeHuro 4eCmHoCmu 8b100pP06 pabomaem 6 mpu CMeHbl Kaxncowlll OyOHUll OeHb... Y Hac Hem
HUKAKUX 6€CKUX NPU3HAKOS UHOCIPAHHO20 6MEUamenbcmed, U O0IbUUHCINEO 3aMeYeHHbIX HaMU
D axkmos MoHCHO c6a3amb C UZBECMHBIMU GHYMPEHHUMU AKMOPAMUY, TO €CTh aMEPUKAHLIAMH.



Message

From: chan, Elvis M. (SF) (FB1) ([l @foi gov)
Sent: 10/6/2020 4:25:46 PM
To: Alex Stamos [fo=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Reci pi ents /cn = | R<nee DiResta

[/o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/en=Reci pients /cn - I |

Subject: RE: [EXTERNAL EMAIL] - RE: Status Update

Hi Alex,

It seems like you have agood systemin place and are plugged inwith the relevant entities. The FBISF mandateis tobe
the conduit to/from the social media companies for all election-related threats, whether foreign or domestic. We've
been receiving mostly domestic voter suppression-related accounts to flag for social mediacompanies as each state had
its primaries.

At our command post, we’ll have a NCRIC-embed who will have access to HISN, EI-ISAC, and MS-ISAC feeds as well. We
are hoping USIC partners will be able to declassify information fastenough forus to push out to the companies for
awareness.

Since you are alsoflagging things and sending them to the social media companies, | know they'll be able torelayany
coordinated campaigns they see to us for examination and possible case opening. Let's plantostayintouch as things
start to heatup. Thanks!

Regards,
Elvis

From: Alex Stamos <JJj@stanford.edu>

Sent: Monday, October5, 2020 7:44 PM

To: Chan, Elvis M. (SF) (FBI) <}l @fbi.gov>; Renee DiResta < @stanford.edu>
Subject: Re: [EXTERNALEMAIL] - RE: Status Update

Elvis-

Right now, the Election Integrity Partnershipis running three shifts each weekday (and one on Sunday) looking for
election related disinformation. We are handlingabout adozen “incidents” perday, which can correspond to multiple
pieces of disinformation orjust one (thisis varying widely). We are intaking reports fromlocals via EI-ISAC, working with

NGOs like Common Cause, and routingissues to platforms toget handled.

It's working pretty well. You can see a handful of incidents we wrote up at eipartnership.net. We will be adding shiftsin
acouple of weeks and will be staffinga warroom at my house {post COVID-testing) onelection day.

CONFIDENTIAL SI0-HJC014624

What's your mandate look like ? We don’t have any good indications of foreign interference from ourwork, and most of
the things we have spotted can be tied to known domesticactors. Probably some foreign amplifiers, but figuring that
out is generally outside of our scope and the data we have access to. Check out our “Rapid Reaction” postsand see if
any of those kinds of topics are in scope for yourwork.

Alex

OtBeuas Ha Bompoc Cramoca o mangare FBI, Yan nanucan: «Manoam FBI [Can-
Dpanyucko] 3axkmouaemcs 6 mMom, umMobObl OblMb KAHAIOM C8S3U C NPeOCmasumensimu
COYUANIbHBIX cemell N0 6CeM YePO3aM, CES3AHHbIM C 8blOOPAMU, KAK UHOCMPAHHBIM, MAK U
eHympenHum. Mol noayuanu 6 OCHOBHOM GHYMPEHHUE CNEYUANbHbLE AKKAVHMbL, CES3AHHbIE C
HabnoOeHueM 3a uszdupamenamu, 4modvl ommemums ux Oisi npedcmasumenielti COYUATbHBIX
cemeil, NOCKOILKY 6 KAXCOOM wmame npouLiu npatimepusy.



I11. «THKETBI» JIRA OT EIP: DHIMKJIONEIUSI KOHCEPBATUBHOI1 IEH3YPBI

N3ydyenne camux “TUKETOB» Jira MO3BOJSET BBISIBUTH HACTOSIIUN CIIHCOK HM3BECTHBIX
KOHCEPBATUBHBIX JEATENIEH, CTAaBIINX MUILEHBIO A1 LIeH3Yyphl co cTopoHbl CISA u EIP. 17 mapra
2023 roma, B oTBeT Ha moBhimcHHOe BHEMaHue CMU k aearensHoctu SIO, B TOM umcie Ha
ciymanusx B [logkomutere 9 mapta, mocssimenHbIx ¢aiinam Twitter, SIO omyGnukoBana B cBoeM
6nore cooOrmieHne, u300MIyOmee JOKHBIMU 3asBieHussMu o EIP. Hampumep, B OGiore
rosopuiiocs, 4to EIP He «mpecnenyer» u He AUCKPUMUHUPYET KOHCEPBATUBHBIE aKKayHTBl WU
KOHTEHT B COLMAIBHBIX ceTAx». XoTs EIP nelcTBUTENBHO OTMEUYaeT HEKOHCEPBAaTHUBHBIN
KOHTEHT, YTOOBI COXpaHUTh (pacaa HeiiTpanuTeTa, oT4eThl EIP 1eMOHCTpUPYIOT SIBHYIO MOMBITKY
[I0/IaBUTh KOHCEPBAaTUBHYIO pe4b B YACTHOCTH.

Cornacho otuery, noarorosieHHomy EIP mocre BeIGOPOB, CYIIECTBYET YETHIPE KATErOpUN
CBSI3aHHOW € BbIOOpaMU «Jie3uH(popManumy, KoTopble, mo MHeHHio EIP, «Bxomat B chepy
JeUCTBUS» TUNA «Je3uHpopmanun», kotopyio EIP Oyner anmammsupoBath. Hekortopsle u3
KaTeropui, Takue Kak «IpolieypHOe BMEIIATEIbCTBO», OTHOCUTEIHLHO OJJHOOOPA3HbI, XOTSI 4aCTO
BBIXOIAT 32 MPEJEIIbl CBOMX I'PaHMUIL, ¥ BKJIIOYAIOT TAKUE BEIIH, KaK «MaTe€pHalIbl, KOTOPbIE BBOJSAT
n3bupareneii B 3a0myKJIeHHE OTHOCUTEIBHO TOr0, KaK MPaBWIHHO MOJIUCATH OIOJICTEHb,
OTIPABJICHHBIM MO TMOYTE» M «MaTepUalbl, KOTOpbIE MPU3BIBAIOT M30UpaTenell roiocoBaTh B
JIPYrOM IEHbY.

EIP HeoaHOKpAaTHO UCIIOJIB30BaIa YETBEPTYIO KATETOPUIO, B YACTHOCTH, JJI OIIPaBIaHUs
[IEH3yphl KOHCEPBATUBHOM MOJIUTUYECKON peun: «/lemerutumanust pe3yibTaToB BBIOOPOBY,
orpesensieMas Kak «MaTepHall, AeIeruTUMHU3UPYIOIIUI pe3yIbTaThl BHIOOPOB HA OCHOBE JIOKHBIX
WINA BBOJSIIUX B 3a0yXJACHUE YTBEP)KICHUI». DTOT MPOU3BOJIBHBIN M HEMOCIEeI0BATEIbHbIN
CTaHJapT OB ONpeeeH MOJUTUYECKHUMHU ACATENIMU, MACKUPYIOIIMMUCS IO/ «IKCIEPTOB» U
yueHblx. Ho uro eme Oojnee TpeBOXKHO, (elepanbHOE MPABUTEIBCTBO OBUIO TECHO CBA3aHO C
YHHBEPCUTETAMH IPU BBIHECEHUU ITHX, Ka3aJ0Ch Obl, IPOU3BOJIBHBIX PEICHUN, KOTOpbIe ObLITH
HaIpPaBJIEHbI IPOTUB OAHOM U3 CTOPOH IOJUTHYECKOHN OCH.

EIP perynspHo oTMmedana KOHCEPBAaTUBHBIM KOHTEHT B COLUAIBHBIX CETAX IO
MPEUIOrOM TOT'0, YTO OH HEMPABOMEPHO «AEJIETUTUMU3HPYET» PE3yIbTaThl BHIOOPOB, JaXKe B TEX
cllyyasiX, KOTJJa KOHTEHT ObUl (pakThdecku TOYHbIM. KpHuTuka n30uparenbHOM CHCTEMBI - 3TO
samumieHHas Koucturymmeidt peus. [lommTHueckas cucTema, IO3BOJSIONIAs HEOOIBIIOMY
MEHBIIUHCTBY OJJOOPEHHBIX MTPABUTEIBCTBOM «IKCIEPTOBY OKa3bIBAaTh BIUSHHUE HA CIOCOOHOCTH
JPYTUX IPaXJ1aH BEIPAXXKaTh CBOE MHEHHE ITPABUTEIBCTBY, IPEJICTABIISET COOOH TTy0OKYIO yrpo3y
aMEpPUKAHCKOW KOHCTUTYLHOHHOW pecmyOnuke. OTynbHOE WIM HENPaBOMEPHOE MOJaBIICHHE
OOBMHEHMI B MOIIIEHHHYECTBE HA BHIOOpAX HEM30EKHO IMOAABISET peUb O PEANbHBIX CIIydasx
MOIIICHHUYECTBA Ha BHIOOpAX, TEM CaMbIM IIO3BOJIAS IPABUTEILCTBY CBOOOTHO IMPOBOAUTH
BBIOOPBI TAKUM 00pa30M, 4TO OHO HE HECET OTBETCTBEHHOCTH Tepe/l aMepUKaHCKUM HapOIOM.



A. Ortka3 ot npereH3unii Ha «ae3nHGopManno»: Adcypansblii nogxox EIP
K KJIaccupuranuu

B cBoem otuete EIP nmpusHana, uTo «HE SBISETCS OPraHU3aIUEH 10 IPOBEPKE (HaKTOB» U
YTO «B HEKOTOPBIX CIIydasiX HEBO3MOXXHO ObUIO HAWTH BHEUIHIOI MPOBEPKY (aKTOB, IOTOMY UTO
HU OJIH CIICLUAIUCT 10 IpOBepKe (HaKTOB elle He 3aHMMAJICSI 3TUM BOIPOCOM, UJIH IIOTOMY YTO
uHpopMalus He MMoaaBagach MpocToi nposepke». HeBepositHo, HO EIP Takke npusHana, 4ro ee
AHAJMTHUKH «BBISIBUIIM MO KpaifHEH Mepe OJMH BHEIIHUI HCTOUYHUK MPOBEPKH (PaKTOB MPHUMEPHO
g 42 % “TUKeToB», MONABUIMX B MoJie 3peHus». pyrumu cnosamu, aHanutuku EIP He cmornu
HAWTU HU OJHOT'O BHEIIHEr0 MCTOYHMKA, MOATBEPIKIAIOIIETO, YTO B OONbUUHCIGE COOOWEeHU],
OTMEYEHHBIX MU, KOHKPETHOE COOOIICHNE WU paccka3 ObUIM Ha3BaHBI «JIe3nH(popManuein» mwin
«JIOKBIOY.

OOmiast 3aBUCUMOCTH IICH30POB COLIMAIBHBIX CETe OT CHEUMAIUCTOB IO MpPOBEpPKE
(axTOB, MHOTHE M3 KOTOPBIX UMEIOT SIBHO JIMOEPaJIbHBIC MOJIUTHUECKUE MIPUCTPACTHUS, CO3AAET
cpeny, BpaxaeOHyIo cBoOo e C10Ba, 0cOOEHHO KOHCEPBATHBHBIM TOUKAM 3pEHUS, U cama 1o ce0e
BbI3bIBaeT OecrokoiictBo. Opmnako TOT (akr, yto EIP He cMmorna HallTH HH OJIHOTO
MIPOBEPSIONIETO (PAKTHI, MPEB3SITOrO UM HET, MPEXkIe YeM MOMEYaTh KOHTEHT B COLIMAIBHBIX
ceTAx B OOJIBIIMHCTBE CIIy4aeB, M FOTOBA MyOJIMYHO MPH3HATH 3TOT (aKT, CBUIACTEIHCTBYET O
HarjioM M MaHHeW BeNWYHs MOJXO/€e K IIEeH3Yype, He 3a00TACh O MpaB/e MU COXPAHEHUH JTaKe
BUJMMOCTH MTOJTUTHYECKOTO HEUTpanuTeTa.

B cnyuasix, korma EIP He morna mpoBepuTh (pakTaMu BBISBICHHOE YTBEp)KICHHE WU
pacckas, oHa MOTJla HE OTMeYaTh KOHTEHT Ha Iiat(opMax COLMAIbHBIX CETeH, yUUTHIBas, UTO
ObUla HEYBEPEHHOCTb B MPaBIUBOCTH JaHHOrO KOHTeHTa. Bmecto storo EIP arpeccuBHO
noMeyaja Takue MOCThl Ha Iiatdopmax, oTMeyas B THKETaX, YTO y Hee He ObI0 HHKaKHX
OCHOBAaHMHU ISl cOOOIIEHHsST 00 3TOM KOHTEHTe, KpoMme monauTuyeckoil moBectku CISA u camoit
EIP.

Hanpumep, 3amuce B EIP-713, tmkere Jira, kacaromasics cratbu Gateway Pundit,
HaIMCaHHOW BO BTOPOH MOJIOBUHE JTHS BBIOOPOB 3 HOSAOps, riacuia: «Mbl OTIIpaBIisieM 3TO BaM
OBICTPO, MOCKOJIBKY, CKOpPEE BCEro, HE CMOKEM IPOBECTH 3/1€Ch MPOBEPKY (aktoBy». B EIP-418,
Kacaromemcst TBuTa oT One America News Network, ogun u3 aBropoB Hanucai: «Mol He gudenu
gaxkmyexa no >mou NPAMOU UCMOPUU, HO SMA UCMOPUSA HANPABIEHA HA OUCKPEOUMAyuro
OeticmeumenbHocmu 2010co8anus no noumey. B ceoem otuete EIP 3asBrIIa, 4TO ee Lelbio ObLIO
«BBISIBJICHWE M aHaNW3 Je3uHpopmarum», xkortopyto naxke CISA mybnuuno ompenenser Kak
nodicuyto napopmanuo. OJHAKO MOAXO, MPOJEMOHCTPUPOBAHHBIN B 3TUX U APYTUX “‘THKeTax”,
SICHO TTIOKa3bIBAeT, YTO B LieHTpe BHMMaHus EIP Oblia He McTHHA, a MPOBIKEHUE TUCKPUMUHAITIH
110 MPU3HAKY albTEPHATUBHON TOUKH 3pEHUS.



Harmeet K. Dhillon &
@pnjaban

Polling is going smoothly in many parts of Pennsylvania according to my
colleagues. Have spoken to multiple lawyers there. But Philadelphia has
rampant problems. Is the Democrat AG Shapiro - who is on the ballot —
giving them cover? We are documenting and handling this. VOTE! 2=

11:14 AM - Nov 3, 2020

I'Eddi'f I B it com>

Re: EIP-614 NE Philadelphia lllegal Electioneering Claim

1 message

Alex Stamos @stanford.edu> Tue, Nov 3, 2020 at 10:21 AM
To @reddit com>

This is what we sent to multiple platforms on the same debunked claim:

Reddit, Facebook and Twitter teams:

Atweet by a Newsmax columnist (A. Benjamin Mannes) shows a Democratic campaign flyer posted at a NE Philadelphia polling site. This content describes
electioneering at polling places in Philadelphia as well as Delaware County by showing posters depicting the “Official Democratic Ballot” that are posted outside
of polling stations. Posters complain that no equivalent “Official Republican Ballot” was provided to voters. These posters have been seen at at least three
polling places based on images from this tweet. A Facebook post brands this as Democrats cheating.

The Philly DA has investigated and found that this was not a violation as is being alleged. We recommend at least labeling as this is a disproven claim of an
electoral crime.

Fact Check: https:/ftwitter.com/philadaoc/status/1323644899967881219

content

https:/ftwitter.com/PublicSafetySME/status/13235955483482931217s=20
https://www.reddit.com/r/donaldtrump/comments/jnbOnk/this_is_our_polling_place_in_ne_philadelphia/
https:/www.facebook.com/groups/75793573423007 1/permalink/3827144257309188
https://twitter.com/LukeEdison20/status/13236481979952200927s=20

hitpsz//twitter.com/DGTLSLDR 17 2/status/1323629286100770819
https:/ftwitter.com/pnjaban/status/13236598367147458587s=20
https:/ftwitter.com/jperky1956/status/132364591582394368275=20
https:/ftwitter.com/ellencarmichael/status/13236431384355921937s=20

B. Yceninsd 1o neH3ypupoBaHHIO IPaBAbI

Jlaxke B TeX peAkHx ciyyasx, korjna EIP ynaBanoch HaliTH BHEIIHIOK POBEPKY (HaKTOB,
CIIELIMAIUCTHI 110 MpPOBepKe (HaKTOB YACTO caMHU He ObLIM yBEpeHbl B cebe, MPU3HABAIM, YTO
COOTBETCTBYIOILIME YTBEPXKJICHHUSI HE SABISAIOTCS JIOKHBIMH, WJIH OBUIM IOJBEPKEHBI
HECOMHEHHOH MoauTHYecKor mpeas3saTocTH. 3 Hos0ps 2020 roma Anexc Cramoc OTIpaBHil
3JIEKTPOHHOE MUCHMO CcOTpyIHUKY Reddit ¢ comepkanmem THKeTa Jira, Kacaromerocs
HapylleHuil Ha u30uparenbHbIX yyacTkax B Punanenbduu, nockonbky Reddit oTkazancs
HanpsAMYI0 y4acTBOBATh B cucreme Jira.

Xota “TUKeT» SKOOBI Kacaucs KOHKPETHOI'O YTBEPXKICHHS O 3HAKaX, BBIBELICHHBIX Y
n30MpaTeNbHBIX YYaCTKOB, B HEM ObLII OTMEUEH Oosiee oOIIMi KOHTEHT, BKJIKOYas IPUBEICHHbII
HIDKE TBUT mpeacraButens PecnyOnukanckoit maprun Xapmura [Ixumnona. [IpoBepka dakros,
Ha KOTOPYIO CChUIAETCS “THKET», — 3TO TBUT 0(rca AEMOKPATHIECKOT0 OKPYKHOI'0 IPOKypopa
@unanenb(uu, KOTOPBIH HE OCIIApUBAET HU OJHO U3 YTBEP)KJICHHH B co0OIeHnn J{Xxuiuona.



C. Yenaust mo nensype npe3uaeHta Tpamna u ero ceMbu

CaMbIM H3BECTHBIM KOHCEPBATOpOM, cTaBimuM muiieHbio CISA u EIP, Ob1u1 HE KTO HHOW,
kak neiicrByromuid npe3uneHT Coeaunennabix [tatoB Jonansa Tpamm. 27 okrsOps 2020 roga
MECTHBII YNHOBHUK COOOIMII O TBUTE Mpe3uaeHTa Tpamna Ha «1e3uH()OPMAIIIOHHYIO» JIMHUIO
CIS, xoTopasi, coriacHO cBOeMy OOBIYHOMY MPOTOKOIY, repecnana coobmenue B EIP u CISA.
3arem CISA momerumna cogepkanue TBUTa B Twitter. B naHHOM citydae peub MAET O TOM, YTO
Hen30MpaeMblii YUHOBHUK HCIIOJIHUTEIFHON BJIACTH MOMETHII 3asBIICHUE M30paHHOro Juzepa
WCTIOJHUTENBHOM BIACTH JJIS YJAJCHHs C OJHOTO M3 KPYMHEHIIMX W Haubojee aKTUBHBIX
nyOnmuunbIX popymoB B mupe. CISA He npenoctaBun Komutery HUKakuX J0Ka3aTeIbCTB TOTO,
YTO OH cBsi3ayics ¢ benbiM 10MOM /10 mepenaun cooOIeHus, 4TOObl BBICKAa3aTh CBOE MHEHHUE O
IIPaBAMBOCTU YTBEPKACHUS B TBUTE.

mailto:
Sent: Tuesday, October 27, 2020 12:52 PM
To: Elections - Public - 505.Wa.gov>
Subject: Disinformation

I’'m reporting this disinformation about the elections. Please take steps to stop it, and correct it
publicly. Thanks.

Federal Way, WA

Donald J. Trump & )

@realDonaldTrump

Strongly Trending (Google) since immediately after the
second debate is CAN | CHANGE MY VOTE? This refers
changing it to me. The answer in most states is YES. Go do
it. Most important Election of your life!

3:53 AM - Oct 27, 2020 ®

o/ 174.5K ) 58K people are Tweeting about this



From: Misinformation Reports @cisecurity.org>

Sent: Tuesday, October 27, 2020 4:07 PM

To: @2020partnership.atlassian.net; Misinformation Reports @cisecurity.org>; Scully, Brian
@cisa.dhs.gov>; CFITF @hqg.dhs.gov>; CISA Central @cisa.dhs.gov>

Subject: Case #CIS-MIS000075: Misinformation tweet regarding re-voting

CAUTION: This email oniginated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust
the sender. Contact your component SOC with questions or concems.

Misinformation tweet regarding re-voting

From: Scully, Brian
Sent: Tuesday, October 27, 2020 4:09 PM
To: T —

@twitter.com>

Ce: CFITF @hq.dhs.gov>; Misinformation Reports _@cisecurity.org)
Subject: FW: Case #CIS-MIS000075: Misinformation tweet regarding re-voting

Please see below report from Washington.

Thanks,
Brian

VYyactue CISA B nomnsITKe LeH3ypbl ITpe3ueHTa Tpamna He 3aKOHUMIIOCH ITOCIIE TOT0, KaK
otueT ObuT oTmpaBieH B Twitter. BmecTo 3TOro, Kak oTMedaercs B 3amuCH B “‘THKeTe» lJira,
obo3naueHHoM kak EIP-482: «Mwt [EIP] nonyyunu omeem om Twitter uepez CISA»
OTHOCHUTEIJIBHO TOT0, Kak Twitter perni o6paboTaTth COOOLICHHBIN TBUT.

Ot0 ObLT He enuHCTBEeHHBIN ciydaii, korga CISA u EIP meitamick nmomeniatbh 3aKOHHO
n30paHHOMY TPE3UICHTY OOLIAThCS C aMEPUKAHCKOM 00mecTBeHHOCThI0. 4 Hos0pst 2020 roxa
COTPYAHUK u30uparenbHOM Komuccuu mrata Mwuumran HampaBun B CIS cooOmenue o
«ae3uHpopmanun», HanucaB: «Ceco0Hs Mbl Y3Hanu O A6HOU owudKe 6 coobueHuu
Heouyuanvhblx  pe3yibmamos  6vi0opos 6 Amumpume. Coobwjennvlie HeopuyuanbHble
pe3yromamyl Obliu HeobbluHbiMu. OKpy2 paccmompen 5mom 60npocC U nNocjie pazeo80pa co CE0UM
NOCMABWUKOM B8bIOOPO8 Onpeoenusl, 4mo, B6O03MONCHO, 8 NpOpAMMeE, UCNOAb3YeMOU Ol
00veduHe s pe3yIbmamos, NPOU3ouLIa OWUOKAa, KOMopdas Npusend K 0moopadtcenuo HemoYHbIX
yugpy. Tlo croBaM mpencTaBUTENs M30MPATEITHHON KOMHCCHH, 3TO BBI3BAIO OECIIOKOWMCTBO,
HOCKOJIBKY ~ «OmoenbHble JAUYa UCHOAb3YIOM SMOM  UHYUOeHm Ol PACHpOCMpPAHeHUs
oezuHgopmayuy U meopuii 3a2080pd, CO2NACHO KOMOPBLIM pe3YIbMamam 6blO0po8 Helb3s
008epsmbv.



From: Misinformation Reports

Sent: Wednesday, November 4, 2020 7:42:36 PM (UTC+00:00) Monrovia, Reykjavik

To: Scully, Brian; CISA Central; CFITF; @2020partnership.atlassian.net; Misinformation Reports
Subject: Case #CIS-MIS000159: Antrim County, MI election results error in reporting

CAUTION: This email originated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust the
sender. Contact your component SOC with questions or concerns.

eror: [ o i 501>

Sent: Wednesday, November 4, 2020 2:35 PM

To: MS-ISAC SOC .@msisac.org)-; Misinformation Reports _@cisecurity.org:-
Subject: Antrim County Michigan Election Results Error in reporting

Importance: High

Good Afternoon,

Today we learned of an apparent error in reporting unofficial election results from Antrim. The unofficial results
reported were unusual. The County reviewed the issue and after speaking with their election vendor, determined that
there may have been an error in the program used to combine the results that caused inaccurate numbers to display.

At this time, there is no reason to think that this was the result of malicious activity. We believe that all ballots and
tabulators functioned properly. Voters are recorded on hand-marked paper ballots. The County is reviewing the issue
further with its election vendor and will then determine when it will be able to report its unofficial results. Again, all
results reported at this time are unofficial; the official results are determined after a County canvass of election results
and certification by the Board of State Canvassers.

Individuals are using this incident to spread misinformation or conspiracy theories that the election results cannot be
trusted. They may be combining this story with apparently doctored images of election results in other areas to suggest
a widespread conspiracy to change election results. They may also combine this with efforts to undermine the ongoing
counting of absent voter ballots. There is no basis to this whatsoever and as far as we know this was an isolated incident
caused by an error that was quickly caught.

Kak 00b14H0, oT4eT 061 0fHOBpeMeHHO HarpasiieH B EIP u CISA ans npuHaTHS mambHEHInX
mep. B orBer Ha sto EIP mocnymHO BKJIIOYMIIA CBOM AHTEHHBI HAOIIOICHUS, MPOBEpss
COIL[MAJIbHBIE CETH HA HAIW4YHe COOOIIEHHH M aKTUBHOCTH, CBS3aHHBIX C HApYLICHUSIMHU B
OTUYETHOCTH, KOTOpBIE, KAaK MOATBEPANI IPEICTAaBUTEND 1ITAaTa, AEHCTBUTEIBLHO MUMEIN MECTO.
3arem EIP nepenana B Twitter u Facebook psin URL-anpecoB, kacaroniuxcsi MHIUICHTA B OKpYyTe
AntpuM. Facebook oTBeTnia, 4To «Hajg0kuia COOTBETCTBYIONINE METKHU HA CCBHUJIKH, KOTOPHIMU
BbI MOACTHIUCHY. OTHON U3 CCHUIOK, BKJIIOUEHHBIX B “THKET», ObUI TBUT OT Npe3uaeHTa Tpamma
MOJIeNHIICS cTaThel u3 Breitbart ¢ monmomHUTETHFHBIM KOMMEHTapueM: « Kakotl dice noanwlil bapoax
meopumcs Ha smux ‘“‘evioopax!» CISA He mpepoctaBuino KoMHUTETy HHKAaKUX TOKA3aTENbCTB
TOT0, YTO AareHTCTBO HAIpPSIMYIO CBSA3BIBAIOCH C belbiM J0MOM, 4TOOBI BBIPa3UThb CBOIO
00€CTIOKOEHHOCTh TBUTOM, BMECTO 3TOro mosarasck Ha EIP ams ocymiecTBiieHUs! IIEH3YphI 110
JIOBEPEHHOCTH.

Uinensl ceMbt npe3ujieHTa Tpamna Takke MOABEpraluch LieH3ype co cTopoHsl CISA u
EIP. B xone cBoeii paboTs! B iepruoa Beioopos 2020 roga EIP orMeTnia MHOXKECTBO COOOIIIEHUI
Honanpaa Tpamma-minagmero u Dpuka Tpamna, HEKOTOpBIE U3 KOTOPBIX, CYZs IO BCEMY, ObLIH
yAaJIeHbl WK MOMEYeHbl. B 01HOM U3 10KyMeHTOB, 0003HaueHHOM Kak EIP-867, EIP otmeruna
akkayHT [lonanpna Tpamma-mmamgmero B Twitter 3a TO, 4TO OH HPOCTO TMEPENOCTHI TBHUT
KOHcepBaTHBHOT O xypHanucTa [xeitmca O'Kuda u cnpocun: «/ 0e Muniocm (DOJ)??2?».



Newt Gingrich &
@newtgingrich
Pennsylvania democrats are methodically changing the rules so they can
steal the election. It is amazingly open, dishonest, ruthless and will work

unless the state ( especially Philadelphia) is flooded with law
enforcement.

3:53 PM - Oct 23, 2020

% Donald Trump Jr. &
@Donald)Trumplr
Where is the DOJ?77?

ﬁ James O'Keefe 8 @JamesOKeefelll - Nov 4, 2020

BREAKING: Michigan @USPS Whistleblower Details Directive From Superiors:
Back-Date Late Mail-In-Ballots As Received November 3rd, 2020 So They Are
Accepted

“Separate them from standard letter mail so they can hand stamp them with
YESTERDAY'S DATE & put them through"

#MailFraud

D. Ycenims nmo neH3ype noJMTHYECKUX KAHIUIATOB M 3aKOHOAAaTe el
[ensypa CISA u EIP nHameneHna He TOJIBKO Ha Tpe3ujieHTa Tpamma, HO U Ha OBIBIIHX,
necTByromux u Oynymux 3akoHomateneid. B EIP-450 EIP ormermna tBuT (Ha OTO HIDKE)
obiBiIero cnukepa Ilanarer npencrasureneit Hptota ['MHrpnya 00 M3MEHEHUSIX B U30MpaTEIbHOM
3aKoHoarenbcTBe [IeHcuibBaHuu.

B nene EIP-904 EIP nmomblTancs moaBepruyTh LieH3ype npeacrasutens Jxoau Xaiica,
JEWCTBYIOIIET0 KOHIPECCMEHa-pECITyOIMKaHIIa OT mTata J[)Kop/ Ky, 3a TO, YTO OH BBICTYITHII C
OCHOBHOM MOJIUTUYECKOM PeUublo, KPUTUKYIOIIEH OpraHu3alnio BEIOOPOB B €r0 pOJTHOM IITaTe.



i Thom Tillis
@ThomTillis

Thank you for this historic victory, North Carolinal

Looking forward to SIX MORE YEARS of fighting for you and your family
in the U.S. Senate. #ncsen #ncpol

12:05 AM - Nov 4, 2020

Rep. Jody Hice &
q @CongressmanHice

GA's handling of this election is embarrassing!

Two days are gone and we still don't know results...are you kidding?
Worse yet, partisan ballots keep appearing.

A fair vote & Trump wins, end of story!

Stop the fraud!

7:04 PM - Nov 5, 2020

Amnanutuku EIP Taxke OTMETHIN COBEpIICHHO 0e300uIHbIi TBUT ceHaTtopa Toma Tuuca u3
Cesepnoit Kaponmuust B EIP-936, mockonbky Tpymma I[OCYMTalla €ro 3asBieHHe O Tmobene
npexaeBpeMeHHbIM. CeHatop Tuiumc AefCTBUTENBHO BRIUTpal nepen3opanue B CeHar.



Kpome Toro, EIP nanenmnach

HA KaHJUJATOB-PECcHyOIMKAHIIEB Ha i Nicole Malliotakis for Congress

IIOJIUTUYCCKHUEC OOJDKHOCTH, B TOM ; - G

YHUCJIC TCX, KTO BIIOCICACTBHUH CTAHCT -

unenom Konrpecca. Hanpumep, B EIP- = Be sure to vote tomorrow because we're

596 EIP oTMmeTmHiia 3TO COOOIICHHUE B not only taking on Max Rose, Nancy Pelosi

Facebook co CTPAHULIBI & Bill de Blasio. We're taking on Dead

Hpel[BHGOpHOI‘/'I KaMIIaHUHA PEKTOpa Demaocrats tool

Huxons Mammuorakuc. Cynas 1o

BCEMY, COOOIEHHE OBLIO YJIaneHo -

Facebook. '@'@ & 175 13 Comments 40 Shares
B nene EIP-780 «amamutuku» EIP ;i:, Share

OTMETHJIM  COOOIIEHHE C  aKKayHTa
NpeIBBIOOPHON  KaMIaHUM  peKTopa
Mapmxopu Telmop I'puH, B KOTOPOM KOHI'PECCBYMEH IIpHU3bIBaja CBOUX ITOANMCYHUKOB
MOJICNIUTHCST €€ COOOIIeHHEM. DTO CKOJIb3Kas JOPOXKKA, €CIIU MOJUTHUYECKUE KaHAMIAThl U UX
CTOPOHHHMKH HE MOT'YT BBIpa)kaTh 3aKOHHOE OECIIOKOMCTBO 110 IIOBOY M30MpaTeIbHOr 0 Impoliecca.

B To Bpems kak MHOTHE SKCIEPTHl MO JAe3MH(POPMAIUU OBICTPO KPUTHUKYIOT KaHIUIATOB-
pecryOJIMKaHIIeB 32 TOJPBIB «BEPHI B BBIOOPBI», ITH IKCIEPTHI, TTOXOXKE, XPAHAT MOTYAHUE
BCSIKHMI pa3, KOT/Ia JIEMOKPAThI BO3PAXKAIOT MPOTHB PE3yIbTATOB BEIOOPOB M O€30CHOBATEIIBHO
OOBHHSIOT B TOPKEHUH Ha BEIOOpaX UCTIONB3YsI HEOOOCHOBAHHEIE 3asBJICHUS O MOIIICHHUYECTBE
wim oomane, 1e3uHpopMaIiu.

Bo3moxxHo, Hambornee mpuMeuyaTeNbHO TO, YTO MHOTHE JEMOKpaThl IOBTOPSUIN
HEOOOCHOBAHHOE YTBEPXKJIEHHE O TOM, YTO Mpe3uJeHT Tpammn BcTymuia B croBop ¢ Poccuetd,
BMECTO TOro 4TOOBI NMPHU3HATh 3aKOHHOCTH ero modexbl Hax Xwuuiapu Kmmaton. Ho, kak
MPU3HAIOT CaMH SKCHEPTHI MO J1e3uH(POPMAaIINH, U3YUeHUE «JIe3UH(POPMALUN», KOHEYHO XKe, «I10
CBOEH CYTH JI€JI0 YUCTO MTOJIUTUYECKOE).



E. Ycunims mo neH3ype oMopa M CaTUPBI

I[OKYMCHTBI, IMOJIYUCHHBIC Komurerom u CHCI_[I/IEU'IBHBIM INOAKOMHUTETOM, TAKXKC ITOKA3bIBAIOT,
yto EIP ot™Meuana KOHTCHT, KOTOpBIfI OBLII IBHO IOMOPUCTHYCCKUM U CATUPUUYCCKUM.

Hanpuwmep, ananutuku EIP BHyTpeHHE HMICHTHGHUIIMPOBAIN TBHUT OBIBIIErO TI'yOepHATOpa
Apxkan3aca Maiika XakaOu, B KOTOpOM XakaOu MOUTYTHII O TOJIOCOBAHUHM YMEPIIUX POJCTBEHHUKOB.
CornacHo “tukety», nomeuenHomy EIP-460, uenosek, cBsizannbiii ¢ EIP, nanucan: «ISAC Partners,
0obasnsi0 8ac 6 smy memy 01 Ha2sionocmu. Mot pexomendyem Twitter nomemums 5mo, 0COOEHHO
6 onyuu (b) nockonvky oo 6bLI0 pazmeweHo 0oOueCmeeHHbIM Oesmenemy.

Gov. Mike Huckabee &
@GovMikeHuckabee

Stood in rain for hour to early vote today. When | got home I filled in my
stack of mail-in ballots and then voted the ballots of my deceased
parents and grandparents. They vote just like me! #Trump2020

4:45PM - Oct 24, 2020




"W, Carol Ricks
) @BVMgroupie

Some or all of the content shared in this Post is disputed and might be
misleading about an election or other civic process. Learn more

Wow. They found boxes of “Emergency” Democrat Votes this morning.
How convenient???

3

! 3 ]
Hang onjwelfound more votes!

o __ \\

1:33 PM - Nov 4, 2020

EIP naxxe Bo3pakaya M MbITAIACh MTOABEPTHYTh IIEH3Ype IOMOPUCTUYECKHE U300paXKEeHUS,
KOTOpbIE HE MOTJM ObITh OOOCHOBAHHO BOCIPHUHATHI Kak MomiauHHbIe. O0a n300pakeHus,
BOCIIpOU3BeIcHHbIE HIKE 1 oTMeueHHbIe B EIP-811, sBistorcst oueBuanoi danscudukanueit u
M300paKaloT TPAHCIOPTUPOBKY KOPOOOK C HAAMUChI0 «Ype3BblyailHOE TOJOCOBAaHUE
nemokparoBy. EIP namucama B “tmkere»: «llomp3oBarenu B Twitter m Facebook memsitcs
MaHUITYJIUPOBAaHHBIMU HM300paKEHUSAMH JIIO/ICH, MEpeBO3SAMMX KOPOOKH B TPYy30BHKaxX C
Haanucelo «Emergency Democrat Votes». Msl nipeiaraeM IOMETUTh UM YOQJIUTh TBUTHI, B
KOTOPBIX HCIIONb3yeTcst 3Ta (oTorpadus, MOCKOIbKY OHAa MOXET IMOJOpBaTh BEpy JIIOJACH B
JIETUTUMHOCTh M30MpaTEIbHOrO IMporeccay. XOTs W300pakeHUEe MOXKET IMOKa3aThCsl HEJEIbIM,
HEKOTOPBIE M0JIb30BATEIN MOTYT IIOBEPUTH B €70 PEATIbHOCTBY.



P Paula Priesse
MNovember 4, 2020 @

Movember 4th — The Dems and their corrupt media comrades insist it's over. We say NOT EVEN
CLOSE. Let the lawsuits begin! P

ri
~

Election officials follow strict rules when it comes to ballot counting, handling and reporting. X
Source: Bipartisan Policy Center
Get Accurate Election Info

B o0oux cnyuasx EIP ycmemHo moOyamna ruiaTdopmbl A00aBUTH SIPIBIKA K IOCTaM.
[TomoGHBIE TpHUMEpHl WILIIOCTPUPYIOT MoynHOoe mnpe3penue, ¢ koropeiMm CISA, CIS u EIP
OTHOCWJIMCh K aMEPHKAHCKOH OOIIECTBEHHOCTH M €€ CIOCOOHOCTH OLIEHUBATh MH(OpMAIHIO B
COIIMAIIBHBIX CETSX.



@RealCandaceQ

@ Candace Owens &

Some or all of the content shared in this Post is disputed and might be
misleading about an election or other civic process. Learn more

You called this correctly last night.
They were planning an overnight scam in Georgia. Their confidence
made no sense at the time, and it makes perfect sense now.

This election will end in court.

G Charlie Kirk € @charliekirkll - Nov 4, 2020
Something weird is happening in Georgia. Trump is up 300,000 votes with

83% reporting yet Democrats seem confident.
Why? Poll watchers needed!

Show more

11:52 AM - Nov 4, 2020

F. Yeuans no neHsype APyrux BJIAMATEIbHbIX KOHCEPBATHUBHBIX AKKAYHTOB

[ToMmrMo ymOMSHYTHIX paHee akkayHTOB, EIP BbiOpama juis mojaBieHUs aKKayHTHI B
COIIMAJIBHBIX CETSAX KOHCEPBATUBHBIX JKYPHAJIMCTOB, KOMMEHTATOPOB U JesATeNeil ¢ OONbIINM
KOJIMYECTBOM TOJMICYNKOB U BHICOKOH BOBJICYCHHOCTHIO. B “THkeTe» Jira mox Homepom EIP-
805 EIP ormeruna o0a mocTa Ha cKpuHIIOTE HIKE - ouH oT Kanauc OysHc, a apyroit ot Yapium
Kupka.

EIP Takxe nmoMeuana mocTel U3BECTHBIX U MOMYJISIPHBIX KOHCEPBATUBHBIX AKKAYHTOB, BKJIIOYAs
akkayHThl [loma Cneppu, llanens Puon, Illona [I3Buca, [IdiiBa PyOuna, Mumens MankuH,
Jxeiimca O'Kuda, bernu [Ixoncona, J[xxeka [Tocoburna, Tpeiicu bunsza, Maiika Pomana, [1lona
XsuuutH, Babylon Bee, Newsmax, Momu Xemunryaii, Toma @uTTOHA U IPYTHUX.

IlonaBnenue koHcepBaTUBHBIX NoauTHKOB U CMMUM B pesynpTaTe 3TON “‘lEH3YpHOI
orepauuu’” JIMMIKAIO OECYMCICHHOE MHOXKECTBO aMEpPHKAaHCKHX H30HpaTeNeil BO3ZMOXKHOCTHU
O3HAKOMMUTBCS C PAa3IMYHBIMU TOYKAMHU 3PEHUS HA BAXXHEHUIINE ITOJIMTUYECKUE BOIIPOCHI B JHU U
HE/IeNM, TMpeIecTByone BceoOumM Bbibopam. Ouenbp BakHO, urto EIP mpoBommna cBoro
[IEH3YPHYIO OIMepanuio Mo YyKa3aHuio u B corpyaHudectBe ¢ CISA, denepaibHbIM
MIPAaBUTEIbCTBEHHBIM areHTCTBOM, AaKTUBHO CTPEMSIIMMCS MOJIOpBaTh CBOOOAY cloBa U
JEUCTBYIOIIETO Mpe3uAeHTa. 3HAYCHUE ATUX (DPAKTOB HEBO3ZMOXKHO MEPEOLICHUTD.



IV. TAKTUKA IPUHYKJEHUS EIP

B mpennsepun Bb160poB 2020 roma coruanbHble Meaua-maaTGoOpMbl OBUTH HABOJIHEHBI
3ampocaMu O LEeH3ype oT psiaa denepanbHbix areHTcTB, BKIodyas FBI u CISA. Kak ykazano B
pazzene I atoro npomexxyrounoro oruera, CISA u ee noBepeHHbIE JHIA YK€ UMENH JBa KaHalla
s onadn ot4eToB - Switchboarding u EI-ISAC - u o coznanus EIP aktuBHO 1000MpOoBanu
TPEeTUi KaHaj, «IOpTaJl Ul MOJauu OTYETOB O Je3uHpopmanumy, ynpasisembiid CIS. 3atem,
nocie cosznanus EIP, nanHble THKeTOB Jira W 3JMEKTPOHHBIE MUChMA SICHO TOKA3bIBAIOT, YTO
w1aTOpMbl  COLMANBHBIX CEeTeld IMOHMMAIOT, 4YTO (herepaibHOE MPABUTEIBLCTBO paboTaer
Hanpsmyto ¢ EIP.

[ToMuMO SIBHOM M CKpPBITOH MOAIEPKKH CO CTOPOHBI (peepalbHOTO MPABUTEIHCTBA, B
pacriopsbxernu EIP ObLt eie ouH HHCTPYMEHT JaBJICHUS Ha IPEICTaBUTENN COIIMATIbHBIX CETEH,
9YTOOBI 3aCTaBUTh UX BBINIOJHUTH TPEOOBAaHUS O LIEH3Yype: CpeACTBa MaccoBoi mHpopmanmu. B
cBoux mokazanusx nepen Komurerom Anekc Cramoc, aupextop SIO u ObIBIIMI JUPEKTOP 1O
6ezonacHoctu Facebook, 00bsicHUI, Kak IpeACTaBUTENN COLMATBHBIX CETEH OILIYIIAalOT IaBJICHNUE
CO CTOPOHBI OOIIECTBEHHOCTH, KPUTHKYIOIIEH MX 32 HECIIOCOOHOCTh YJalsiTh KOHTEHT, KOTOPBIN
AKCTEPTH! KBATH(PUIHUPOBAIH Kak Je3nHpopmanuio. OH ckazai:

Bomnpoc: 4 umo xacaemcsa szanuceii 6 6no2ax, kmo-uub6yob uz EIP coobwan
niamghopmam, ¥mo vl cobupaemecs coeiams 3mu 3anucu nyoOIUUHsIMU?

OTBeT: Bnonne 603M04CHO, YMO Mbl NPedynpeouny ux, Ko20a nUcaiu 0o 3mom.
Bonpoc: X nouemy vt smo coenanu?

OtBet: A dymaro, umo 5mo 8excIusvlil NOCMYNOK, Ymobvl OHU 3HATU, YMO Mbl
8bIX00UM Ha nyoauxy. Mol ne xomenu, 4moobbl y HUX BO3HUKIO OWYUeHUe, YmO
Mbl He 3ameyaem ux.

Bomnpoc: X umo evt umeeme 6 6udy, 2060ps «npedynpeoumuvy ux?

OtBet: Mol xomenu, ymooObl OHU 3HANU, YMO BOZMONICHO 0OCYICOEHUE MO0, YMO
NPOUCXOOUNIO HA UX NAam@opme, U OHU OOJIICHbL 3HAMb 00 d5mom. A dymaio...
3Haeme, Mbl... 51 C NOHUMAHUEM OMHOULYCb K MOMY, KaK MPYOHO OblMb 6 0OHOL
U3 SMUX KOMNAHUU U RLIMAMbCSL COANAHCUPOBAMb 6Ce paziuinble yHkyuu. M
eciu Kmo-mo nuuiem 4mo-mo, 4mo MOdCem c030amb KOMMYHUKAYUOHHbLU
MOMEHmM 6 NEPUOO 8b1OOPOS, MO MO MO, O YeM 5 Xomei Obl 3HAMb HABEPHIKA.



Bomnpoc: Ymo 6vl umeeme 6 6udy noo “KOMMYHUKAYUOHHBIM MOMEHMOM»?

OtBet: Ecnu mbl nuwiem 8 6102e nocm co cio8amu: «Imo eupycHoe séleHue,
KOmMopoe npoucxooum, He AGNAEMcsa Npagooly, mo 6NOJHE O3MONCHO, UMO
npeocmasumenu CMU eviiidym na yauyy, Hatioym 3mom KOHMeHm Ha namu
PA3HBIX NAAMOOPMAX, a 3amem HANUULYM 0 MOM, YMo Mo NPasoa Uil Hem.

Bonpoc: X eciu 6v1 o1 6ce ewe paboman, Hekomopbvle U3z 3mux mMeoua-uzoanuil
Kpumuxogaiu 6wt niamegpopmol?

OTBeT: Mo 803MOIHCHO.

Hokrop Keiir Crapbepn u3 YHuBepcutera BamumHrrona, ofHa u3 TJIaBHBIX (QUTYP,
yuacTBoBaBIIUX B pabote EIP, Tarke nanma mokazaHus 00 MCHOJIB30BAHUU CBOEH IIAT(HOPMBI
(ne3aBucumo ot EIP) anst myOGnuuHOro NaBieHUs Ha COLMANbHBIC MEeIUAIUIaT(OPMBI C IENBI0
M3MEHEeHHs UX monuTHKU. OHa 3asBuia:

Bomnpoc: buiia au yenv nyoauunozo coobwenus 6 mom, umoowl sacmasums Twitter
U3SMEHUMb C8010 NONUMUKY !

Otger: s mens smo 6wi10... Onsms dice, 5mo He omHocumcs K opendy EIP. Omo
4Umo-mo 6pooe Mmoo, Ymo Mbl NPOCMO OeNanu, Ymobdvl 8 KOHEUHOM Umoze
Hauamv pabomamuv 6cem emecme. Ho smo npocmo mo, umo s uacmo oenaio, a
UMEHHO - NPOBOCY AHANU3 U 8 KOHYE IMO20 AHANU3A 0al0 PeKOMEeHOayuu Ol
niamgopm.

Hnozoa smo deraemcs 6 oguyuanvHulx 0okymenmax. B oannom ciyuae s Ovl
UH020a 8bIKIAObIBANA AHATUMUYeCKUe Mamepuansl ¢ Twitter, umobvl ckazamy,
YUMo MO NPOUCXOOUM, YMO MO NPobIeMa, NPusiedsb K Hell BHUMAHUe, U YmoObl
OHU NOOYMANU, YMO UM Cledyem coerams, umoodwvl usmeHumocs. /a.

U 5 He 6cec0a pexomenoyio... A pedko pexomenoyio KOHKpemHule Oeticmeust. A
Ovl xomena... i He ycnena 3mo cKazamv... f 6bl Xomena ckazamv YMo-mo
nyuwee. Ho uawe écezo s npocmo ykazvigaio Ha npobiemvl U He 2060pI0, KaK
ux pewums. A nonumaro, umo peuienue npobnem o4eHb CIOHCHOE U MPYOHOe,
nosmomy s omoaro um oomicHoe. Ho s mnozo nucana, xax 6wl ykazvigas: 9mo
npobnema.

Ocenpto 2020 roma EIP Tarke paborama Haj HOArOTOBKOM pabodero NpoayKra,
0000IIIAI0IIET0 MOJUTHKY MOJEpalMd KOHTEHTa OCHOBHBIX COLMANBHBIX MeauariargopMm u
pasnmuuns Mexay Humu. M3navansHo EIP mpenoctaBuna Alphabet (MaTepuHCKON KOMIaHUU
Google u YouTube) BO3MOXHOCTh MPOKOMMEHTHPOBAaTh MOJIUTUKY YouTube B OTHOIIEHUH
MoJiepaliii KOHTeHTa. Kak BUJHO W3 TNPUBEAECHHOW HMXKE IEMOYKH SJIEKTPOHHBIX IHCEM,
Alphabet npekpacno nonumana, uro EIP moxer «mpuBieds npeccy». B gacTHOCTH, KOMITaHuUs
xotena yb6enuthes, yto EIP He Oymer myOnuKoBaTh «HETOUHOCTH» WM «HETPaBUIbHBIC
XapaKTePUCTUKMN», KOTOPBIE, MOXKHO MPEANIOIOKHUTh, YTBEPKAAIH, YTO BHYTPEHHHUE PETJIAMEHTBI
KOMIaHUHU OBLITM HEIOCTATOYHBI [T yJaJICHHs CBSA3aHHOTO C BRIOOpaMH KOHTEHTA, [TOMEUEHHOT O
EIP kak nezuHdpopmanus.
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From: I cogle.com

e
Date Tuesday, August 11, 2020 at 4:30 PM
0 dstanford edu>
e @google com™, Elena Cryst f-msr.tnford edu>
) >, 3

; wgo_gl_e;c_o_r 4
Subject: Re: Stanford Intemnet Observatory —

ection Inlhgrl Y Parlmrshnp

i O
L4
In line with my previous comments related to inaccuracies in the dri. d our pending help center

update, we'd like to send further information off the record. Are gnable to receiving some of the
new language slotted to go live Thursday (6 am est) on that ba&b

Thanks Q
[

S

On Tue, Aug 11,2020 at 12:23 PM [@google.com=> wrote:

Hi I

We've socialized your draft blog int nd have some feedback and guestions to share
with you:

. We've identified some and mischaracterizations of our policy. For example,

Youtube/Google is listed as haviflg no policy for Participation Interference (and fraud in the
original draft), but we have ghplicit policies on both that have been in place since February.
See current gohme

. As mentlone
elections relateé
format, we'd Ii

ek {confidentially) we are publishing a help center update on our
thls Thursday. Given that will describe our policies in a user-friendly
- consider publishing this piece subsequent to reviewing the updated
blog will be outdated relative to what's public on our end

help center -
. Finally’ u planning to engage the press around this posting? My comms folks
have as her you could share on your press strategy, if possible

much

N

‘ Internet Observatory A program of the Cyber Policy Center, a joint initiative of the Freeman Spogli
Stan ford Cyber Policy Center Institute for International Studies and Stanford Law School.

Home Res Trust and Safety  Teaching  About

Is it true that the EIP censored 22 million tweets and labeled them as
“misinformation”?

No, the EIP did not censor any tweets or label any tweets as “misinformation.” EIP
has no ability to remove or label tweets or other posts, and content moderation
decisions are independently made by social media platforms. As part of its non-
partisan research relating to the 2020 U.S. presidential election, EIP analyzed 22
million tweets that contained keywords or URLs relevant to EIP’s scope of work.
EIP identified 2,890 unique tweet URLs in potential violation of Twitter's stated
policies. EIP provided its factual analysis to the relevant platforms, which were
then responsible for each platform’s own content moderation decisions. The EIP
informed Twitter and other social media platforms when certain social media

posts violated each platform’s own policies; (=58 [{s fe ol 1 EVCE (lee] 1111l ELile] £
o the platforms about what actions they should take.|




V. Ycuaus CTOH®OPJIA O MPENATCTBOBAHUIO PACCJIEJOBAHUIO KOMUTETA

A. O0Mman4uBbIe nydanuHble 3asBjaeHnss CTandopaa o Tom, yro EIP ormeuan
co00LIeHHs Ha caiiTe.

17 mapra 2023 ropa, nocne ciaymanuii B Ilogkomurere 9 Mapra no neny «@Pailnbl
Tsutrepa», SIO omybnukoBana B 6iore mocT moja Ha3BaHueM «CrpaBouyHas HMH(OpMaIus o
npoekte SIO mo coumanbHBIM Meauay, B koropoM SIO mbITanack NpeyMEHBIIUTh MACIITAOBI
ueH3ypsl u cinexku B EIP, yrBepxknas, uto u EIP, u ero npeemMuuk, npoekt Virality, «BIstOTCS
OecnapTHITHBIMU UCCIIEI0BATEILCKUMU KOATHIUSAMHE, KOTOPbIE pab0TaloOT OTKPHITO, IPO3PAYHO U
nyOnmuyHo». 20 MapTa 10pUCKOHCYILT SIO OTHpaBMII CCHUIKY Ha 3aluch B OJ0Te COTPYIHHKAM
KomHTeTa, Hanuca: «BoT 3asBnenue, koropoe CtaHpoOpA omyOnIMKOBal B MATHHUILY, MBITAsICh
UCTPAaBUTh HEKOTOPBIE MU(BI, pacIipoCTpaHsIeMbIE B IIPECCEN.

ITomumo mxuBoro usnoxeHus nesrenbHoctd EIP m yuactus B Helh CISA, B mocte
COJIEpKATCsl 3asBJICHUS, KOTOpPbIE KAaTErOpPMYECKHM HE COOTBETCTBYIOT JEMCTBUTENBHOCTH. B
yactHocTH, SIO noxHO yTBepkmaer, uro «EIP undopmupyer Twitter u npyrue miathopmsl
COLIMAJIBHBIX CETeH O TOM, YTO ONpEIETCHHbIE COOOIICHHS B COLMAIBHBIX CETSIX HAPYIIAIOT
NOJUTHKY Kaxaoi mnardopmel; EIP ne oaem naamgopmam pexkomenoayuii 0 mom, Kakue
Oelicmaust OHU OOANCHbBL NPEONPUHSNDY.

JlokyMeHThl, penoctasieHHble Komutery u OtaenbHoMy nogkomurery kak SIO, Tak u
IPYTUMHU OpraHU3alUsAMH, COAEPKAT MHOIOYHUCICHHBIC IPUMEPBl TOr0, KaK AHAIUTUKU U
corpyaaukn EIP nmaBanmm mumargopmam dYeTKHEe PEKOMEHAALUMU 10 KOHKPETHBIM Mepam
npunyxaeaus. B Ilpunoxennn 1 coOpanbsl pexomenmanmu u3 75 co3maHHbix CraH(bOpAOM
TukeToB Jira, B koTopbix EIP naBana mnatdopmam npsimpie peKOMEHIALNHI O TOM, KaKue JeiCcTBUs
CJIElyeT IPEAIPUHSATD.



Huke npuBeieHO HECKOJIBKO IPUMEPOB, WILTIOCTPUPYIOIINX, HACKOIBKO 4eTKO EIP
MPENHUChIBACT KOMIIAHUSAM, paOOTAIONIUM B COLIMANBHBIX CETAX, IeHCTBOBATD:

EIP-345

«Crarbeii genstes Ha Facebook, u XxoTs oHa OblIa MOMedeHa, Koraa
€10 MOACTHIIUCH B TpyNIe, opUIHalbHbIe aKI[MH HA CTPAHULIE HE
MIOJIYYUJIM TAKOMIIOMETKH... MBI peKOMEHlyeM MapKUpOBaTh BCE
Ccllyuad pacrpocTpaHeHus craTb Ha Facebooky.

EIP-378

«3ITO pacnpOCTPaHUIOCH B TPOTPAMITIOBCKUX
KOHCEPBATHBHBIX IPYIINAX UITOA-CO00IIeCTBaX... MbI
PEKOMEH]TyeM BaM OTMETUTD KaK JIOKHbIE WIH YIAIUTh
MIPUBEICHHBIE HIKE COOOIICHUS.»

EIP-396

«IIpuBer Facebook, Reddit u Twitter... MbI peKOMeHTyeM
YAATUTh €T0 CBAIIKNX IIATHOPMY».

EIP-407

«I[IpuBer komannga Twitter - moxkanyiicra, IOCMOTPUTE THUKET BHIIIIE,
KOTOPBIE MBI ~ PEKOMEHJIyeM IOMECTHUTh B  HH(OPMAIHUIO,
OTHOCAILYIOCS K TOJIOCOBAHUIOIIO TIOYTEY.

EIP-421

«MBI peKOMEeH/IyeM IoMeuaTh Mo 100HbIe COOOIIEHUS, €CITH OHH
COZIEpP>KaT YTBEP)KJACHUS O MOILIEHHUYECTBE, U IPUHUMATh
JabHEHIITNE MEPBI, €CIIH STOCOOOIIEHUE TEHCTBUTENHHO
CBHU/IETEIICTBYET O MOIICHHUYECTBE.

EIP-460

«Xakabu He cKa3zall, ObUI I ATOT TBUT IIYTKOH UM HET... MBI
pexomenayem Twitter moMeTUTh COOOIIEHNE (a) HaUIekKAIIICH
uH(pOpMaLKe 0 TOJIOCOBAaHUI.

EIP-461

«Y4uuTeiBast OOJIBIIYIO ayAUTOPHIO M CTATYC IITATa
[lencunbBaHMs Kak MOBOPOTHOTO, MBI ObI PEKOMEHI0BAIIN
IIPUHATH MEPBI B OTHOLIEHUU 3TOTOKOHTEHTa».

EIP-581

«MBI peKOMeHHyeM BaM IIOMCTHUTH UJIN yMeHBH_II/ITB OGHapy)KI/IBaeMOCTB
COOOIIIEHUSD).




«MBI peKOMEH/IyeM ITOMeYaTh ero [sic] TBUTHI U CIEIUTH 32 TEM, HE

EIP-638 N
PETBUTUTIIM €r0 KaKOH-HUOY/Ib U3 OTMEUEHHBIX aKKayHTOB
BIIMSITEIIBHBIX JIUID).

EIP-656 «@SeanHannity myOauKyeT 4acTHYHOE 3asBJICHUE TPEICTaBUTEIS

Nnbxana Omapa... Mbl pekoMeHayeM Twitter T060aBUTh METKY K
TBUTAM, COJICPKAIIUMCCBUIKY Ha CTaTHIO.




«MBI TOBTOPSIEM HaIlly PEKOMEHIAIUIO IIPUOCTAHOBUTH JICHCTBHE
3TOTO aKKayHTa Ha BpeMs JTHS BBIOOPOB, UTOOBI OH HE pa3Melia
JONOJTHUTEIHHYIOBBOAAIIYIO B 3a0IIyKIeHUE HHPOPMALIUIO O
TOJIOCOBAHUIY.

EIP-668

«MBI peKOMEH/IyeM yAAIUTh ATOT TBUT U JAPYTUE TBUTHI,
EIP-673 COZIeprKaLIHe ITY JIOXKHYI0 HH(pOpMaIHIo»; «MBbl peKOMEHTyeM
MPUHATH KOHKPETHBIE MEPbl BOTHOIIEHUH 3TOr0 aKKayHTa,
HarnpuMep, MPUOCTAHOBUTH €0 BO3MOXXHOCTBIIPOIOIKATH
TBUTHI B TeueHUE 12 gacoBy.

«MBI pEKOMEHyEeM YAIUTh 3TOT TBUT, A TAKXKE TBUTHI C

EIP-680
OPUTMHAJIBHBIMBHJIEO WIHA IIOMETUTD UX KaK BBOZSAIINE B
320y K ACHHUEY.
EIP- «[MBI] pekoOMeHIyeM ITOMeYaTh WIN YIAIATh CChUIKH Ha €r0 COACPKAHHUE).
1020

B EIP-421 otBercrtBennblii anamutuk EIP, moxoxke, cmenan 3amedaTenbHOE MpU3HAHUE 00
UCTUHHBIX HamepeHusx EIP, manucaB: «Mwsi pexomendyem nomeuams nodobHvie coobuenus, eciu
OHU coOepacam 0O8UHEHUs 8 MOUWEHHUYeCae, U Ymo OdlbHeliuue OelUCmaus Mo2ym Oblms YMecmmbl,

ecjiu smo COO6I/I4€HM€ oeticmeumesbHo nodm@epofcdaem MOUWEHHUYUeCmaeo».

B. IlepBonayaiabHbie ycnimsa CToHGOPAA 10 HE3AKOHHOMY HCKAKEeHUI0 M COKPBITHIO
JAaHHBIX Jira

Hecmotps Ha To, uto EIP B cBoeM cOOCTBEHHOM OTYeTe MpH3HAala, 4TO cucreMa Jira
cnocooctBoBana oOmenuto Mexay EIP u  ¢enepansabiM  mpaButensctBoM, CraHbOpH
M3HAYalbHO OTKazajcs mnpenocraButh Komurery n CrenuanbHOMY MOAKOMUTETY apXUBHBIE
nanuele Jira. OcHOBBIBasich Ha 3asBiIeHUAX CToH(OpAA U APYTUX OpraHU3aIfi, OCBEIOMICHHBIX
o mpaktuke xpaHeHus naHHbIX B EIP, Komuter monsui, yro CraHdopn ObIT €AMHCTBEHHOM
OpraHm3aIuei, IMEroIIel T0CTyN K TaHHBIM “TukeTam» Jira. [Tocie Toro kak 24 mapra 2023 roma
KOMIIaHHsI HE CMOTJIa JOJDKHBIM 00pa3oM BBINOJHHUTH 3ampockl Komutera o mpenocTaBieHUN
naHHbIX Jira, 12 anpens KomureT BbImucan noBeCTKy B CyA. 28 ampeds, B IeHb UCTEYCHUS CPOKa,
yKazaHHOro B moBectke, CtaH(Opa mpenctaBuin HaOOp COOOIIEHHH € HE3HAYUTEIHHBIMHU
OTBETaMH, HO CHOBA HE MPEJICTaBHI “TUKEThI» Jira.

4 wmas corpynnukn Komutera BHOBb MOIHSIM BONPOC O “‘TMKeTax» Jira BO Bpems
TeneOHHOTO pa3roBopa ¢ agBokaroM CTaH(OpAa, KOTOPBIN COTIACUIICS TPOKOHCYIBTHPOBATHCS
CO CBOMM KJIMEHTOM OTHOCHUTEIIBHO XapaKkTepa M XpaHeHUs “THUKeTOB» Jira. [I[pumeuaTenbHoO, 4TO
15 mas anBokar CtaHbopaa moarBepaun coTpyaHukam Komutera B apyroMm TteneoHHOM
pasroBope, 4TO CoJep:KaHUE “‘THKETOB» Jira oTBeuaeT TpeOOBaHUSAM MoBecTkHM Komutera, HO
Crauopa, TeM He MeHee, OTKa3bIBaeTCs MX MperaocTaBuTh. [1o cnoBam anBokara CtaHdopa,



“TUKeThI» Jira SKOOBI «Kacaromcs moabKo UCCIe008aMENbCKO20 NPOEKMA, NPOBOOUMO20
cmyoenmamu Cmsngopoay. B cBere oueBumHoro Hexenanus CrdHpopAa MOIHOCTHIO
BBITIOJIHUTH MOBECTKY B cya, 1 wroHs 2023 roma Komuter nampaswn B CTIHGOPA MHUCHEMO, B
KOTOPOM TOBOPHJIOCH O TMEPCIEKTHBE MPUHYIUTEIHLHOTO WCIOJIHEHUS MOBECTKH B CY/, CPOK
KOTOPOM JaBHO UCTEK.

Tonbko mocne mnuceMa mnpeaceaarenss SIO B KOHIIE KOHILIOB CMHUpPWJIAaCh M Hayala
MPeNoCTaBIATh JaHHbIe Jira. B oOmeit crnoxxknoctn Komuter momyuwmn ot SIO msaTHamiaTth
JOKYMEHTOB, B TOM YHCJI€ IIECTh, cofepkanux nanabie mout 400 “tuxeros» EIP Jira B kaxaoM.

The Committee’s subpoena imposes legal obligations on SIO to comply and produce
responsive materials. Thus, your client’s refusal to produce documents responsive to the
Committee’s subpoena—four weeks after the subpoena return date—is highly concerning.
Accordingly, the Committee expects the SIO will complete its production of responsive
documents, in full, by no later than Wednesday, June 14, 2023, at 5:00 p.m. If Stanford fails to
comply in full with the subpoena’s demands, the Committee may be forced to consider the use of
one or more enforcement mechanisms. Thank you for your client’s attention to this matter.

icerely,
imord 5
Chai




C. MHorouynciaeHHbIe JOKYMEHTHI ONIPOBEPraloT MOKA3aHUs CBUAeTe/ el 0
HenpuyactHoctu CISA k EIP.

Komurer u crneuuanbHblii MOJAKOMHUTET IPOBENHM pACHIM(POBAHHBIE HHTEPBBIO C
HECKOJIbKUMH CBUAETENsIMH, ydacTBoBaBmimMu B EIP, xotopsle ytBepxknanu, uto CISA
IIpaKTU4eCKHU He ydyacTBoBaja B EIP. OTu nmokazanus onpoBepraroTcsi OrpOMHBIM KOJIUYECTBOM
JI0Ka3aTeNbCTB, MoyydeHHbIX KomureTroM u IlogkoMUTETOM B COOTBETCTBUHM C HECKOJIBKUMU
IIOBECTKAaMU, BBIIAaHHBIMM OpraHu3anusiM, yuactsoBasmiuMm B EIP. Hanpumep, Anekc Cramoc,
rinasa EIP, yrBepxkaain, uro pons CISA B EIP orpannunBanace npencrasienuem EIP B EI-ISAC:

Bonpoc: Umax, evi ceazanuce ¢ CISA, CISA noznaxomuna eac ¢ EI-ISAC. H mu
sce euje naxooumces iemom 2020 200a, HACKOILKO 8bl NOMHUME?

OtBet: Xopouwio.
Bomnpoc: Kakyw ponv uepana CISA, eciu 6oobue uepana?

OtBet: B EIP y nux He 0bL10 o¢uyuanvrol ponu. ¥ Hux He ObL10 803MOAICHOCIU
coobwams Ham o npoucxoosauiem Hanpamyr. Mol noayuanu ungopmayuro
om EI-ISAC. A ne sepro, umo ece, umo EI-ISAC npucvinan nam, ucxoouno
om camux compyouuxos CISA. Ounu He yuacmeosanu 6 Haulell
nosceonesHou pabome u aunanuze. Taxum obpazom, ux poas 8 EIP 6vina
OYeHb Mand, eciu 800owe dvlLIA.

Ho nokrop Keiit Crap6epn u3 CIP - u onun u3 ocHoBareneii EIP - 3asBuma o
6oneeaktuBHOM yuactuu CISA. Ona 3asBuia:

Bomnpoc: Hackonvko 6vi nonumaeme, Hekomopule U3 6HEUHUX NAPMHEPO8 Obliu
20CY0apCmMEEeHHbIMU YUPeHcOeHUAMU?

OtBet: Hackonvko s nOHUMaio, ecmbv 00HO (hedepanbHoe aeHmcmeo, a ecmb U
opyeue opeanuzayuu, Komopwvle coouparom npeocmagumeneii MECIMHbIX U
20CY0apCmMEEeHHbIX U3OUPAMENbHBIX OPeAHO8, KOMOpble, KAK 51 NOHUMAIO,
Mo2au Obl NOMOYb UM, A OHU MO2U Obl NOMOYL HAM GbIACHUMb, KAKOBA
UCTUHHASL NPasoa o0 npoyeccax u npoyedypax evloopos. M smo Ovlio Obv
BAJICHOLL YACMbIO COMPYOHUUECMBA, Ko20d bl nblmaemecb OOPOMbCsL ¢
maxo2o pooa de3uHgopmayuetl.

Bomnpoc: X na xaxoe ¢hedepanvroe azenmcmeo 6vi ccolianucy?

OtBet: @edepanvroe azeHmMcmeo, KOMopoe... KOmopoe 8pooe KAk Obllo... AGNAEMCs
acenmcmeom CISA, oa. Ymo kacaemcs cozdanusa EIP, 6wviewuti oupexmop CISA
Kpebc oan nokasanus, umo “EIP” oOviio nezasucumwvim om CISA, umo npsamo
npomusopeuum O0okymenmam om nema 2020 2o0a, co2lacHo KOMOpviM OOUH U3
unenos EIP, nucan, ymo EIP 6bi1 co30an «no npocbboe DHS/CISA».

IToxazanus Cramoca u Kpebca o crenenu yuactus CISA B cozmanuu u pabore EIP
OIPOBEPTrarlOTCs OTPOMHBIM  KOJIMYECTBOM JIOKA3aTENbCTB, IOJydeHHbIX Komurerom u



CrneunaibHbIM TMOAKOMUTETOM, W3 KOTOPBIX cTaHOBHUTCS sicHo, uto CISA He TONBKO
HENOCPEICTBEHHO YyuacTBOBaJla B co3ganuu EIP, HO W mnpuHMMana akTHUBHOE y4yacTHE B
noBceqHeBHOM paboTe EIP, mosyyas mocTOSHHBINA OTOK COBETOB U APYroi HH(POpPMALUU KaK OT
CISA, tak u ot EIP, punancupyemoro CISA.

D. Crandopa npoaokaer BBOAUTH B 3a0uay:k1eHue oTHocuTeabHO CISA, EIP n
Jira.

He B cunax ckpbiThed, anBokat Ctaadopaa B nucbMme Komurety ot 14 urons 2023 roga
cHavana npusHai, uro GEC mopaBana 3asBku yepe3 cucremy Jira. OgHako 3aTeM ajBoOKar
CraH(opaa 3asBIII, UTO «KPOME 3TOTO0 HEOOJBUIOrO KOJIMYECTBA ‘‘TUKETOB)», HHUIIUUPOBAHHBIX
GEC, SIO mne wucnomb3oBama Jira Juis mody4deHus uHGOpMAIMU OT (eaepanbHbIX
MPABUTEIBCTBEHHBIX ar€HTCTB WM O(UIIMABHBIX JIHIL 0 [ripoekTe Virality] mim npoekrax EIP, a
TaKxke 17151 ooMeHa nHpopmarei ¢ HuMu». Axasokat CtaHdopaa Taxke yreepxkaai, uyTo «uist EIP
SIO He mpenocTaBiAia HHU OJHOMY NPAaBUTEIBCTBEHHOMY AareHTCTBY WIJIM COTPYAHHUKY
MIPABUTEIBCTBEHHOT'O areHTCTBa ((erepanbHOro, rocy1lapcTBEHHOI0 WJIM MECTHOr0) JOCTYI K
6a3ze manubIxX Jira 1 SIO obmanack ¢ MOMOIIbIO Jira TOJIBKO ¢ OHUM (eepaIbHbBIM areHTCTBOM
(I'ocynapcTBEHHBIM JlenapTaMEHTOM) 110 IOBOAY HECKOJIBKUX 3asBOK, MHUIIMUPOBaHHBIX GEC».



Arnold &Porter

The Honorable Jim Jordan
June 14, 2023
Page 4

that Jira data. However, the statement in the Committee’s letter that the “government and
large social media platforms initiated and received information™ from Jira is not accurate.!!
Social media companies did not initiate any EIP or VP Jira tickets. Federal government
agencies did not initiate any Jira tickets relating to the VP project. The State Department’s
Global Engagement Center (GEC), which was established by Congress to counter foreign
state disinformation and propaganda, initiated a very small number of tickets (fewer than
20) during the EIP 2020 project. These tickets concerned foreign propaganda and
disinformation. primarily instigated by Russia. Aside from this small number of GEC-
nitiated EIP tickets. SIO did not use Jira to receive information from. or share information
with, any federal government agencies or officials about the VP or EIP projects.
Information from a small number of Jira tickets relating to the EIP project. and from an
even smaller number of tickets relating to the VP project, was shared with social media
companies. (As stated above, Stanford is producing Tira ticket data that was received from
the GEC or exchanged with social media companies.) As Stanford’s counsel has explained
in several telephone conversations with your staff. the vast majority of Tira tickets were
generated by students and supervising researchers. and it is Stanford’s understanding that
the tickets were never accessed or viewed by individuals or entities other than the
researchers and non-governmental institutions participating in EIP and VP,

More specifically, for EIP. SIO did not provide any government agency or
employee of a government agency (whether federal. state. or local) access to the Jira
database, and SIO only communicated using Jira with a single federal agency (the State
Department) regarding the handful of tickets that GEC initiated. As noted above, social
media companies did not initiate any Jira tickets. The non-governmental. non-profit Center




From: Elena Cryst <jira@2020partnership.atlassian. net=
Sent Wednesday, November 4, 2020 5:41 PM

To: N - -0

Subject: EIP-833 Case #CIS-MIS000164: inaccurate number of rejected absentee ballots in DeKalb County, GA

Reply above this line.
Elena Cryst shared this with your organization.
View the request and select Get notifications to follow along.

View request<hitps://2020partnership. atiassian.net/_ /o /portal/B/EIP-833... > - Turn off this request's notificatio
ns<https://2020partnership.atiassian.net/. /EIP-833/unsubscribe. >

This is shared with TikTok, Facebook, EHISAC, Twitter, CIS Misinformation Reporting, and CISA CFITF.

Powered by Jira Service Desk<https://www.atlassian. com/softwa... /... [service-desk/powered-by...=

Ot yTBepkeHus HeTouHbl. [loMumo Toro, uro corpyaauku CISA ccputanuch Ha KOAbI
«EIP-» mpu nepexmroueHnn, KomMuTeT moiayums 3anMcH NEPENUCKH, JOKa3bIBAIOIIME, YTO
corpyanuku CISA momydanu nHopManuio u3 cucteMsl Jira wim reHepuposanu ee. Hanpumep,
B NPHUBEICHHOM HIDKE YBEJOMJICHHHU IO JIEKTPOHHOW IMOYTE, KOTOpPOE ObUIO CreHEPHUPOBAHO
cucremoii Jira, ykazaHo, uto “tuker» «EIP-833» Obun «miepenan... CFITF CISA».

redd iT I it com>

Re: EIP-651 Livestream of "riots" between Trump and Biden supporters
1 message

m @reddit com> Tue, Nov 3, 2020 at 12:36 PM
0. Alex Slamos (@stanford.edu=

Thanks. Unfortunately as we mentioned at the beginning of this project we are unable to participate in external jiras, but we are happy to receive info over email
On Tue, Nov 3, 2020 at 12:35 PM Alex Stamos ‘-@sianford.edw wrote:

There is a widely watched YouTube livestream replaying old videos and claiming they are of live violence in the streets between Biden and Trump supporters. YouTube
is looking into it, but here are the Reddit links we found

hitps:/www.reddit.com/r/Bad_Cop_No_Donut/comments/infniw/live_us_election_protests_riots_trump_vs_biden/
hitps:/www.reddit.com/r/ThatsIinsane/comments/jnfooa/live_us_election_protests_riots_trump_vs_biden/

It would be great if we could get somebody from Reddit on the JIRA, just like Facebook, Google, Twitter, TikTok, Instagram, CISA, EI-ISAC ...




OOMeH »51eKTpOHHBIMU TUCbMaMu 0T 3 HosIOps 2023 rona mexy Anexcom CtaMocoM U
Reddit eme 6osbiie ykaspiBaet Ha To, uTo CISA nMena onpeneneHHblil 1ocTyn K cucteme Jira. B
sToM muckMe CTaMoc mbITalcs OKaszaTh naBieHue Ha Reddit, yToObl OHU TpHCOENMHUIACH K
cucreme Jira EIP, Harucas: «bwiio 661 300p0860, eciu 6bl Mbl MO2IU ROOKTIOYUMb KO20-HUOYOb U3
Reddit k JIRA, max oice xax Facebook, Google, Twitter, TikTok, Instagram, CISA, EI-ISAC...».
Cotpynuuk Reddit orBetui: « Cnacubo. K coscanenuto, Kak Mol yoice 2060puiiu 8 Havd.ie npoekmd,
Mbl He MOJHCeM yUacmeo8ams 80 GHEUIHUX NPOEKMAX, C8A3aHHbIX ¢ cucmemotl JIRA, Ho mbl padbl
noxYYams UHGOPMAYUIo NO INEKMPOHHOU NOUME.

Korpma Cramoc CTOJKHYIICS C 3TUM PAacXOXKIECHHEM BO BPEMsi CBOETO WHTEPBBIO, OH
3asIBUIL, UTO «8EPOSIMHO, 00onycmui ouudxy, 206ops o CISA, nomomy umo EI-ISAC bviau nto0o0vmu,
umeswumu docmyn x Jira» HeCMOTPS Ha TO, 4To OoH He3aBucuMo ykaszanu CISA, u EI-ISAC B
AJIEKTPOHHOM ITHUCHME.

Hannsie Jira, npenocraBiennsie Komutery nu OTAeIbHOMY MOAKOMUTETY, COAEPIKAT P
THUKETOB, B KOTOpBIX ynoMuHaeTcsi «CISA», B TOM uucie B KOHTEKCTE, JOKAa3bIBAIOIIEM TECHYIO
koopauHanuio Mexay CISA u EIP. Hampumep, EIP-315 coxmepxut 3amuch Cl€QyOLIErO
conepxxanusi: «EIP - aTa nunpopmarus Oblna pazMmelieHa B MPUIOKEHUH, KOTOPOE HE SBISETCS
ocHOBHOHM mardopmoil coumanbhbix cereil. CISA wm3yuaer, kak oOpabarbiBaTh MOJOOHBIE
COOOILECHUSY.

27 wmions 2023 roma, Gonee uyem uepe3 Mecsll mocie uHTepBbio CTamoca, aJBOKAT
Craudopna B nmuceme Komwurery Hakoner npusHai, yto CISA neiicTBuTensHO paboTana c
cucremoii Jira B EIP u yto CISA 0blia HEOCPEICTBEHHO «OTMEUYECHA» B Psijie TUKETOB. AJIBOKAT
Creadopaa yTBepKaal B MHChbME, YTO «Ha MOMEHT MHTEpBEIO, I-H Ctamoc He 3Ham, uyto CISA
i CFITF Obutn «mmomMedeHsl» B KaKuX-JIH00 “Tukeraxy Jira”.

3T0 0COOEHHO COMHUTENBHOE yTBEepKIeHHe, yunuThiBas, 4to EIP-664, EIP-686, EIP-695
- “THKeThI”, KOoTOphle, Mo mpu3HaHuio SIO, Obun mepenansl CISA - ObulM 3aKperuIeHBI 3a
CramocoM, corynacHO JaHHBIM Jira, mpenocraBieHHbIM Komurery u CroenuaibHOMY
MIOIKOMHUTETY.



! Following Alex Stamos’s June 23 interview with Committee Staff and the Committee’s questions
with respect to Stamos Ex. 16, Stanford has reviewed whether any federal government entity other
than the Department of State’s Global Engagement Center (GEC) initiated or was “tagged” in any
Jira tickets. Stanford has since determined that the Cybersecurity and Infrastructure Security
Agency (CISA) Countering Foreign Influence Task Force (CFITF) was “tagged™ in a small number
of Jira tickets. Based on the information currently available to Stanford, it appears that for a short
period of time, some EIP researchers utilized this “tag.” rather than or m addition to the “EI-ISAC”
tag, to flag the Jira tickets potentially needing input or review by the relevant state and local election
officials. Stanford has identified 14 Jira tickets with a CISA CFITF "tag." specifically: EIP-236,
EIP -239, EIP-243, EIP-563, EIP-570, EIP-616, EIP-664, EIP-686, EIP-695, EIP-713, EIP-743,
EIP-810, EIP-833, and EIP-1009. At the time of Mr. Stamos’s interview, Mr. Stamos was not
aware that CISA or CFITF had been “tagged” in any Jira tickets.

Arnold & Porter Kaye Scholer LLP
601 Massachusetts Ave, NW | Washington, DC 20001-3743 | www.arnoldporter.com

Message

From: (I 2 oocie.com) ®
Sent: 6/3/202112:36:17 AM %

To: YT Policy Emergency Response Team (yt-pert) [vt-pert@google.com]

cC: google.com) @
Subject; Flag from Stanford Virality project — Utah teenager hospitalized for blood clots after vaccine

Attachments: unnamed.png \@
Hi PERT, @

I'm reaching out to share this video that the Stanford Virality Project sent our
way: https://www.youtube.com/watch?v=a%uij TL-Xuw

While this, in and of itself, does not strike me as likely violating policy, the fi

quote in the video might:

It pertains to allegations that a Utah teenager was hospitalized for blood Llut‘f\ ving a vaccine injection.

Best,

— \

protein in all of these jabs, okay, and they will do damage for a

2:12: "(...) he will never be the same, he'll be on blood thinners fo best, because of this spike

g time — and I'm not q!ll’}ﬂﬂg

s documented 20 mechanisms of
Millions of them. This will make Joseph
e had access to the bioweapon that we're

protein carried by a simple coronavirus, it's the spike protein that' oblem, and they put the spike
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SMUIOr

HeynusurensHo, yto CT3H(OPACKUNA YHUBEPCUTET MOMBITAICS OTKA3aThCs MPEIOCTABUTh
JIOKyMEHTBI, OTBedarollne Ha moBecTKy Komwurera: oHM mokasbiBaioT, 4ro EIP He Obun
OeCnapTHUITHBIM  IIKOJIBHBIM TIPOEKTOM», COCTOSIIMM W3 CTYAEHTOB M HCCIeNOBaTesei,
3aWHTEPECOBAaHHBIX B O0pbOe ¢ nesmHdopmanueii B Matepuere. Bmecto 3Toro, ot Havana u 10
KoHIa, omnepamms EIP paGortana Hampsmyio ¢ ¢denepaqpHbIM MPAaBUTEILCTBOM M ObliIa
HEMPONOPLHUOHATIBHO HAllEJIeHA Ha AUCKYPC, OPHEHTHUPOBAHHBIM HA KOHCEPBATOPOB.

ITocne BbIOOpOB 2020 rTOma TO, YTO APYrHe HA3BIBAIOT «IPOMBIIIICHHBIM KOMIUIEKCOM
LIEH3YPbl», Pa3BUBAJIOCH TaK, Kak M oxupanoch. Ilocne toro kak mpesuaeHT Tpamn yBoaui
mupektopa CISA Kpuca Kpebea B HosiOpe 2020 roxa, r-u Kpebe cozman Krebs Stamos Group
BMecTe ¢ Anexkcom Cramocowm, riaBoil EIP u SIO, B auBape 2021 rona. Matt MacTepcoH NOKHHYI
CISA B xonrie 2020 rona u 3aHsUT IOJDKHOCTh HAy4YHOTO coTpyanuka B Ctandopae, padotas ¢ SIO
u ero npoekroM Virality Project.

ITocne TOro kak BBIOOPHI 3aKOHUMWJIMCh, A AMEpPUKAHCKUI HApoJ YCOMHWICA B
nenecoodpasHoctu O6I0KUpoBkH U Oe3omacHocTH BakiuH COVID-19, EIP Bocco3man ce0st kak
npoekT «Virality». CHOBa coTpyaHudas ¢ GpeaepaibHbIM MpaBUTENbCTBOM, SIO 3amycTuia mpoexT
«Virality» Kak «en0b6anbHoe uccieooganue, HANPAGIeHHOe HA  NOHUMAHUE  OUHAMUKU
oesunghopmayuu, xapaxkmepuou oas kKpusuca COVID-19». B mnpoekte «Virality» cHoBa
UCTONb30BaNUCh “TUKeThl» Jira. Xors CreHdopn Obul MeHee KOHKPETHBIM B CBOHUX
pPEKOMEHIAIMAX TI0 LeH3Yype, Kak 3To Obio B Moaenu EIP, matdopMbl conManbHBIX CeTel Bce
PaBHO MOCIYIIHO YAAISIN KOHTEHT, oTMeueHHbIH CTaHpopaoM:



Thomas Massie 3
i @RepThomasMassie
Here’s a comprehensive study that tracked re-infections and COVID
complications for 187,549 people with prior SARS-CoV?2 infection.

Conclusion: Effectiveness of immunity due to prior infection is the same
as for the Pfizer vaccine.

5:35 PM - May 19, 2021
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Message
From: I S ©:ooc < con] @
Sent: 6/3/2021 1:43:48 AM %
To I - : o< < <o)
o I - coo:'e.com]; YT Policy Emergency Response Team (yt-pert) [yt- pert@goo

I <0< < com]
Subject: Re: Flag from Stanford Virality project — Utah teenager hospitalized for blood clots after vaccm\
11 O
Upon review and calibration, we have struck the video for violating our medical misin ation - claims that
covid vaccines will kill people who receive them. Please let us know if you have any furthet questions. Thank
jou!
’ O
Best, \\

O

Kak u EIP, Cmoudopackuit mnpoekr «Virality» mnpogomkan oTMedarb KOHTEHT
HEMOCPEICTBEHHO Ha IUIaT(OpMax COIUATIBHBIX CETeH, BKIIIOYAs HOONUHHbIL KOHTEHT BBIOOPHBIX
JOJDKHOCTHBIX JIMI, KaK, HallpuMep, MPUBEACHHbII HIKEe TBHT KOHrpeccMeHa Tomaca Maccu.
Ccplnasich Ha 3TOT TBUT, THKET npoekTta «Virality» rmacui: « Yeaocaemvle komanowr Facebook u
Twitter, obpamume 8HUMAHUe HA U3PAUTLCKYIO CIMAMbIO, YMEEPHCOAIOWYIO, YMO UMMYHUMEN Om
Covid-19 sxeusanenmen uMMyHumemy om npusugox, co cieoyrowumu URL-adpecamu:», npexae
4eM OTMETUTh TBUT KOHrpeccMeHa Maccu cpeau apyrux ccsiiok Facebook u Twitter.



Thomas Massie &
i @RepThomasMassie
If the data show the vaccine is likely to harm young children more than

the virus is likely to harm young children, giving children the vaccine as a
sacrifice to save older adults is immoral and reprehensible.

™ Albert Bourla & @AlbertBourla - Jun 8, 2021

Although data shows that severe #C0OVID19 is rare in children, widespread
vaccination is a critical tool to help stop transmission. That’s why I'm excited
we have begun dosing participants aged 5 to 11 in a global Phase 2/3 study of
the Pfizer-BioNTech #C0OVID19 vaccine.

12:05 PM - Jun 12, 2021

[TpoexT “Virality» mo3xe OTMETHII ¥ 3TOT TBUT KOHrpeccMeHa Maccu.

Ilocne mnayrypanuu npesujeHta baiinena B sHBape 2021 roma pexum LEH3Yphl €O
ctoponbl npasutenbcrBa ycuwiuics. B CISA komanga CFITF orkasamace OoT mpereH3ui Ha
«MHOCTPAaHHYI0» HAIpaBJICHHOCTh U MepenMeHoBana cedsa B «komanagy MDMy, kotopast Oyner
3aHUMATbCS MHOCTPAHHBIMHU U OMeYecmeeHHbiMU BbICKa3bIBAHUSMU, KOTOPBIE MPAaBUTEIHCTBO
couTeT Ae3uH(opMaIueil wim BpenonocHoi nadopmanueii. B Teuenue 2021 ronma benwiii mom
baiinena mpoBoaun kaMmmaHuio JgaBieHUs Ha Facebook u npyrue mpencraButenu conmaibHBIX
ceTeil C IebI0 3aCTaBUTh MX I[CH3YPHPOBATh AaHTUBAKLIMHAIBHBIA KOHTEHT, JTa)Ke €CIIM OH ObLI
npaauBeiM. B 2022 roxy CISA npurnacuino goktopa Crapdepna, TOrAIIHET0 PyKOBOAUTEIS
Twitter Bumxkas ['agne um apyrux co3gath KOHCYJIbTaTHBHBINA moakoMuteT mo MDM, 4to0Obl
npokoHcynbTupoBaThcst ¢ CISA 0 TOM, Kak areHTCTBO MOXET M JIOJDKHO OOpOThCS C
BBICKA3bIBAHUSMHU  aMEpPUKAHLIEB, KOTOpbIE  IPABUTEJIBCTBO  CUYUTAET  HENPABUIIBLHOM,
HEJOCTOBEPHOI MM BpeoHOCHOM nHpopMmarmeit. SHS coznano, a 3arem pachopmupoBaiio mocie
BO3MYIICHHS OOIIECTBEHHOCTH HeAoNroBeyHbIi COBET MO YIPaBICHUIO Je3UH(POpMAaLIUEH.



Ho x 2023 romy, xorja pecmyOJuKaHIBI BHOBb MOJMy4YHJIM OosbIMHCTBO B [lamare
NpeJCTaBUTENICH M HAyald OCYIIECTBIIATH HAA30D 32 IIEH3YPHO-IPOMBIIUIEHHBIM KOMILIEKCOM,
CISA ouncruna CBOM CalT OT CCBUJIOK Ha BHYTPEHHIOIO LieH3ypy. Komurer u cnenuanbHbIi
MOJKOMHUTET TOJNYYMIM M PacKpbui uHpopMmamuio o ToMm, Kak Facebook m3menumna cBoro
MOJUTHKY M3-3a JIABJICHUS CO CTOPOHBI agMHHMUCTpanuu baiinena. BHyTpeHHUE TOKYMEHTHI
Facebook moxazanm, uro benbrit mom baiinena, B 9acTHOCTH, XOTeJN, 4YTOOBI MpaBIUBas
uHpOpMaIKA U caTHpa MOABEPrajich LIEH3ype CO CKOPOCThIO, KOoTopylo Aaxe Big Tech cunraer
Henpuemsiemoil. Ilo pesynbraram pabGorel Komurera M crenuagbHOrO MOAKOMHUTETA, Jae
OCHOBHBIE CpeJICTBa MaccoBOM MH(opMaruu OoJblle HE MOTJIM UTHOPUPOBATh 3TH HAPYIICHUS
Koucrurynuu. Uctipl o neny «Muccypu npomug baiidena» onepxkanu nobdeny B GpeneparibHOM
oKkpykHOM cyzae u AnemsiimonHoMm cyae CIHIA mo Ilstomy okpyry, a Temepb ux aeno Oyner
paccmotpero B BepxoBHom cyze. IlyOmuunble cOOOIIEHUS MOKA3bIBAIOT, YTO YHUBEPCHTETHI
IepecMaTpuBalOT CBOE MHEHHE O TOM, CTOMT JIM pa3peliaTh CBOMM IpodeccopaM MOIydaTh
(uHAHCUPOBAaHUE U 3aHUMATHCS IIEH3YPOH.

Ho pabota eme He 3akoHueHa. PaccinenoBanne Komurera u ciennanbHOro MOAKOMUTETA
npopoinkaercs. UYtoObl Jydrie OOOCHOBAaTh 3aKOHOJATEIbHBIC YCHIMS TIO TPEKPAIICHUIO
roCyJapCTBEHHOM LIEH3YPhI U 3aILUTE IIPaB AMEPUKAHIIEB, FapaHTUPOBAHHBIX [1epBOM IoNIpaBKou,
Komurer u [lomkomurer mpomoimkaT pacciiegoBaHue macmTaboB B3aumojeiictBusi CISA u
JIPYTUX BEIOMCTB WCIOJHHUTEIBHOM BJIACTH C IUIaT(OpMaMH COLMAIBHBIX CETE€H M TPETbUMHU
CTOPOHaMM, B TOM 4YHCJIE€ C TEMH, KOTOpBIE MCHOJB3YIOTCA sl OOJIErdyeHus IeH3YpHl I10
JIOBEPEHHOCTH.



ITPUTOXKEHME 1

Cynebnbiii komuter Ilamatel mpencTaBUTENedl W €ro CHEIHATbHBIA TOJKOMHUTET IO
BOOPYXEHMIO (elepalbHOr0 MpaBUTENbCTBA MONydmidn OT CTIH(POPACKOTO YyHUBEpCHUTETA
JOKYMEHTHI U HH(POPMAIIMIO B COOTBETCTBUH C ITOBECTKOM, U3 KOTOPBIX CIEIYET, YTO aHAITUTHKHI
u cotpyauuku EIP naBanu yeTkue pekoMeHAauu miaTgopMaM COIHAIbHBIX CETEH MO MPUHATHIO
KOHKPETHBIX MEp IIPUHYKICHUS 110 MEHBIIEH Mepe B 75 Cilydasix B TEUEHUE YETBIPEX MECSLEB B
npeqiBepu W Bo Bpemst BeiOopoB 2020 roma. B sTOM mpuioxkeHuH coOpaHbl 3TH 75
pexoMeHaanuil B mopsiake Bo3pactaHus Homepa Tukera EIP Jira. Becy Tuker Jira, Bkimtouas
KOMMEHTapUH COIMAJIBHBIX MeIuaruiaTopM, MOXKHO HaWTH MO MEPEKPECTHBIM CCBHIJIKAM Ha
apXMBHBIE TaHHbIE TUKETOB Jira, npenctasieHHbie B [Ipunoxenun 1.

Tuxer # CooO1eHus

EIP-166 «3npasctByiiTe, Google... MbI pekOMeH/IyeM yIaluTh 3TO OOBSBICHUEY.

EIP-279 «MpsI pekoMenayeM Twitter TOMETHTb WU YAAIUTh 3TOT TBUTY.

EIP-307
«MBl  pEKOMEHIyeM CIEeAyIOIIUM IUaTgopMaM  MPEANPHHATH
cnepytomueneictus: *Twitter® - OTKIIIOYUTD aKKAyHT.

EIP-321 «PekomeHtyeMble NeHCTBUA: 3alpeTUTh OOMEH CChUIKaMU Ha CIEIyIOLIHe
CalThL:»

EIP-329 «MsbI €000 0 i

IaeM O JIByX CIlIydasix HpeaBBIOOpPHOI ne3uH(popManuy,

npeacTaBisiomeld co0oi BMENIaTeabCTBO B y4acTUE U JIEIETUTHMAIHIO.
MpbloTMeUYaeM MoCT M akkayHT B Twitter 1 peKOMEHIyeM CIEIyOIee:»

EIP-330 .
«MsI pekomenayem Twitter u Facebook ynanuts 3tu coobmmenus. Ecnu
BbIHE MOXKETE YJAUTh 3TH COOOIICHUs, MBI IpearaeM momMedaTh ux
KaK BBOJAIIME B 30Ty KICHUEY.

EIP-345 «Cratpeil nensarcs Ha Facebook, m xoTs oHa ObU1a moMedeHa, KOT/a €ro
NOJIENIMIINCH B TpymIe, opUIHaIbHbIE aKIIMKA HA CTPAHUIE HE MOTYUHIIH
TakOW IIOMETKH... MBI peKOMEHAyeM MapKupoBaTb BCE  CIlydad
pacripocTpaneHust ctatby Ha Facebooky.

EIP-348 «PexoMeH1y10 HaKJIEUTb SIPIIBIK.

EIP-378
«9TO  pacmpoCTpaHWIOCh B MPOTPAMIOBCKHX KOHCEPBAaTHUBHBIX
rpymmax MmnoJa-coo0mecTBax... Mbl peKOMEHIyeM BaM OTMETHUTh KaK
JIOXKHBIE WU YIAJTUTh IPUBEICHHbBIC HUKE COOOLICHUS. »




EIP-
389

«MBI TaKKe pEKOMEHAYEeM PpAaCIIMPUTh IPABONPUMEHUTEIBHYIO
MPAKTUKY BOTHOLICHUU JE3UH(POPMALIUU O BEIOOPAX, coaepiKalieics
Ha HEAHTJIMHCKUXA3BIKAX Y.

EIP-
396

«IIpuser Facebook, Reddit u Twitter... MbI peKOMeHTyeM
yIAJIUTh €T0 CBAIIUX MIATPOPM».

EIP-397

«IIpuser, Facebook, BOT aBa cooOIIeHHs, yTBEPKAAIOIIUE O
npo0biieMax cCMalllMHAMU I TOJIOCOBAHUS, MBI PEKOMEHTyeM
HX 3aKJICUMUTB.».

EIP-402

«Twitter u Reddit, MbI mepeaeM BaM HOJHbBIE CCBUIKH, KOTOPBIE MBI
HAIILJIN, U HATJISAHOCTH, U PEKOMEHIyeM BaM IIOMeYaTh X
uH(pOpMaLKe 0 TOJIOCOBAaHUI.

EIP-407

«I[IpuBer komannga Twitter - moxkanyiicra, IOCMOTPUTE TUKET BHIIIIE,
KOTOPBIE MBI ~ PEKOMEHJIyeM IOMECTHUTh B  HH(OPMAIHUIO,
OTHOCAILYIOCS K TOJIOCOBAHUIOIIO TIOYTEY.

EIP-417

«B 3TOM BHJICO YTBEPKAACTCS, YTO OHO JEMOHCTPHPYET
JI0Ka3aTeJIbCTBA MOIICHHUYECTBA C N30UpaTessiMi B Mapuiiense,
OJTHAKO Ha CaMOM BHJIEO0 (KaJpbl C pabOTHUKOM M30UpPaTEIbHOM
KOMHCCHH) HE BUAHO HUYETO, YTO MBIMOTJIN Obl HHTEPIIPETUPOBATH
KaK MOILIEHHHYECTBO C U30MpaTesiMu. Mbl peKOMEHTyeM yIaIuTh
3TO BUIC0 WJIM HAKJIEUTh HA HETO SIPIIBIKY.

EIP-421

«MBI peKOMEeH/IyeM IoMeuaTh Mo 100HbIe COOOIIEHUS, €CITU OHH
COJIEpKAT YTBEPKAECHUS O MOLLIEHHUYECTBE, U IPUHUMATD
JabHEHIITNE MEPBI, €CIIH STOCOOOIIEHIE TEHCTBUTENHEHO
CBUJETEIBCTBYET O MOLICHHUUYECTBE.

EIP-450

«Kak MUHUMYM, MBI pEKOMEHIYEM
HAKJICUTHh HaA CTOJ'IGBI HpJIBIKI/I,
pa3’b5ICH5IIOH_[I/Ie, YTO IroJIOCOBAHUC I10 ITOYTC
0€30IaCHOY.

EIP-451

«MBI peKOMEH]TyeM TPEANPHHSTD T€ K€ JICUCTBUS C HOBBIM OOBSBICHUEM.




«+*[Inarpopmennsie pekomernauu*+ +*Twitter*+», rue

EIP-455 MIOBECTBOBAHMEIIOyYaeT HAaUOOJIbIIIEe KOJIMYECTBO
B3aMMO/ICHCTBHI, OTMETHTh BUAEO U X3IITET U MPOJIOJIKHUTD
MOHUTOPHUHT HA IPEIMET
BO3MOJKHBIE BEPCHH HAOJIIOJICHUS 33 OTIPOCOM U MOACTPEKATEIbCTBAY.
EIP-460 «Xakabu He cKa3zall, ObUI JIM ATOT TBUT IIYTKOH UM HET... MBI

pexomenayem Twitter mOMeTUTh COOOIIEHHUE (a) HaIekKAIIICH
uH(pOpMaLKel 0 TOJIOCOBAaHUI.




EIP-461

«IIpuBer xomannma Twitter - psii BBICOKOTIOCTABJICHHBIX
JIMI, BKJIIOYAsl TPE3UJCHTA, BbHIJIBUTAIOT OOBHHEHUS B
¢banbcupuKay pe3yabTaToB TOJIOCOBAHUS. . . Y UUTHIBAs
OOJIbLIYI0 ayJUTOpUI0O U cTaTyc IleHCHIIbBaHMM Kak
MOBOPOTHOT'O IITaTa, Mbl Obl PEKOMEHJOBAIN MPUHATH
MEpbI B OTHOIIEHUH 3TOT'0 KOHTEHTa».

EIP-479

«MBI peKOMEH/IyeM HAaHOCUTH COOTBETCTBYIOILYIO MAPKUPOBKY».

EIP-483

«MBbI pekoMeHIyeM twitter yIaauTh TBUT, TaK KaK 3TO IOBOJIBHO
SIBHOCHAPYILICHHUE.

EIP-489

«MpsI pekomenryeM Twitter yaaauTb 3TU TBUTBI».

EIP-503

«MBI peKOMEH/IyeM yJaluTh CIeIYyIOLIIe TBUTHI KaK BBOSIINE B
3a0ITyKICHUE.

EIP-511

MBI peKOMEHIyeM MapKHpOBaTh 3TOT KOHTEHT U
OTCJIEKUBATH KIFOYEBHIECIIOBA HA KUTACKOM SI3BIKE, TAKHE
Kak «panbcuduranus BIOOpoB» U «QAnony», i NPUHATHSL
Mep B OTHOLIEHUH OYAyIIEro KOHTEHTa.

EIP-512

«Msbl pexomenayem Twitter ynmamuTh 53TOT TBUTY»; «MbI
PEKOMEHIyeM YAAIUTh 3TU TBUTH; «SI pexomenayto Twitter u
Facebook ynanute 3111 cooOuienus unm 100aBUTH SIPIBIKY.

EIP-537

«3apaBcTByiiTe KOMaHIbl Youtube u Facebook: Mer moGaBmnsiem Bac
B OTOT THKET, TaK KaK BUJCOPOIUKHU, O KOTOPHIX UJIET PEUb,
COJIEpKaT HECKOJIBKO BBOSIINX B 3a0ITyK/ICHUE YTBEPKICHUHN O
OIOJIJIETEHSIX, OTIIPABJICHHBIX IO MOYTE, a TAKXKE O TOJIOCOBAHUH
JTUYHO. MBI peKOMEHyeM MPUMEHUTH K STUMIIOCTAM CIEIUAITbHBII
SIPITBIKY.

EIP-559

«MBI peKOMEH/IyeM yAAIUTh WU 3aKICHMHUTD 3TOT TBUTY;
«I1oCcKONBKY ATOSIBHO JIOXKHAst HH(pOpMAIHs O BEIOOpaX, MbI
PEKOMEHIyeM YIAIIUTh €€ C MoMOIIbI0 Twitter.

EIP-575

«MpI pekomenayem Twitter MPUHATH MEPBI B OTHOLIIEHUHU 3TOTO aKKayHTa
3aJIeIETUTUMAITIIO BEIOOPOBY.




EIP-581 «MBI peKOMEH/IyeM BaM IIOMETUTh W YMEHBIIUTh OOHAPYKUBAEMOCTb
COOOIIICHUSD.
«MEBI peKOMEHIyEM YIAIUTh CBSI3aHHBINA TBUT.»;
EIP-585 P Ty ’

«PeKoMeHIyeM TaKkKeyJaluTh CBS3aHHBIC TBUTHI C
UTaTaAMU.




EIP-589

«ITocKONBKY 3TO JIO)KHOE YTBEPKICHUE,
MOJIPbIBAIOIIEE T0BEpUE KNU30MPATETEHOMY
IIPOLIECCY, MBI PEKOMEH/IYEM YJAJIUTh €ro).

EIP-608

«PekoMeH 1y10 HAKJICUTbh SIPIIBIKY.

EIP-614

«MBI pekOMeHyeM, 10 KpallHEeW Mepe, HAKJIEUTh SPJIbIK,
IIOCKOJIBKY 3TOOIPOBEPTHYTOE 3asIBJICHUE O NIPECTYILUICHUN
Ha BBIOOPAX».

EIP-615

«MBI peKOMEH/IyeM YAAIUTh 3TH COOOIIEHUS U COOOIINM BaM O HOBBIX».

EIP-638

«MBI peKOMEH/IyeM ITOMeyaTh ero [sic] TBUTHI U CIEIUTH 32 TEM, HE
PETBUTUTIIM €r0 KaKOH-HUOY/Ib U3 OTMEUEHHBIX aKKayHTOB
BIIMATEIIBHBIX JIALD).

EIP-639

«MpI PCKOMCHAYCM YAAIIUTDb UJIU TIOMCTUTD 3TU TBUTHID».

EIP-656

«@SeanHannity myOauKyeT 4acCTHYHOE 3asBJICHUE TPEICTaBUTENS
Nnbxana Omapa... Mbl pekoMeHayeM Twitter J060aBUTh METKY K
TBUTAM, COJICPKAIIUMCCBUIKY Ha CTaTHIO.

EIP-664

«Twitter, peKOMEHIyeM yIaIUTh:».

EIP-668

«MBI TOBTOPSIEM HAIly PEKOMEHIAIIUIO IIPUOCTAHOBUTH JICHCTBHE
3TOTO aKKayHTa Ha BpeMs THS BBIOOPOB, UTOOBI OH HE pa3Meria
JONOJTHUTEIHHYIOBBOAAIIYIO B 3a0IIyKIeHUE HHPOPMALIUIO O
TOJIOCOBAHUIY.

EIP-673

«MBbI peKOMEHIyeM YJaIUTh 3TOT TBUT U APYTUE TBUTHI,
COJIEpIKaIIHe 3Ty JIOKHYIO HHPOPMAIUIO»; « MBI pEeKOMEHTyeM
MPUHATH KOHKPETHBIE MEPBI BOTHOIIEHUH 3TOr'0 aKKayHTa,
HarpuMep, IPUOCTAaHOBUTH €0 BO3MOKHOCTBIIPOJAOIKATD
MMcaTh TBUTHI B TeueHUe 12 yacoBy.

EIP-680

«MBI peKOMEH/IyeM YAaIUTh ATOT TBUT, & TAK)KE TBUTHI C
OPUTMHAIBHBIMBH/JICO MJIM TIOMETUThH UX KaK BBOSIIHUE B
3a0ITyKICHUE.

EIP-698

«PexoMeHy10 y1anuTh )11 HEKOTOPBIX, HAKJIIEUTH SPJIBIK JAJI JPYTUX TBUTOBY.




EIP-705

«MBI peKOMEHyeM yIalIuTh 3TOT TBUT WA OTMETUTH €T0 3a BBOZIILEE
B3a0JIyXK/IEHUE COIEPIKAHUEY.

EIP-706

«ITockobKy B cyeTax cojepxarcs HeOOOCHOBAHHBIE

YTBEPKJICHHSI, OPIBAIOIINE TIOBEpUE K H30UPATEIbHOMY

MPOLECCY, MBIl PEKOMEH Y EMITPUHSATH MEPBI». 100




EIP-715

«OTOT aKKayHT B IIPUBEJCHHOM BBIIIIE€ TBUTE IBITAETCS
JEeTETUTUMHU3UPOBATh MIPOIIECC TOJIOCOBaHMs 0e3 10Ka3aTeabCcTB. Mbl
PEKOMEHIyEM IIPUHATH MEPHD».

EIP-746

«MBI pekOMEHAYEM YIAIUTB 3TO COAECPKUMOE».

EIP-767

«MpsI pekomenryeM Twitter yaaauTb 3TH COOOIIEHUS.

EIP-779

«MBI peKOMEH/IyeM YAAIATh COOOLIEHHS, COJCPIKAIINE CCHIIIKU
Ha 3Ty UCTOPHIO, U COOOIIECHUS, COJIEPKAIINE CKPUHIIIOTHI 3TOM
ucTopuu. Eciii HXHEBO3ZMOXKHO yIAIUTh, CIeIyeT J00aBUTh
OaHHEp, OOBSACHSIOUIHA, YTO OHUJIEIISATCS JIOKHBIM HIIN
BBOJISIIUM B 3a0JTy’KJICHHE KOHTEHTOM.

EIP-780

«MBI 3HaeM, 4TO BBl B Kypce akiuuu #stopthesteal, Ho Mbr
coOpau 371IeCbHEKOTOPBIE U3 OCHOBHBIX (haKTOPOB,
CIIOCOOCTBYIOIIMX 3TOMY... MBI peKOMEHIyeM IPUHSATh
MEpbI B KpaTyaiIime CpoKm».

EIP-789

«21H cooO1IeHNs OBICTPO PACTYT, K MBI PEKOMEH/IyEeM UX
yJIJINTh, IOTOMYUTO OHHU MOAPBIBAIOT BEpy JIHO/IEH B
JIETUTUMHOCTD PE3YJIbTaTOB BEIOOPOBY.

EIP-790

OHU eNATCS STHM BUJICO, YTOOBI MPEIIOJIOKHTD, YTO baiinexn
y4acTBYET B IMOJATACOBKE I'OJIOCOB, HO 3TO BBOJUT B 3a0IyXKJICHHE...)».
Facebook pa3zmectunmpenynpexaaromniuii 6anHep Ha MO J00HBIX
COOOIIEHHUSAX (CM. CCBUIKY

U MBI peanaraeM Twitter 6o yaamuTh 3TU cooOIIeHus, JINO0
ClIeNiaTh TO )Kecamoey.

EIP-795

«MBI peKOMEH]TyeM HeMEUIEHHO YAAIUTh 3TH COOOILEHUS.

EIP-798

«MBI pekOMEHIyeM YIAIUTh 3TOT TBUT WM, 10 KpailHEH mepe,
3aKpBITh €ro OaHHEPOM C BBOJSIIUM B 3a0Jy’KIAECHUE/CTIOPHBIM
cozepkanueM. OH JIO)KHOTIOAPBIBAET BEPY JIO/ICH B IETUTUMHOCTD
PE3YIIBTaTOB BEIOOPOBY.

EIP-811

«ITonmpzoBatenu Twitter u Facebook nensitcs
MaHUITYJIMPOBAHHBIMU HU300paXKEHUSIMHU JIIOJICH, TIEPEBO3SIIINX
KOpOOKHM B I'py30BHKax C HAAMUChIO«Upe3BbIUaiiHbIe TOJI0Ca
JIEMOKpPaToB». MBI npeiaraeM MoMeTUTh UM YAAIUTh TBUTHI, B
KOTOPBIX UCHOJB3YyeTCs 3Ta oTorpadusi, IOCKOIBKY OHAMOXKET
MOJIOPBATh BEpy JIOJIEH B JISTHTUMHOCTD U30MPATENFHOTO




mponeccar.

«ITockonbKy 3TO Oe370Ka3aTeNbHOE YTBEPKICHUE

EIP-817
MOJIPBIBACT JJOBEPHE KBBIOOPAM, MBI pEKOMEHIYEM
IIPUHATH MEPBI».
EIP-847 «MBI peKOMEH/TyeM HaKJIEeUTh SPIbIK (KaK yxe ObLIO CAENaHO) WIH yIAIUTh
STUTBUTBI».
EIP-853 «PexoMeH1yeM HaKIEUThb WIN YIAIUTh:».
EIP-867 «MBI peKOMEHIyeM IOMEYaTh 3TH 3asiBICHHUS KaK HEOOOCHOBAHHBIEY.
«MBI HACTOSITENFHO PEKOMEHIyeM Iu1aTopmam
EIP-868 MPUHATH MEPBI B OTHOILIIEHUU 3TOTO KOHTEHTA U JIF0O0T0
JPYTroro KOHTEHTa ¢ TAKUM CKPUHILIOTOM. JTH
COOOIIEHHUS JOJKHBI OBITh yIAJIEHBI WA TOMEYEHBI
COOTBETCTBYIOLIUM 00pa3oM».
EIP-869 «MBbI pekoMeHyeM KaKk MUHUMYM HaKJIEUTh
SPJBIK, IOCKOJIBKY ATOONPOBEPTHYTOE 3asiBJICHHE
O IIPECTYIUICHUHU Ha BBIOOPAX».
EIP-879 «MBI peKOMEHYyEeM YAAIUTH WA IIOMETUTH TOT KOHTEHT.
EIP-890 «MBI peKOMeH/IyeM OTMeuaTh (WK yIalasaTh) COOOIIeHH S, B
KOTOPBIXCOAEPKATCSA TAKUE YTBEPIKIACHUS ).
EIP-909 «MBI peKOMEHAYEM yIaTTUTDY.
EIP-920 «PexoMeH1yeM OrpaHU4UTh paCIIPOCTPAHEHUE IPUKPEIIIICHHBIX TBUTOB).




EIP-949

«MBI 3aBepIIMIN aHAJIN3 TIPUIIOKEHHOU cTaThu Breitbart u
PEKOMEHIyeMIIOMEeYaTh WM YIAJSATh JIIOObIE CChUIKM Ha Hee
B COOTBETCTBUU C MOJUTUKOM.»; «PEKOMEHIYEM NPUMEHSTh
TOT € APJIBIK K APYTMM/HOBBIMCITY4asiM TOBECTBOBAHUSD).

EIP-952

«MBI peKOMEH/IyeM MPUHSTH MEPHI 0 POBEPKE (PAKTOBY.

EIP-969

«Facebook: moxainyiicta, MOCMOTPHUTE Ty BBOJSIIYIO B
3a0iyskJeHrue ucroputo B Instagram... Pekomennyem
HAKJICUTh SIPIIBIK WU MPEANPUHATHIPYTHE TEHCTBHS, TaK KaK
OHa yke monaina B Twitter».

EIP-970

«Facebook u Twitter: 3Ta UCTOpHS OT IPEIIOIATAEMOTO
«pazoOmaunrernsn» n3HeBapl, yTBEepKIaI0IIEro 0 HapyIIEeHUIX B
XO7Ie TOJIOCOBaHUs, He OblIa MpoBepeHa win odocHoBana. OHa
MOJTyYHJIa 3HAYUTEIIbHOE BUPYCHOE pacrpocTpaneHune. Mol
PEKOMEHIyeM IOMeUaTh 3TH CChUIKI.

EIP-987

«MBpI paboTaeM HaJ| peleHHeM IpoOIeMbl, HO PEKOMEHIyeM
Twitter/Facebook yaanuts (M1 X0Ts ObI IOMETUTH) STH BUICOM.

EIP-989

«MBI peKOMEHYEeM YAAINUTH €r0 KaK HapyLIaloUi yCI0BUs
IIPEAOCTABICHUSY CIIyT).

EIP-996

«MpI PCKOMCHAYCM YAAIIUTD WA MIOMETUTD 3TOT KOHTCHT
COOTBCTCTByIOH_II/IMOGPaBOM».

EIP-998

«MBI peKOMEHIlyeM OTMETUTb UX JUUII MAPKUPOBKU WIH YAAICHUD).

EIP-
1020

«MpI PCKOMCHAYCM ITOMCHYATh UJIN YAAJIATH CCBIJIKHA Ha €ro COACPKAHUCH .
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